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Introduction to Realtime Publishers

by Don Jones, Series Editor

For several years now, Realtime has produced dozens and dozens of high-quality books
that just happen to be delivered in electronic format—at no cost to you, the reader. We've
made this unique publishing model work through the generous support and cooperation of
our sponsors, who agree to bear each book’s production expenses for the benefit of our
readers.

Although we’ve always offered our publications to you for free, don’t think for a moment
that quality is anything less than our top priority. My job is to make sure that our books are
as good as—and in most cases better than—any printed book that would cost you $40 or
more. Our electronic publishing model offers several advantages over printed books: You
receive chapters literally as fast as our authors produce them (hence the “realtime” aspect
of our model), and we can update chapters to reflect the latest changes in technology.

[ want to point out that our books are by no means paid advertisements or white papers.
We're an independent publishing company, and an important aspect of my job is to make
sure that our authors are free to voice their expertise and opinions without reservation or
restriction. We maintain complete editorial control of our publications, and I'm proud that
we’ve produced so many quality books over the past years.

[ want to extend an invitation to visit us at http://nexus.realtimepublishers.com, especially
if you've received this publication from a friend or colleague. We have a wide variety of
additional books on a range of topics, and you're sure to find something that’s of interest to
you—and it won'’t cost you a thing. We hope you’ll continue to come to Realtime for your
educational needs far into the future.

Until then, enjoy.

Don Jones
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Copyright Statement

© 2012 Realtime Publishers. All rights reserved. This site contains materials that have
been created, developed, or commissioned by, and published with the permission of,
Realtime Publishers (the “Materials”) and this site and any such Materials are protected
by international copyright and trademark laws.

THE MATERIALS ARE PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND,
EITHER EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE,
TITLE AND NON-INFRINGEMENT. The Materials are subject to change without notice
and do not represent a commitment on the part of Realtime Publishers its web site
sponsors. In no event shall Realtime Publishers or its web site sponsors be held liable for
technical or editorial errors or omissions contained in the Materials, including without
limitation, for any direct, indirect, incidental, special, exemplary or consequential
damages whatsoever resulting from the use of any information contained in the Materials.

The Materials (including but not limited to the text, images, audio, and/or video) may not
be copied, reproduced, republished, uploaded, posted, transmitted, or distributed in any
way, in whole or in part, except that one copy may be downloaded for your personal, non-
commercial use on a single computer. In connection with such use, you may not modify
or obscure any copyright or other proprietary notice.

The Materials may contain trademarks, services marks and logos that are the property of
third parties. You are not permitted to use these trademarks, services marks or logos
without prior written consent of such third parties.

Realtime Publishers and the Realtime Publishers logo are registered in the US Patent &
Trademark Office. All other product or service names are the property of their respective
owners.

If you have any questions about these terms, or if you would like information about
licensing materials from Realtime Publishers, please contact us via e-mail at
info@realtimepublishers.com.
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Data Protection and the Cloud

Enterprises are adopting cloud computing strategies to control costs and enable more agile
business service delivery. There are a number of ways to use cloud computing and storage
in your business, but regardless of your implementation details, it is important to consider
data protection for your cloud-based applications. The cloud also offers a new option for
offsite storage of backups. In addition to onsite backups on tape and disk, businesses now
have the option to store backups in the cloud. This final article in the series examines how
cloud computing changes the data protection landscape. In particular, the article will
consider:

e Two sides of cloud data protection

¢ Challenges with backing up data in the cloud

¢ Integrating cloud backups with a unified platform
e Addressing mobile device backup with the cloud

Let’s begin with the cloud as both a resource that requires data protection and a resource
to be used in data protection.

Two Sides of Cloud Data Protection

The cloud can be used as a storage and disaster recovery resource, but it can also be
storage for your applications and general storage needs. Public cloud providers can be a
good option for storing your organization’s backups offsite.

There are several advantages to using the cloud. With cloud storage, you will not need to
maintain additional disk storage in-house. In cases where you use tapes for backup, there is
no need to ship tapes to offsite storage. With the cloud, you also have access to computing
resources, so the cloud could become your default site, saving the cost of maintaining
dedicate disaster recovery resources.

Public cloud storage can be a good fit for many use cases. If you need large volumes of
storage for short periods of time, run applications in the cloud, or find the cost of long-term
cloud storage is a better option than maintaining in--house storage, then the cloud is a
reasonable option. One challenge public cloud storage presents is in backing up data stored
in the cloud, or more precisely, clouds.

The three generally referenced cloud models are:

e Private clouds
e Public clouds

e Hybrid clouds
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Private clouds are maintained within an organization for its own use. Servers and storage
systems run cloud frameworks that allow for virtualization of large numbers of servers and
access to shared storage.

Public clouds, as the name implies, are open to use to a wide range of customers. Public
cloud providers, such as Amazon, Microsoft, and Rackspace, provide computing and storage
on-demand to customers around the world.

Hybrid clouds leverage the benefits of private and public clouds by closely coupling the
two. An enterprise with a hybrid cloud can maintain a private cloud that meets most
computing and storage demands but is closely linked to a public cloud. With this
configuration, virtual machines can be launched in the public cloud when the private cloud
is at capacity.

Challenges with Backing Up Data in the Cloud

One of the advantages of using cloud storage is that providers offer replicated storage.
When you store a block of data in the cloud, it is typically written to multiple storage
devices. If one device fails, the cloud storage systems will simply retrieve it from one of the
replicated copies. You have to ask yourself if this setup is sufficient. Even if the chances are
small that all copies of a block of data are unreadable, you need to consider other
possibilities. For example, a human could accidently delete the data or a software bug could
corrupt it and render it useless. It is situations such as this that require backups.

You have a number of options. You could make copies of data in the cloud and store them in
the same cloud. Simple scripts using copy commands might work in some cases, but if the
data is updated during the copy operation, you will end up with inconsistent copies.
Another option is to use cloud-enabled backup software to back up your data from the
cloud and store it in the cloud. This setup avoids the problem of potential inconsistencies
but leaves you vulnerable to cloud provider-level problems, such as a service outage or an
account dispute that leave you locked out.

An alternative is to back up across cloud providers. For example, if you are using a hybrid
cloud, you could back up public cloud data to your private cloud and vice versa.
Alternatively, you could work with multiple cloud providers and store backups from one
provider on the storage provided by another. Working with multiple providers can help to
mitigate the risk of disruptions to cloud services, but it introduces the need to implement
data protection services across multiple providers.
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Integrating Cloud Backups with a Unified Platform

A unified backup platform can address many of the challenges and opportunities that come
with cloud computing. Policy-driven backups, for example, can be designed according to
business requirements and applied to in-house and cloud-based storage. With a unified
platform, you could target backups for storage where it makes the most sense: local disk,
tape, or cloud storage. A unified platform could also help to mitigate some of the overhead
of working with multiple clouds by providing a single point of access and management for
backup administrators. A unified backup platform would also benefit disaster recovery
operations because multiple platforms could be restored to a disaster recovery site, or the
cloud, from a single application.

As more businesses and individuals turn to mobile devices for work and personal use, the
cloud is becoming a useful mechanism for multi-device access to data. Mobile devices can
also be backed up to the cloud. Consider if employees were to replicate business data from
their mobile devices to a cloud storage system. That storage system could then be backed
up by the unified backup solution, allowing a business to protect the data on the mobile
devices.

Summary

The cloud presents both opportunities and challenges for data protection. Cloud storage
might be an effective option for enterprises looking to reduce the amount of disk storage
they maintain onsite or to eliminate the need for physically transferring tapes offsite. When
you use the cloud to host applications, you are putting your data in the cloud as well. A
unified backup platform can streamline backup across multiple platforms, including the
cloud, and help to bring sound data protection practices to all enterprise data.
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