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Introduction to Realtime Publishers

by Don Jones, Series Editor

For several years now, Realtime has produced dozens and dozens of high-quality books
that just happen to be delivered in electronic format—at no cost to you, the reader. We've
made this unique publishing model work through the generous support and cooperation of
our sponsors, who agree to bear each book’s production expenses for the benefit of our
readers.

Although we’ve always offered our publications to you for free, don’t think for a moment
that quality is anything less than our top priority. My job is to make sure that our books are
as good as—and in most cases better than—any printed book that would cost you $40 or
more. Our electronic publishing model offers several advantages over printed books: You
receive chapters literally as fast as our authors produce them (hence the “realtime” aspect
of our model), and we can update chapters to reflect the latest changes in technology.

[ want to point out that our books are by no means paid advertisements or white papers.
We're an independent publishing company, and an important aspect of my job is to make
sure that our authors are free to voice their expertise and opinions without reservation or
restriction. We maintain complete editorial control of our publications, and I'm proud that
we’ve produced so many quality books over the past years.

[ want to extend an invitation to visit us at http://nexus.realtimepublishers.com, especially
if you've received this publication from a friend or colleague. We have a wide variety of

additional books on a range of topics, and you're sure to find something that’s of interest to
you—and it won'’t cost you a thing. We hope you’ll continue to come to Realtime for your
educational needs far into the future.

Until then, enjoy.

Don Jones
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Copyright Statement

© 2011 Realtime Publishers. All rights reserved. This site contains materials that have
been created, developed, or commissioned by, and published with the permission of,
Realtime Publishers (the “Materials”) and this site and any such Materials are protected
by international copyright and trademark laws.

THE MATERIALS ARE PROVIDED “AS I1S” WITHOUT WARRANTY OF ANY KIND,
EITHER EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE,
TITLE AND NON-INFRINGEMENT. The Materials are subject to change without notice
and do not represent a commitment on the part of Realtime Publishers its web site
sponsors. In no event shall Realtime Publishers or its web site sponsors be held liable for
technical or editorial errors or omissions contained in the Materials, including without
limitation, for any direct, indirect, incidental, special, exemplary or consequential
damages whatsoever resulting from the use of any information contained in the Materials.

The Materials (including but not limited to the text, images, audio, and/or video) may not
be copied, reproduced, republished, uploaded, posted, transmitted, or distributed in any
way, in whole or in part, except that one copy may be downloaded for your personal, non-
commercial use on a single computer. In connection with such use, you may not modify
or obscure any copyright or other proprietary notice.

The Materials may contain trademarks, services marks and logos that are the property of
third parties. You are not permitted to use these trademarks, services marks or logos
without prior written consent of such third parties.

Realtime Publishers and the Realtime Publishers logo are registered in the US Patent &
Trademark Office. All other product or service names are the property of their respective
owners.

If you have any questions about these terms, or if you would like information about
licensing materials from Realtime Publishers, please contact us via e-mail at
info@realtimepublishers.com.
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Preventing Data Leaks from Web
Applications

Web applications are complex, distributed systems made up of multiple components, each
of which requires particular security controls. Servers, network communications, and client
devices can all become points of data loss. This article examines the risk of data leaks from
Web browsers as well as methods for mitigating those risks.

Threats to Confidentiality and Privacy in Browsers

The browser is a virtually ubiquitous application that makes it an ideal platform for
delivering client-side applications. It also makes it an ideal target for someone seeking to
steal private and confidential data. Three threats you should consider when designing Web
applications are:

e Limits of SSL encryption

e Malware on the client device

e Lures to malicious Web sites
Any one of these could be the foundation for a data leak.
Limits of SSL Encryption
The benefits of encrypting communications are well known: it makes it much more difficult
to eavesdrop on a communication session, it provides the ability to authenticate both
servers and clients before establishing communication, and from a user’s perspective, it is
no more difficult to set up a secure channel than an unsecure channel of communication. A

significant limit of SSL encryption is that once data is decrypted at a client device, that data
becomes vulnerable to attack.

Modern browsers support the SSL protocol (technically, it is the Transport Layer Security
Protocol—TLS—but by convention, we refer to it as the SSL or SSL/TLS protocol).

With a secure channel between a server and a client, it is extremely difficult to decrypt a
message without the appropriate key. For example, a simple message such as:

The patent application is attached. Do not circulate outside the company.
Encrypted with one particular key becomes:

ftgTSROb9Eua8Rpn1ZA/xCPI1+WfJcUMenvCmFE8bKaRGjASI7KixqAmkk+bFP0OO0w1
00yBr5INUQbIZpUhbjg]4D6mHtcxSSoD20M8dHvxQ=
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This is just what we want in a secure communication channel: Even if attackers are able to
intercept the messages, they will have no idea what it means. Of course, an application user
will have no idea what it means either, so the message must be decrypted before it is
displayed to a user or passed to a client-side application for further processing.
Unfortunately, once a message is decrypted on the client, it is vulnerable to tampering and
copying by malicious software.
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Figure 1: Even in cases where all traffic is encrypted before it leaves a trusted
network, the data must eventually be decrypted on the client device, leaving it
vulnerable to tampering or copying.
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The security status of a client device may not be known, especially if the device is not
managed by the application provider. Consider an employee who logs into the company
VPN from a home computer. The employee shares this computer with her teenage children
who are adept at downloading everything from music to browser plugins, and,
unintentionally, malware. The computer is infected with a malicious program designed to
scan storage devices for common office document formats and copy the files to a server
controlled by the attacker. The employee may assume it is safe to use the shared computer
because her company has well-established security controls, including a VPN. What the
employee does not realize is that protection provided by encryption ends as soon as her
information is decrypted. This leads us to turn our attention to the kinds of malicious
software that can exploit decrypted data.

Malware for Stealing Data
Malicious software may run on either a client device or a server, but both can be designed
to steal data that is available in decrypted form within a browser. Some examples include:

¢ Keyloggers—Client-resident malware that capture keystrokes as they are typed

e Video frame grabbers—Client-resident malware that copies data from memory
used to display information on a monitor

e Malicious browser add-ons—Malware that takes a Trojan Horse approach and
appears to do one thing, such as provide weather reports in the footer of the
browser, while stealing data from the browser cache

e Hostile SSL proxies—Services that appear like legitimate encryption and proxy
services but implement a man-in-the-middle-attack allowing a third party to
intercept and decrypt your communications

e Injection attacks into browser process spaces—Malware that takes advantage of
vulnerabilities in application code to force the client application to return data in
ways that was not intended by the application designer

Imagine using an online banking service from a compromised device. A keylogger could
capture information you type, such as account numbers; a video frame grabber could copy
full screen images, including lists of transactions; and a malicious browser add-on might
copy a bank statement you download in the form of a spreadsheet. All of these forms of
attack are available for stealing data because decrypted data on a client device is not
sufficiently protected by Web browsers.

Lures to Malicious Web Sites

Application developers and managers appreciate the benefit of deploying applications
through a browser, including the fact that you do not need to install software on client
devices. Malware developers can take the same approach: Why bother tricking a user into
downloading malware that might be detected by antivirus software when you can lure
them to a Web site hosting malicious software? Phishing scams, fake messages from IT
security departments, and promises of free or heavily discounted products and other lures
can draw unsuspecting users to sites designed to steal information.
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The limits of SSL encryption, the potential for malware on client devices, and the threat of
lures to malicious Web sites can all compromise the security of a Web application. Clearly,
more must be done to secure information in Web browsers.

Securing Information in the Browser
There are several requirements to protect sensitive data on the client devices:

e Ensuring that decrypted data is only be available to client-side application code
related to the Web application that delivered the data

e Logically isolating data sent to the browser by the Web application from other
processes

e Deleting cached and downloaded data when a session terminates

e Controlling and auditing user activities in the browser (for example, cut and
paste) to prevent malicious activities by the user, such as copying customer lists
or trade secrets

To meet these requirements, you need to build Web applications using security software
that can be delivered to the client device on demand.
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Figure 2: The risks to decrypted data on the client can be mitigated by creating a
secure browser session that protects application information from other potentially
malicious applications on the client device.

You cannot assume any client device will meet an application’s security requirements. The
security software will have to essentially build a logical barrier around all session data and
monitor client-side activities, such as copying and pasting. On-demand client-side security
controls are available today, making available an additional level of protection to
application developers.
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Summary

Regardless of the security measures taken to protect data on servers and during
transmission to client devices, Web applications are potential points of data loss because of
weaknesses in Web browsers. SSL encryption helps protect data when it is sent between
clients and servers, but once it is on the client device, the data must be decrypted to be
useful to the end user. This situation creates an opportunity for malicious software on the
client device or downloaded from a compromised Web site to steal decrypted data.

Mitigating the risk of data loss from a Web browser requires additional security measures
to the ones you typically deploy. Web applications that work with confidential and private
information should not assume that client devices are secure. Instead, they should
download browser session security software prior to launching the Web application’s
client-side code. Session securing software should provide a logical barrier from other
processes on the client so that malicious software cannot read from the browser’s
applications space. In addition, the session securing software should delete all session data
after the Web application terminates so that no data is left in the browser cache, which
could be vulnerable to malware on the client. Of course, not all data loss risks stem from
malicious software. A disgruntled employee who decides to download a client list and take
it to a new employer can be more of a threat than malware. The session securing software
should include functionality that controls user activities and logs user actions. This
information may be useful for enforcement and compliance.

IT professionals have put a great deal of effort into securing Web applications. Until
recently, you have had to count on users to employ caution when browsing and clearing
sensitive data from the browser. You've also had to assume and hope that users kept their
antivirus and personal firewalls up to date to mitigate the risk of a malware infection.
Fortunately, you do not have to simply hope for the best anymore. On-demand, session-
based security controls now offer the opportunity to extend security controls to even
unmanaged client devices.
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