Realtime
publishers

Tips and Tricks
Guide To

Managed File
Transfer

Don Jones




The Tips and Tricks Guide to Managed File Transfer Don Jones
|

BT 0 L0034 =0 PP 1
Tip, Trick, Technique 13: What Deployment Models Are Available for Managed File
Transfer SOIULIONS? ... s 1

ON-PreMISES oot 1
SOFtWATE @S @ SEIVICE. ...ttt 2
L3 04009 (o B D T3 0] ()21 0T=) o Lt OO 4
Tip, Trick, Technique 14: Can a Managed File Transfer System Integrate with My SEIM
=) 0 3 PP 5
ThE PUSH OPTIOMN coucee ettt s s s sses s s s s bR 6
THE PUIL OPTION ettt sees s eessessses s s s es s s s 6
The HYDIId OPtion. ... eceeesieseesesissesssssssssssssesssesssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssessssssas 7
Tip, Trick, Technique 15: Can [ Deploy a Managed File Transfer System Quickly for a
Project that Has an Immediate Need? ... seseessesssessessssssssssssssesssssssans 7
Long-Term Vision, Short-Term Implementation ........ceenesneeneeeeeesssssessessesssessesnas 8
@R 010D oo 3 P 9

Tip, Trick, Technique 16: Apart from My Specific Project Requirements, What Should I

LOOK fOr iN @n MET SYSTEIMY ... iieeeeereeeerseesseseessessessesssesssessssssessssssesssssssssssssssssssssssssssesssssssssssssesssssans 10
ENCIYPHION STANAATAS ..ooveneeeereeeereeeesseeeeeseessesesssesssessessse s s ssessssssses s s s ssssssssssss s sssssssasssnes 10
ProOtOCO]l FIEXIDIIIY ..ovuieececeriesies e sess s sssassnans 11
WOTKEIOW FLEXIDIIITY .oocvuiveiesseesceressesssessseesssssesssess s ssss s ssss s s ss s sssssssssssssssssssessssssssses 11
Data Handling FIeXiDility ......oeessessesssssssessesssssssssssesssssssssssessssssssssssssssesssssssssssessssssas 12
B o U= o 2= oI 2 1o L o) 1 BTN 13

Tip, Trick, Technique 17: What Will My Auditors Like or Dislike About Managed File

TTANSTET? ettt 13
L = 0] 0} A U 16 LU0 PP 14
The Devil's in the Details ... ssss s sssssesssssesssessees 16
0o T W 3 (0TS T BN 01= o o (o TP 16

Tip, Trick, Technique 18: We Already Encrypt Files on Disk. Why Would | Need Managed
FIlE TTANSTEI?....coceeeereeeeessesesseisse s ss s bbb bbbt 16

Realtime i



The Tips and Tricks Guide to Managed File Transfer Don Jones
|

Copyright Statement

© 2011 Realtime Publishers. All rights reserved. This site contains materials that have
been created, developed, or commissioned by, and published with the permission of,
Realtime Publishers (the “Materials”) and this site and any such Materials are protected
by international copyright and trademark laws.

THE MATERIALS ARE PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND,
EITHER EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE,
TITLE AND NON-INFRINGEMENT. The Materials are subject to change without notice
and do not represent a commitment on the part of Realtime Publishers or its web site
sponsors. In no event shall Realtime Publishers or its web site sponsors be held liable for
technical or editorial errors or omissions contained in the Materials, including without
limitation, for any direct, indirect, incidental, special, exemplary or consequential
damages whatsoever resulting from the use of any information contained in the Materials.

The Materials (including but not limited to the text, images, audio, and/or video) may not
be copied, reproduced, republished, uploaded, posted, transmitted, or distributed in any
way, in whole or in part, except that one copy may be downloaded for your personal, non-
commercial use on a single computer. In connection with such use, you may not modify
or obscure any copyright or other proprietary notice.

The Materials may contain trademarks, services marks and logos that are the property of
third parties. You are not permitted to use these trademarks, services marks or logos
without prior written consent of such third parties.

Realtime Publishers and the Realtime Publishers logo are registered in the US Patent &
Trademark Office. All other product or service names are the property of their respective
owners.

If you have any questions about these terms, or if you would like information about
licensing materials from Realtime Publishers, please contact us via e-mail at
info@realtimepublishers.com.

Realtime i


mailto:info@realtimepublishers.com

The Tips and Tricks Guide to Managed File Transfer Don Jones
|

[Editor’s Note: This book was downloaded from Realtime Nexus—The Digital Library for IT
Professionals. All leading technology books from Realtime Publishers can be found at

http://nexus.realtimepublishers.com.]

Volume 3

Each volume of this Tips and Tricks Guide will present a series of tips, tricks, answers, and best
practices around Managed File Transfer.

Tip, Trick, Technique 13: What Deployment Models Are Available for

Managed File Transfer Solutions?

Managed File Transfer (MFT) systems are powerful, often complex applications—but
they're ultimately just server applications. There’s nothing especially magic about their
deployment, and with readily-available high-bandwidth connections to employees’ homes
and to corporate offices, MFT can be deployed in a number of ways.

On-Premises

The most straightforward deployment model, conceptually, is a traditional on-premises
deployment, as pictured in Figure 13.1. Here, the MFT solution lives on a server in your
own data center.

Ethernet

-
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Figure 13.1: On-premises deployment.

There are obviously numerous advantages to this model:

e You're in full control of the MFT assets.
e You can build out options such as high availability to whatever degree you require.

e You're absolutely assured of the security and integrity of the system because it’s
completely under your control.

¢ You have the option to combine the MFT software with other server functions on a

single physical machine or to virtualize the MFT solution as you see fit.
-
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e Most of your hard costs are up-front, meaning that once you pay for the hardware
and software, there are no additional cash flow needs—apart perhaps from
software maintenance fees, which are usually annual and predictable.

There are, however, downsides to hosting the solution yourself:

e The capital needed to host the service—including server hardware, data center
space, power and connectivity, cooling and other costs—are borne entirely by you.

¢ You'll have to spend more in order to scale the MFT solution should you outgrow the
initial deployment.

e C(reating a distributed or highly-available system will cost more both in hardware
and in software licensing.

e It's yet another piece of hardware, another operating system (0S), and another piece
of software that your IT team will need to patch and maintain over time.

e It’s another failure point, meaning you’ll have to maintain the hardware, potentially
deal with outages, and so forth.

¢ Deployment often takes longer because you’ll have to deploy an entire server.

e Itbecomes another point in your disaster recovery plan that has to be dealt with in
case of a partial or total disaster in the data center.

e Ifyou’re not going to be fully-utilizing the MFT solution eventually, then you'll be
paying for excess capacity.

Many companies continue to opt for on-premises deployment of MFT solutions simply
because it’s a familiar, well-understood model. Particularly for companies with security
concerns, such as those dealing with industry or regulatory compliance, the self-hosted
model offers a level of control and comfort that can’t be had any other way.

Software as a Service

Many MFT vendors offer their solutions in an outsourced, or Software as a Service (SaaS),
deployment model. As Figure 13.2 shows, in this setup, the solution is hosted at the
vendor’s data center, and you simply consume MFT as a service, much as you might
consume CRM services from an SaaS company like SalesForce.com.

Realtime 2



The Tips and Tricks Guide to Managed File Transfer Don Jones

e

MFT Sciution

Internet

@ Ethernet )

-

Deskiop PG Berver
Figure 13.2: SaaS deployment for an MFT solution.

There are, of course, advantages to this model:

e There’s typically no capital expense. You either pay flat service rates or you pay for
your actual usage.

e Scalability is typically included, meaning that the hosting vendor has to scale their
capacity to meet client demand but that your pricing is typically fixed or based on
your own consumption.

e High availability is typically built-in to the pricing model.
¢ You'll have no hardware to maintain, no software to patch, and no OS to maintain.

e There’s no additional failure point because the hosting vendor is responsible for
whatever level of service is specified in your SLA with them.

e The solution can often be deployed in a few days.

e The solution is available even if you experience a disaster in your data center, easing
the management of your disaster recovery plan.

e You're often able to secure pricing that meets your specific point-in-time needs, then
buy more capacity as you need it. This can save money over buying a solution
outright and hosting it yourself.
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Of course, with all of those benefits, there are obviously disadvantages:

e You're notin control of the MFT infrastructure. You need to be comfortable with
your vendor’s management and maintenance practices.

¢ You have to be happy with whatever high-availability options your vendor offers,
although SLAs typically ensure the availability of the MFT service.

¢ You have no direct control over the system'’s security, although good MFT systems
can be configured to retain little or no data, and you typically have control over
options like transmission encryption.

¢ You'll be continuously paying for the service rather than making a one-time up-front
capital investment. For companies with variable cash flow, this may not be an
optimal financial position. Note, however, that some on-premises solutions come
with annual maintenance fees, so they aren’t always just a one-time investment.

e The MFT market is full of startup companies, and these can obviously experience
problems of their own—which could potentially leave you scrambling to replace
your MFT service.

The SaaS model is ideal for companies who don’t need or want constant, precise control
over their MFT solution, and who would rather have a fast deployment and less ongoing
maintenance.

Hybrid Deployments

Hybrid deployments seek to combine the best aspects of a self-hosted and SaaS solution. As
Figure 13.3 shows, you typically have an on-premises solution, which is often backed up by
a hosted solution. There are numerous other ways to create a hybrid deployment, but this
is the one we’ll examine in this book.

Internst

0 Ethernet )

Deskicp PG Server
Figure 13.3: Hybrid MFT deployment example.
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This type of deployment can help mitigate some of the biggest disadvantages of both the
SaaS$ and self-hosted models. The main advantage is in high availability and disaster
recovery: If you're primarily using the hosted solution as a backup, then you've got built-in
disaster recovery. If your data center is hit by a meteor, you simply fail over to the hosted
solution. In many cases, the hosted component can also serve as a scalability buffer,
providing extra on-demand capacity in the event that you need it.

There are still disadvantages:

¢ You're paying for two solutions. This model can still be feasible if the hosted
component has minimal fees when you’re not using it, and charges you for the
capacity you actually use.

e You still have potential security and control issues when the hosted component is
utilized, and you’ll need to work with your vendor to understand how those issues
can be addressed.

e Because you aren’t using the hosted component continuously, it’s possible for the
vendor to underestimate the capacity you'll need. If you wind up needing to fail over
to the hosted component due to an on-premises failure, the hosting vendor might
not be able to provide the capacity you need on demand.

Again, there are numerous ways that a hybrid deployment can be used aside from
providing a disaster recovery backup, which is how I've outlined it in this example. The
moral is to discuss this kind of model with your MFT vendor, see what they can offer, and
see how their offering might help address your specific business needs.

Tip, Trick, Technique 14: Can a Managed File Transfer System
Integrate with My SEIM Systems?

SEIM stands for Security Event Information Management; you’ll also see it written as SIEM,
or Security Information Event Management. Sometimes it’s Security Incident Event
Management and Security Event & Incident Management. Regardless of how you define it
(I'll use SEIM), these systems are essentially designed to centralize security audit log
information from across your enterprise into a single tamperproof or tamper-evident
database that can be used for reporting and analysis. These systems often provide event
correlation capabilities, enabling them to pull together multiple seemingly-unrelated
events into a cohesive picture that can, for example, alert you to suspicious activities or
attacks that are presently underway. Incident detection is another term you’ll hear or see
used alongside SEIM.

An SEIM system is designed to store security audit information, and a Managed File
Transfer (MFT) system can generate a lot of security audit information. You typically want
all of your security audit information in one place (which is why you bought or built an
SEIM system in the first place), so it'd be ideal if the MFT solution could integrate with your
SEIM system. How might that happen?
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The Push Option

One option is for the MFT system to send, or push, audit data to the SEIM system. This setup
might be accomplished through the use of numerous application programming interfaces
(APIs), but one standard and widely-adopted method is the Unix syslog protocol. Provided
your SEIM system can act as a syslog server, and the MFT solution can send syslog
messages, then you're good to go. Figure 14.1 illustrates this approach.

Figure 14.1: Pushing data to the auditing system.

Other protocols might be used. For example, if your MFT solution utilizes a RADIUS server
for authentication, it may also be able to send auditing messages to the RADIUS server,
which would be responsible for storing them. That might be another way to get auditing
information into your centralized SEIM database.

The Pull Option

Most SEIM systems are capable of pulling text-based log files from different systems, and
an MFT system that writes its audit data to a log file is certainly a candidate. Figure 14.2
shows how this might work. This is often a less real-time approach to audit log collection
because the SEIM system typically pulls the log files on a periodic basis rather than
continually receiving real-time audit messages directly from the MFT system.

Figure 14.2: Pulling data from the MFT solution.

A pull approach can be used with any log format that the SEIM system and MFT solution
have in common. For example, Windows-based MFT solutions might write auditing
information to the native Windows event log, and most SEIM systems are capable of pulling
events from those logs.

Some SEIM systems utilize locally-installed agents to collect data and send it to the
centralized databases. These agents can typically provide more real-time data than an SEIM
system that passively pulls logs because the agents can have local awareness of when new
messages are written to the log. They can immediately pull the updated log and send the
new information to the database. Not necessarily real-time, but awfully close to it.
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The Hybrid Option

There are instances when a combination approach might be needed. For example, an MFT
solution capable of sending syslog messages might send them to a standalone syslog server.
That server might then be polled by your SEIM system, acting as a kind of auditing
middleman. Figure 14.3 illustrates this approach.

Figure 14.3: Using syslog as a middleman for auditing data.

In the end, there are numerous ways for data to get from your MFT system to a centralized
SEIM database. Talk to your MFT solution vendor about the methods they support, and
look at your SEIM system to see which of those methods it might be able to utilize. If you're
considering an MFT solution that simply doesn’t expose its audit log data in a way that can
be captured by an external system, well, in that case, you might want to stop considering
that particular solution.

Tip, Trick, Technique 15: Can | Deploy a Managed File Transfer System

Quickly for a Project that Has an Immediate Need?

There’s a general perception that any server software must take a long time to set up and
deploy. With Managed File Transfer (MFT) solutions, that’s rarely the case—but simply the
process of getting server hardware, finding room in the data center, getting approvals for
all of the purchases (such as an operating system—OS—Ilicense) and other details can take
a long time. That’s not the software’s fault, of course, but there it is. Aside from those
details, however, there are some tricks for getting an MFT solution up and running quickly.

One thing I'll offer as a caution: Don’t assume that your immediate project needs are the
only ones you'll ever have for an MFT system. Read Tip 16 for more information, and
consider planning for a solution that will meet companywide needs—even if all it needs to
do today is meet the needs for a single project.
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Long-Term Vision, Short-Term Implementation

One way to get an MFT solution up and running more rapidly is to think about your long-
term vision for the solution, then only implement the portion of it that you have the most
immediate need for. For example, consider Figure 15.1. Here, the vision is for a redundant,
highly-available installation that includes two servers. There’s also a plan to implement a
Web-based client side for ad-hoc person-to-person transfers, and to deploy a custom file
transfer agent to company desktops.

The most immediate need, however, appears to be for a single, non-redundant MFT server
that handles only server-to-server transfers. The other portions of the project are marked
as “Phase I1,” indicating that they’ll come later. This is a great way to meet a project’s
immediate needs, while planning for a more robust, flexible infrastructure for the future.

MFT System

Partner
SEMNVErS

- Desktop
Web MFT Client MFT Client

Figure 15.1: Phased deployments get you up and running sooner.

A “Phase III” is also listed, and appears to include the addition of a centralized security
audit log by means of a syslog server. Again, if that’s not a critical component of the
immediate project, it can be planned for a later phase so that the immediate need can be
met more quickly.

The trick with this—as will be discussed in Tip 16—is to plan for the big, long-term picture.
If you only plan for the immediate project need, you might not have the option to add a
redundant server in Phase II, or you might select a solution incapable of supporting your
syslog plans for Phase III.
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Outsource It

Of course, the other option is to find an MFT vendor that supports a Software as a Service
(SaaS) hosted solution. In this case, you can usually be up and running in a few days—if not
hours—to meet those immediate project needs.

However, unless you’ve looked carefully at the full range of your company’s potential
requirements and are satisfied that a hosted solution will work for you permanently, avoid
going with an MFT solution that is only available as a hosted offering. Instead, find a vendor
that sells a traditional self-hosted solution and makes that solution available in an Saa$
offering. That way, you’ll be able to more easily migrate from the outsourced solution to a
self-hosted system in the future.

In fact, it’s wise to discuss that very migration with your vendor before you begin hosting
with them. How hard is that migration? If you've taken the time to set up custom
workflows, data translation, and other features, will those be easy to move from the
outsourced platform to the self-hosted one when the time comes? Or will you be re-doing a
lot of that work—wasting time and effort in the process? In some cases, it may be as simple
as copying a database or a set of files from the hosted solution into your data center to
bring all of you configuration work in-house; in other cases, a more complex process might
be involved. Either way, you’ll want to make sure the vendor supports you, and that you
understand exactly what the process will look like.

In my capacity as a consultant, I've worked with clients who had a truly immediate project
need for MFT. They researched available solutions, and chose a vendor that offered the
same solution both as an in-house and an SaaS option. They determined that migrating
from one to the other was as easy as copying a few files, and that the vendor had a
documented, supported process for doing so. They started the SaaS MFT offering
immediately, were online within a couple of days, and within a week had created the
workflows and other configuration elements that their project needed. Once that project
was off the ground, they immediately began implementing the in-house solution. Because
the critical project’s needs were already being met, they were able to deploy and
extensively test the in-house solution, test the migration process from the SaaS system, and
eventually plan a seamless cutover to the in-house solution. This particular client decided
to retain a portion of the SaaS offering as a backup to their own in-house solution but ran
most of their daily operations from the MFT solution they’d installed in their own data
center.

This is definitely an effective approach, provided everything comes together to meet all of
your business needs—both immediate, and long-term.
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Tip, Trick, Technique 16: Apart from My Specific Project

Requirements, What Should | Look for in an MFT System?

As I stated in Tip 15, you should always evaluate Managed File Transfer (MFT) systems
with an eye toward your organization’s total needs rather than the needs of a specific
project that might be driving an immediate MFT acquisition or deployment.

Although you can absolutely focus on getting just the immediate-need functionality and
capabilities online first, having a solution that can grow to accommodate the entire
organization is a wise move. Most organizations that I've consulted with start with a
specific project in mind; almost all of them eventually want to use MFT for more than just
that project. Too many of them acquire an MFT system based solely on that initial project’s
requirements, then end up acquiring a different system for the next project, eventually
resulting in a sprawl of disparate systems. The more you can think ahead to what the
company might need, the more you can focus on a solution that will grow to meet those
needs.

In general, you want a solution that offers flexibility. That way you don’t necessarily have to
accurately predict every future need, and can instead rely upon a well-equipped system
simply being able to do whatever those future needs might entail.

Encryption Standards

This is an area where you don’t want to skimp. Perhaps your current project doesn’t
involve or require encryption, or perhaps the project requirements don’t call for especially
strong or powerful encryption because the data being transferred isn’t especially sensitive.
Fine—but don’t choose an MFT solution based on that criteria. Your organization will need
better encryption someday—even the current project might find its requirements
redefined by outside influences like legislation or industry requirements.

The easy, future-proof choice is to select an MFT solution that has independently-certified
encryption technology, preferably carrying a FIPS 140-2 validation certification. There are
two reasons for that: First, it’s the best encryption money can buy. Second, that validation
more or less forces a vendor to build their cryptography software as a module, meaning it’s
easier for them to pull that module and replace it with a better one if encryption standards
evolve in the future (which they definitely will do). So you’re a little more future-proofed
because the vendor will have an easier time updating the code without forcing you to re-
deploy an entirely-new solution.
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Protocol Flexibility

Whatever you do, choose an MFT solution that offers the maximum number of transfer
protocols possible. That way, you're never caught off-guard when some new requirement
comes along or you have to deal with a business partner whose system is more limited in
its protocol selections. That means choosing a solution that—at a minimum—supports:

e FTP
e SSL/FTPS

e SSH/SFTP/SCP2

e HTTP (and HTTPS)

e SMTP/POP

e CIFS/SMB

e EDINT AS1, AS2, and AS3

Some solutions may make some protocols available as an optional module, which is fine. So
long as you have the ability to handle these protocols, you'll likely be able to handle
whatever business situation comes your way in the future. A solution that covers all of
these is also being produced by a vendor who is intent on providing good protocol
coverage; even if someone dreams up some new protocol, a broad-coverage solution will
likely be updated to include that new protocol if it catches on in the business world.

Workflow Flexibility

Throughout this book, I'll keep coming back to the idea that MFT is more than just about
file transfer. In fact, the “FT” part is really the least technically-challenging part of an MFT
solution; it’s the “M” that’s hard. Managed file transfer solutions not only send files from
place to place but also move that file through your own systems to complete business
processes. It’s rarely enough to just have a file plopped into a directory and left there. More
commonly, you'll want the file processed in some way. Vendors refer to that capability by
various terms, including integration, coordination, and so on. I'll use workflow because
we're using the MFT solution to implement a broader process, typically based on a
predefined flow of actions.
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So what should you look for in terms of workflow capabilities?

e Aslittle coding as possible. Many solutions now allow you to build fairly
complicated processes that require no code, or maybe only a minimal amount of
code to customize a particular action. Less coding gets you up and running more
quickly.

e Standards-based. Application programming interfaces (APIs) should use standard,
industry-wide languages such as C or Java, and data should flow in industry-
standard forms like XML.

e Customizable. I've seen some low-end MFT solutions whose idea of “workflow”
consists of a few fixed steps. You don’t want that. You want a system that offers a
blank slate to create whatever kind of process you want. If a system comes with
template or example workflows that you can start with, great, but you don’t want to
be limited by a vendor’s idea of how your company operates.

Data Handling Flexibility

Think about what we’ve covered so far, process-wise: We can transfer files from place to
place. We can maneuver those files through a process workflow. At some point, that
workflow is likely to involve translating or transforming the data in some fashion, or
possibly even doing data validation.

Most companies would be perfectly happy with an MFT system that could simply invoke
external components to do data translation, and to then write or acquire those components
separately. MFT solutions are, however, evolving to include that capability on their own.

And why not? If the goal is to truly manage your data throughout its life cycle, simply
receiving it and handing it off to another process isn’t covering the entire life cycle.
Handling the translation of that data so that it can be handed off to your in-house
systems—or translating it so that outside partners can make us of it, or even translating it
between two different in-house systems—is a sensible part of the data’s life cycle, and the
right MFT solution can help you do it.

Translation (or transformation, which is a more accurate term) typically takes the form of
predefined data maps. “US should be USA” and “CA should be California” are simple
examples of data maps that an MFT solution could implement for you. Some MFT systems
can also implement rules, kicking out data (and notifying someone) that doesn’t meet
certain standards.

The trick with this kind of translation is in how the software is actually written. If it's not in
a fairly low-level, native language (think C++ or C), it probably isn’t going to perform well
on massive amounts of data. As part of your evaluation process, make absolutely certain to
test the performance of the translation software by giving it a representative set of data in a
trial run.
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Interface Flexibility

Interface flexibility is the biggest area where I see companies fail to plan for the future. MFT
often comes into the organization to solve, as I've said, a specific project need. That project
almost always involves server-to-server transfer requirements. It’s often transferring data
on a schedule between the company and a business partner. That’s great, it's what MFT
does well, and it’s a pretty straightforward scenario with which to get started in MFT.

But it’s hardly the only type of file transfer companies need. Ad-hoc transfers, whether
server-to-server or person-to-person or person-to-server, are just as important. In fact,
many companies who start with simpler server-to-server transfers often find that their
person-to-person traffic is by far the bulk of the data their MFT solution handles—and few
of them expected that or even identified person-to-person transfers as a serious business
need.

Here’s what happens, though: The company gets started with MFT, doing those server-to-
server transfers. They eventually realize that more of their data should be transferred that
way—secured, guaranteed delivery, fully audited, and so on. More business processes
move to the MFT server. Before long, someone wonders why users are using their non-
secure, non-guaranteed, non-audited email as a way of moving files between users. They
quite rightly look at the MFT solution and wonder why it can’t help manage, secure, and
audit those “file attachments” as well. With the right MFT solution, it can do so.

That’s why even if your immediate need doesn’t include person-to-person transfers, you
should plan for them. Select an MFT solution that not only supports them but that does so
well. You definitely want a system that can provide a Web-based user interface so that
external users can send files into the organization or pick up files sent to them from
someone inside the organization. Some MFT systems additionally offer rich client
software—perhaps a standalone utility or even an Outlook plug-in—to help internal users
better take advantage of these ad-hoc, person-to-person transfer capabilities. Outlook plug-
ins are really ideal because they provide users a means of accessing ad-hoc transfers that
still looks and feels a lot like the “file attachments” they’re already accustomed to.

Tip, Trick, Technique 17: What Will My Auditors Like or Dislike About

Managed File Transfer?

Initially, auditors tend to be a little wary (if not outright suspicious) of anything new. In
fact, if you're still in the process of evaluating Managed File Transfer (MFT) solutions, it’s
wise to involve your auditors right from the outset so that their concerns can become an
integrated part of your evaluation and acquisition process.

That said, most modern MFT solutions offer plenty for auditors to love. Keep in mind that
most auditors are dealing with pretty strict security and auditing requirements. Their job is
generally to make sure that the right data is being collected in order to prove compliance
with those requirements, and that the auditing data itself is secured and either tamper-
proof or tamper-evident. Once they’re happy with the condition of the auditing
information, they use that information to ensure compliance with whatever requirements

they’re dealing with.
|
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Happy Auditors

Here are some of the major things that a good MFT system will offer that auditors will
enjoy:

e Audit records of every file transfer. In some cases, depending upon the protocols
and software used, this will include audit records proving receipt of the file as well.

e Auditrecords of MFT-related activity. This usually includes logons and logoffs,
permissions changes, configuration changes, new user account creation, and other
activity that occurs entirely within the MFT solution itself.

e Audit records of the security settings—such as encryption level—for each file
transfer.

e For solutions that are also coordinating data through a complete workflow process,
which may even include translation activity, the solution will generally log each
step.

e For solutions that can be configured to securely wipe data after it has been
delivered, limit the number of deliveries for a file, or other options, the audit log will
typically include details on those activities, enabling an auditor to confirm that they
are in fact taking place as configured.

These details are available for every file transfer—including transfers between individual
users who use an MFT solution’s ad-hoc transfer capabilities. That’s one reason auditors
typically love MFT systems: Auditors get a lot more insight into those ad-hoc transfers than
they did when those transfers were being conducted by email file attachment.

MFT solutions will vary in how they expose this data. Some will offer formal reports, others
will require you to write a small script that queries the audit information from a database.
Figure 17.1 shows one example.
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< Logs

Customize View - Edit Filter - Favorite Filters - Save Current View To Favorites
Current Filter(s): Date is between 2010-3-9 12:00AM and 2010-3-9 11:59PM

Log Entries

Date and Time * Action User Full Name File Name File I0 Folder Name Rate IP Address  Client
Integrity
Checked for
3/9/2010 Download :
37912010 A
11:51:52 AM at 3/9/2010 John Smith Verkaufl9June.xs 596437204 attachment 156.21.3.165 Ep 6.8.0.12
11:55:51
AM
3/9/2010 Download oo
Vark: 543 &
11:51:51 AM File John Smith Verkaufl9June.xls 596437204 attachment 5MBfs 156.21.3.165 ID 6.8.0.12
Integrity
Checked for
3/9/2010 Download  Freddy
37912010 Freday A
11:51:22 AM at 3/9/2010 Masterson Verkaufl9June.xs 596437204 attachment 156.21.3.165 Ep 6.8.0.12
11:55:22
AM
3/9/2010 Download  Freddy
SR = Verk: 6473 &
11:51:22 AM File Mattarain Verkaufl9June.xls 596437204 attachment 2MBfs 156.21.3.165 ¢6.8.D.12
Add Entry
3/9/2010 to Group Helga -
11:50:51 AM Address Finlayson 156 23 3065 @5 /.0
Book
Add Entry
3/9/2010 to User Helga i
11:50:51 AM Address Finlayson 156.21.3.165 & 7.0
Book
; Upload File
3/9/2010 : : Helga U
11:50:15 AM gr&t‘egrlty Eifilaveon Verkaufl9June.xls 596437204 SMB/s 156.21.3.165 EP 6.8.0.12
}
Change
User
3/9/2010 .
11:42:53 AM Remote fred 156.21.3.165 &8 7.0
EE— Access
Settings
Change
User
3/9/2010 —
11:41:12 AM Remaote fred 156.21.3.165 a 7.0
e Access
Settings
s Upload File
3/9/2010 ; : o iz sionts 5 2 =
T, (integrity ~ John Smith AHT ProjectSchedule.xls 596619515 206KB/s 156.21.3.165 EP 6.8.0.12
11:34:34 AM oK)
Add
3/9/2010 Permission = [Home/John o
11:16:13 AM for a User b h Smith 156.21.3.165 & 7.0
to Folder
Disable
Inherit
3/9/2010 Permissions i {Home/John =
11:15:16 AM  From “ah. 2 Smith 156213065 88 7.9
Parent for
Folder

Page 1 of 3 (log Entries I to 12 of 26 tota!)

Go to Page: First | Prev \:l Next | Last

Customnize View - Edit Filter - Favorite Filters - Save Current View To Favorites

Figure 17.1: Example audit log data.
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The Devil’s in the Details

All in all, there’s not much for an auditor to dislike about an effective MFT system. There
are, however, subtle differences between solutions that might well make your auditors
cringe just a bit. For example, where the audit log is stored can be a point of concern.
Solutions that use the Windows event logs, for example, are not preferred. That log system
isn’t designed for high volumes of audit records. Windows event logs aren’t natively
centralized, meaning you’ll have to have something in place to consolidate logs.
Administrators can also tamper with the Windows logs fairly easily, and can do so without
leaving a trail—and that’s one of an auditor’s biggest concerns.

Instead, look for an MFT solution that offers an option to log to an external database. That
auditing database can be more easily secured, this making it at least tamper-evident, and
should be an inherently centralized place where multiple MFT servers could write auditing
data, if desired (check with your vendor to make sure that’s the case—you don’t want to
deal with multiple audit databases if you can avoid doing so).

In a Hosted Scenario

Keep in mind that even the best MFT system, from an auditing perspective, may “look”
different if it’s hosted by someone other than yourself. For example, you may need to
explicitly download audit logs, and log retention may be limited (180 days is a common
limit). That's not necessarily a deal-breaker, but it is a natural part of the lesser control that
you typically get when someone else is maintaining the MFT solution. You can work around
any such limitations by making sure you have a process in place to obtain and securely
archive any logs that need to be retained for a longer period of time.

Tip, Trick, Technique 18: We Already Encrypt Files on Disk. Why
Would | Need Managed File Transfer?

You need Managed File Transfer (MFT) because your data lives in many more places than
just on disk. And it may even be living on disks you haven’t thought about. Take a look at
Figure 18.1, which illustrates a fairly simple server-to-server file transfer operation
between two organizations. By the way, this same scenario could apply to a purely-internal
transfer of data between two independent systems within the same organization—
something MFT systems are often used for.
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Figure 18.1: Transferring files between organizations and systems.

This example is assuming that you're making minimal use of an MFT system, or that you're
actually just using a plain-old FTP server rather than a full MFT solution. Here’s what’s
happening:

1. As shown, the file starts on a data source, where it is indeed encrypted on disk.

2. The file is then transferred—perhaps to a data-mapping and data-translation
component. Whether the file remains encrypted during this transit depends. Using a
disk encryption system like Windows’ EFS or BitLocker, the file is unencrypted as it
moves across the network.

3. The file is unencrypted as it is translated /transformed. The translating server will
likely store at least temporary files on-disk, and those might or might not be
encrypted depending on whether you’ve enabled disk encryption on that machine.

4. Transmitting the data to the sending server (say, an FTP server) might also take
place over an unencrypted channel.

5. The sending server will store a copy of the file on disk, and that might not be
encrypted if you haven’t enabled disk encryption on that machine.

6. The FTP server might or might not encrypt the data in-transit; the normal FTP
protocol doesn’t do so.

7. The receiving system is then entirely on its own, of course, and you can’t control
what happens to the data at that point.
1
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Let’s contrast that with what happens when a full MFT system is properly deployed and
utilized. Figure 18.2 shows this new model.
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Figure 18.2: Moving data through an MFT solution.
1. Here, the MFT solution pulls the data from the data source, over a secured
connection.

2. The MFT solution coordinates the data translation or mapping, and can ensure that
temp files are in fact encrypted on disk.

3. Transmission to the final sending server (assuming it’s a different machine than
what handled the data mapping, which isn’t necessarily going to be the case) would
also be over an encrypted connection, initiated and managed by the MFT solution.

4. The MFT solution encrypts its files on-disk, and can even securely wipe them once
sending is complete.

5. The file is transmitted over an encrypted connection, using whatever protocol
you’ve configured.

6. You still can’t control what happens on the receiving system—but the file remained
encrypted the entire time it was in your hands.
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So the short answer is that on-disk encryption is great—but companies don’t necessarily
deploy that to every single machine. And, even if they do, data is generally transmitted in
the clear, which defeats the whole point of encrypting the data on-disk in the first place. By
letting an MFT solution manage the entire process, the data can remain encrypted through
every step, on every disk, and during every transmission—and the MFT solution can
generate audit log information to help prove that the data was properly handled during the
entire process.

Download Additional eBooks from Realtime Nexus!

Realtime Nexus—The Digital Library provides world-class expert resources that IT
professionals depend on to learn about the newest technologies. If you found this eBook to
be informative, we encourage you to download more of our industry-leading technology
eBooks and video guides at Realtime Nexus. Please visit
http://nexus.realtimepublishers.com.
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