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Chapter 2: Understanding the Microsoft
Certificate Store

One of the things we quickly realize when we start to work with SSL certificates is how
many we need to manage. We can have SSL certificates for Web servers, mail servers,
various kinds of application servers, and individual users can have servers, too. And those
are just the servers we generate or acquire for internal purposes. We also need to manage
certificates for trusted third parties, like Microsoft or security vendors that provide SSL
certificates. Certificates from these trusted sources are kept on our computers so that we
can determine the authenticity of certificates signed by these parties. Clearly, we need a
way to keep track of all the digital certificates. This is where a certificate store comes in.

In this, the second chapter of How to Install SSL Certificates for on Microsoft Servers, we will
examine some of the basic tasks associated with managing and maintaining SSL certificates.
Before we jump into various certificate operations, we need to understand a bit about the
certificate store and tools for working with that store.

The chapter is organized into three main sections:

e Overview of the purpose of the certificate store
¢ How to manage certificates with the Microsoft Management Console (MMC)
¢ Maintenance tasks associated with SSL certificates

The object of this chapter is to familiarize you with how the Windows operating systems
(OSs) manage certificates and what you need to do to before taking the next step of
deploying SSL certificates in your Web servers, email servers, database servers, and other
enterprise applications.

Purpose of the Certificate Store

The certificate store is part of Windows OSs and is a persistent storage service for digital
certificates. The interface to the certificate store is the MMC. The MMC is a general systems
management tool that provides for different plug-ins that offer a variety of systems
management capabilities. Some you may be familiar with include:

e Authorization manager for setting role-based permissions
e Computer management and related system tools

e Device manager for listing devices
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e Eventviewer for monitoring and troubleshooting
e Security templates for editing security template files
e Task scheduler for setting up and running tasks automatically

The MMC is something of a Swiss Army knife for systems administrators. One of the
especially important features, at least from a usability perspective, is that you can install
only the capabilities you need. These capabilities are delivered in the form of modules
called snap-ins. Systems administrators get to choose which snap-ins they need. This lets
us work in a relatively clean MMC environment without extraneous clutter. For the
purpose of this chapter, we are primarily concerned with the Certificates snap-in and will
focus on that.

Getting Started with the MMC

If you are not familiar with the MMC, it will not take long to get started. In spite of what
could be construed as an ominous sounding tool, it is pretty straightforward to work with.
You can start the MMC from either the Start Menu (see Figure 2.1a) or the command line
(see Figure 2.1b).

Programs (1)
% mmc

Documents (1)

] AM Installl

- Seemore results

Figure 2.1a. Starting the MMC from the Start Menu.
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t Windows [Wersion 6.1.7688]
ht Cc?> 2889 Microsoft Corporation. All rights reserved.

C:\Users Adnin >nnc

Figure 2.1b: Entering the command ‘mmc’ at the command line is an alternative way
of starting the MMC.

Systems administrators are free to configure the MMC as they like, so the first time you
start the tool it will look pretty bare (see Figure 2.2).

i Corelel[Camole ool
@ i Acbun Yew Favgoles  Winduw Help
PR TR
cnsole foct Name | Actians

E Consale Root -

Mare Actions ]

Figure 2.2: Starting the MMC for the first time brings it up in the starting
configuration without snap-ins.

The first thing we want to do is to get the snap in to manage SSL certificates. To do this,
navigate to the File menu, and select the Add/Remove Snap-in option (see Figure 2.3) or
type Ctrl-M.
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Favontes  Winduw  Help

- Bew Crele
T Opi. Cul-0 i
Save Ctrles
Save A There are: o items b show o this wew. Coae Rk =
Mare Actions 3
Add/Remove Snapin.. CiroM
Optians..

Fetent File

Eut

Enables you to add snap-ing 1o of remove them from the snag-in consale.

Figure 2.3: Adding snap-ins to the MMC.

Both methods of adding a snap-in to the MMC will bring up the dialog box Figure 2.4 shows.
rAdd or Remaowve Snap-ins ﬁ1

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-n vendor = [] Console Root Edit Extensions. ..
ActiveX Control Microsaft Cor... Remove
Auﬂﬂorizaﬁon Manager Microsoft Cor...
@ Microsaft Car... |
. Component Services  Microsaft Cor... | = Move Up
;é‘ Computer Managem... Microsoft Cor...
Move Down

Microsoft and... |
@ Event Viewer Micresoft Cor...
| Folder Microsoft Cor...
.g IF Security Monitor Microsoft Cor...
.g IP Security Policy M...  Microsoft Cor...
2| Link to Web Address  Microsoft Cor...

&»Local Users and Gro... Microsoft Cor...  _

éDevice Manager Microsoft Cor... -
Add =
=¥ Disk Management

Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

[ OK ][ Cancel ]

b

Figure 2.4: The Add or Remove Snap-ins dialog box allows systems administrators to
choose the capabilities to be deployed in the MMC.

After clicking Add, a couple of dialog boxes will appear to enable you to further customize
how the Certificate snap-in works. The first option is for determining the scope of
management, which could be for an account, as service, or a computer (see Figure 2.5).
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Certificates snap-in

This snap-n will always manage certificates for:

() Service accourt

(7 Computer account

< Back

[ Finish

]lCancel ]|

Figure 2.5: Determining the scope of management for the snap-in.

When adding the snap-in, we have the choice of managing for just a single user account, a
service account, or the computer account. Choose the computer account option. If a user is
not an administrator, she can only manage for her user account.

The second dialog box is for selecting the computer to manage; the default is the local

computer (see Figure 2.6).

Select Computer

Select the computer you want this snap-in to manage.

Thiz znap4n will always manage:

(71 Another computer:

only applies if you save the console.

[] Mllow the selected computer to be changed when launching from the command line. This

[ <Back ||

Finish

] [ Cancel

Figure 2.6: The Certificate snap-in allows for remotely managing certificates on
another computer.

Once these dialog boxes are completed, the Certificates snap-in will be installed. Once the
installation is done, the MMC will appear as in Figure 2.7. Of course, if you have already
installed other snap-ins, your interface will be slightly different.
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B Bfe  Actwn  Yiew Favgntes  Wmndow Help ~Iafx

«=IE = BE
77 Consale Roct T thaene b b i e
@ Cerbficates Locel Compeles) || =5 ¢, uicates (acal Computes] Wﬂ‘mﬂ -

Figure 2.7: Once the Certificates snap-in is installed, the MMC will display it in the
main panel of the interface.

Before moving on to specific SSL certificate operations, we will review basic features of the
Certificates snap-in.

Certificates Snap-in Features

The Certificates snap-in allows systems administrators to easily view and manage SSL
certificates. One of the first things you may notice with the Certificates snap-in is the
number of different certificates that are already installed in the Windows OS. For example,
if you were to open the Certificates snap-in and expand the list of certificate types and then
select Trusted Root Certificate Authorities, you would see a list something like that shown
in Figure 2.8.
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[@ File Action View Favorites Window Help HEIE
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> |1 Smart Card Trusted Roots @GEDTVUR Global CA GeoTrust Global CA 5/21/2022 Server Authenticati. GeoTrust Global CA
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@ETE CyberTrust Global Root GTE CyberTrust Global Root 8/13/2018 Secure Email, Client... GTE CyberTrust Glo...
(SR — it/ www.alicert.com/ 6/25/2019 Secure Email, Serve...  Starfield Technalog...
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5 UTN-USERFirst-Ohject UTN-USERFirst-Object 7/9/2019 Time Stamping, Co.. USERTrust
55IVeriSign Class 3 Public Primary .. VeriSign Class 3 Public Primary Ce... 7/16/2036 Server Authenticati..  VeriSign
[ VeriSign Trust Network VeriSign Trust Network 8/1/2028 Secure Email, Client... VeriSign
<[ m | »

Trusted Reot Certification Authorities store contains 29 certificates.

Figure 2.8: The list of Trusted Root Certification Authorities certificates includes
those certificate providers trusted by default by the Windows OS.

This list of trusted authorities is quite useful. It prevents us from having to manually
specify that we trust each of the major certification authorities.

The list presented in Figure 2.8 is what is known as the logical view of the list of
certificates. We can also view certificates by their function, such as server authentication,
client authentication, code signing, IP security, digital rights, BitLocker encryption, and a
large number of other purposes (see Figure 2.9).
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Figure 2.9: The Certificate Purpose list is useful for viewing certificates according to
how they are used by the OS.
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To view certificates by purpose, right-click Certificates, then select View and then Options
in the left-most panel, as show in Figure 2.10.

o s o MR 7]

[T7 Comsole Roct

|| Logicet Seore Name Actiams

4 [l Certficate L nral Crmniter v e =
| Persg Cennect to sncther computer . N : . — .
al Tl e ed Root Certificetion Authorties Mare Actions ¥
| Truss nd Certificates—
parse Tiush
q
il [ b [ediste Certfication Austhorties
. It ol Busale Bames
§ :‘ View ' Add/Remove Columng
u
Unt New Winduw fram Here o
4 THIG e Taskpad View.. Semall feons
1 Trusf 3
Ham  Refresh e
© Desail
15 ot List. s
@
Trusd Hrip i
u

View or change Centificates snagrin display

Figure 2.10: Right-clicking the certificates under the Console Root, and selecting
View followed by Options allows MMC users to change the way certificate categories
are displayed.

After selecting the Options item, a View Options dialog box appears that allows the user to
select either the logical view mode (the default) or the view by certificate purpose mode.

View Options I. ? ﬁj

View mode

Organize view mode by:
() Certificate purpose

@ Logical certificate stores

Show the following:
Physical certificate stores!
[] Archived certificates

[ Ok ] [ Cancel ]

M

Figure 2.11: By default, the Certificates snap-in displays certificates in logical order.
The View Options dialog box allows users to change to a purpose-oriented display.
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As you can imagine, as the number of certificates grows, it becomes more difficult to find
certificates by browsing and scanning lists. Fortunately, the Certificates snap-in provides a
search functionality for narrowing the range of certificates displayed.
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Search for & certificate in the store

Figure 2.12: Right-clicking Certificates in the Console Root list displays a list of
options, including Find.

Selecting the Find option displays a dialog box for finding certificates by searching for
strings of text.

Find Certificates [

Eile Edit View Help

Findin: | Al cerificate stores v]

Contains: Find Mow

Look in Field: | Issued By -| Stop

Mew Search

Leam maore about finding certificates Eﬁ

e

Figure 2.13: The Find Certificates dialog box searches for strings of text in
certificates.
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One of the options in the dialog box allows you to narrow your search by location within
the Certificate store.

Find Certificates [

Eile Edit View Help

Find in: [NI certificate stores v]

Active Directory User Object
Cerfficate Enrollment Requests
Erterprise Trust

Contains  Irtermediate Certification Authorities
Cther People

Lookin f Personal

- Smart Card Trusted Roots
Third-Party Root Certification Autharities
Trusted People
Trusted Publishers
Trusted Root Certification Authorities

Leam me_ Wntrusted Certificates

All cerificate stores |

e

Figure 2.14: You can search for particular types of certificates.

Search can be also constrained by looking in a handful of certificate fields, such as the
Issued To field.

Find Certificates 3
File Edit Yiew Help
Findin: |All cerificate stores v]
Contains: Find Mow
Lockin Field:  |lssued By - Stop
lszLed -I-D Mew Search
MD5 Hash
Seral Number __
Leam more about ..Snl_l‘.?ﬂ HE'S.'.-'.-.-... Eﬁ

Figure 2.15: The Find certificates features allows users to search several attributes of
SSL certificates.

Now that we have covered the basics of installing the Certificates snap-in and browsing and
searching the certificate store, we can move on to some basic certificate operations.
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Managing Certificates with MMC

Sometimes it helps to think of SSL certificates at a logical level; that is, as an abstract data
structure that has components such as cryptography keys, issuer information, an
expiration date, and so on. Other times, it is more helpful to think of digital certificates in
terms of their implementation, which is as a file. Certificate files are like other files: we can
download, copy, store, and delete them. When it comes to basic operations on the
certificate store, we'll tend to refer to SSL certificates in terms of their implementation as a
file.

The basic operations on the certificate store we will cover are:

¢ Adding an SSL certificate

e Removing an SSL certificate

e Exporting certificates

e Updating properties

¢ Renewing certificates
Not surprisingly, many of these operations will involve familiar file manipulation steps.
Adding an SSL Certificate to the Certificate Store
If you want to use a certificate for client or server authentication, code signing, or any of the

other uses of SSL certificates, you will need to add the SSL certificate file to the certificate
store. We'll use the Certificates MMC snap-in to do so.

Note

At this point, we will just assume you have received or created an SSL
certificate file. In the next chapter, we will describe in detail how to acquire
an SSL certificate from third-party providers as well as how to create self-
signed certificates.

We begin the process of adding a certificate by selecting the Action menu, then selecting All
Tasks. This displays a submenu with the Import option (see Figure 2.16).
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| Trusted Devices
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Mew Taskpad View...

Refresh
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Help

View Favorites Window Help

Dan Sullivan

Find Certificates...

Request Mew Certificate...

Import...

Advanced Operations

[= || Homegroup Machine Certificates
=[] Smart Card Trusted Roots
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Figure 2.16: The Import Wizard is launched from the Actions menu and the All Tasks
submenu.

Selecting Import starts the Import Wizard and displays the first of several dialog boxes. The
first dialog box contains a description of the wizard’s function (see Figure 2.17).
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F |
Certificate Import Wizard w

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network.
connections, A certificate store is the system area where
certificates are kept.

To continue, dick Next,

<Back [ Mext> [ Canicel J

Figure 2.17: The first dialog box in the Certificate Import Wizard describes the
purpose of the wizard.

The next dialog box prompts for the file name containing the certificate to import. You can
use the browse button to invoke a file dialog box to find the certificate file.

Certificate Import Wizard L&J

File to Import

Spedfy the file you want to import,

Eile name:

| Browse...

Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7E)
Microsoft Serialized Certificate Store (L55T)

Learn more about certificate file formats

[ < Back ][ Mext = ][ Cancel ]

ke

Figure 2.18: Select the file to import using this dialog box.
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After the certificate file is specified, you will be prompted about where to place the
certificate in the certificate store. Your options are to allow the wizard to automatically
determine the location of the certificate or to specify which of the logical folders in the

certificate store to import the file. If you choose to manually select where to store the file,
you can click Browse to show a hiearchical display of certificate locations.

Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for

the certificate.

() Place all certificates in the following store

Personal

Learn more about certificate stores

Browse...

s

[ < Back ][ Mext > JI Cancel

]

Figure 2.19: You can select where to store the certificate or have the wizard select for

you.

In the last step of the process, the Certificate Import Wizard displays the parameters
specified for the import operation. Click Finish to complete the import operation.

Certificate Import Wizard

Completing the Certificate Import

Wizard

You have spedified the following settings:

Automatically determined by t
Content Certificate
File Name C:'\Users\Admin'\Desktop\dspr

The certificate will be imported after you dick Finish,

e

[ <Bak |[ Finsh

] [ Cancel

]

Figure 2.20: The last step of the Certificate Import Wizard shows the parameters of

the import operation.
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Removing an SSL Certificate from the Certificate Store

Removing a certificate is a simple task. Select the certificate from the main panel of the
Certificates snap-in interface. Right-click the certificate. From the list of options, select
Delete. You will be prompted to confirm you actually want to delete this certificate. Select
Yes to remove the certificate. If you are unsure whether you should delete the certificate or
if you think it might be needed in the future, you can export the certificate before deleting.

Exporting an SSL Certificate from the Certificate Store

SSL certificates are exported by running the Certificate Export Wizard from within the
MMC. You start the export process by selecting a certificate in the Certificates snap-in, then
either right-clicking the selection or clicking the Actions menu. Either operation will bring
up a list of options that includes All Tasks. Select the All Tasks option, then select Export.
The first dialog box of the Certificate Export Wizard will appear (see Figure 2.21).

- —
Certificate Export Wizard 000 w

Welcome to the Certificate Export

Wizard
]
'./ i Thiz wizard helps you copy certificates, certificate trust
o W_gj lists and certificate revocation lists from a certificate
}?;’,‘J Y store to your disk.

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dlick Mext.

cBack |f Next> |[ Cancel ]

Figure 2.21: The first dialog box of the Certificate Export Wizard describes the
purpose of this task.

Proceed with the wizard by selecting Next. A dialog box will appear that will allow you to
choose whether to export the private key associated with the certificate. In some cases,
such as trusted third-party root certificates, you will not have the option of exporting the
private key (see Figure 2.22). In general, it is more secure to not export the private key.
Private keys must not be disclosed in order to maintain the security of operations using
public key cryptography.
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Certificate Export Wizard 0 M

Export Private Key
¥ou can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

Yes, export the private key

@ No, do nat export the private key:

Mote: The assodated private key is marked as not exportable. Only the certificate
can be exported.

Learn more about exporting private keys

[ < Back ][ Mext > J[ Cancel ]

%

Figure 2.22: If you have access to the private key associated with a certificate, you
will be prompted to choose whether to export it.

The next dialog box prompts for a file format. There are several options. The DER or
Distinguished Encoding Rules and the Base64-encoded X.509 are formats that support a
single certificate but do not support the storage of private keys. The PKCS #7 format allows
for all certificates in a certification path to be exported together. The PKCS #12, also known
as the Personal Information Exchange, format supports the most features. It allows for
exporting private keys and for storing all certificates in a certification path.

Certificate Export Wizard 00 @

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

(@) DER encoded binary X.509 {.CER):

(") Base-64 encoded ¥.509 (.CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)
Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties

Microsoft Serialized Certificate Store {.S5T)

Learn more about certificate file formats

[ < Back ][ Mext > ][ Cancel ]

Figure 2.23: Select a file format appropriate for the number and attributes of a
certificate to export. DER encoding is suitable for a single certificate in which the
private key is not exported.
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The certificate will be physically stored as a file, so we next need to specify a path and
filename to store the certificate (see Figure 2.24).

r |
Certificate Export Wizard 0l & [

File to Export
Spedfy the name of the file you want to export

File name:

dspragtech_app_server1| Browse...

[ < Back ][ Mext > J[ Cancel ]

%

Figure 2.24: A filename and path are required to store the exported certificate.

The final dialog box of the Certificate Export Wizard displays the parameters of the export
operation. Click Finish to complete the export.

r 3
Certificate Export Wizard 00l [
Completing the Certificate Export
Wizard
¥
> i You have successfully completed the Certificate Export
"@{"@—’ wizard.
Ll:;';jyy You have specified the following settings:
Expaort Keys Mo
Indude all certificates in the certification path Mo
File Format DER En
1 m b
I < Back ][ Finigh ] [ Cancel ]

Figure 2.25: The final step of the Certificate Export Wizard displays the parameters
of the export operation.
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Updating Properties of a Certificate

When you are dealing with a large number of certificates, it helps to be able to add your
own description and a more administration-friendly name. This is done by selecting a
certificate in the main pane of the Certificates snap-in interface by right-clicking and
selecting Properties from the menu (see the resulting dialog box in Figure 2.26).

Thawte Server CA Properties @

General | Cross-Certificates | 0CsP | Extended validation |

Eriendly name: fthawte]

Description:

Certificate purposes

() Enable all purposes for this certificate
() Disable all purposes for this certificate
(@) Enable only the following purposes

Mote: You may only edit certificate purposes that are allowed by
the certification path.

[¥] Server Authentication -
[ client Authentication

[V] code Signing

[ secure Email

] Time Stamping

|: Microsoft Trust List Signing

[ Microsaft Time Stamping _ i
4 mn L

Add Purpose...
Learn more about certificate properties

Figure 2.26: The Properties dialog box allows administrators to specify more
informative names and add descriptions to certificates.

Renewing SSL Certificates

SSL certificates are issued for a specific period of time after which they are no longer valid.
At the end of a certificate’s lifespan, or near the end, you should renew the certificate if it is
still needed. The Certificates snap-in provides a couple of wizards for this. Selecting a
certificate, right-clicking, then displaying the All Tasks menu will show two options when
the certificate can be renewed: the Renew a Certificate with a New Key and the Renew a
Certificate with the Same Key options.

When renewing with the same key, you have the option of taking the default parameters
for the certificate or you can select the Details option followed by clicking Properties to
specify alternative settings. When renewing with a new key, you also have the option of
specifying new parameters, but this is recommended only for advanced users.

When working with SSL certificates in the MMC, we are often performing file-oriented
operations such as importing, exporting, and updating properties. In addition to these
certificate-oriented operations, there are a couple of maintenance tasks that should be
addressed.

Realtime 34



How to Install SSL Certificates on Microsoft Servers Dan Sullivan
|

Maintenance Tasks

[t is hard to imagine a systems administration responsibility that does not have a
significant maintenance element to it. Managing SSL certificates is no different. As systems
administrators, we need be able to restore an OS if it fails or if we make some kind of
mistake in our day-to-day activities. Accidently deleting a needed SSL certificate falls into
that category. Fortunately, the MMC makes it easy to export certificates so that backups can
be made. Be sure to store copies of certificates on different storage devices than the
originals. Storage locations should be secure, especially if private keys have been exported.

It does not take long to get an SSL certificate, but as a general rule, we do not want to be
rushing to get one because our certificate has expired and customers are seeing warning
messages in their browsers every time they initiate a secure communications with our site.
The MMC Certificates snap-in displays certificate expiration dates in a date-sortable list so
that it is relatively easy to track upcoming expiration dates.

Summary

The Microsoft Certificate Store and the MMC Certificates snap-in provide the basic tools we
need as systems administrators to install, update, and remove SSL certificates as necessary.
In the next chapter, we will discuss how to acquire SSL certificates, generate our own for
test and development purposes, and how to install them in the IIS Web server.

Download Additional Books from Realtime Nexus!

Realtime Nexus—The Digital Library provides world-class expert resources that IT
professionals depend on to learn about the newest technologies. If you found this book to
be informative, we encourage you to download more of our industry-leading technology
books and video guides at Realtime Nexus. Please visit
http://nexus.realtimepublishers.com.
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