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Introduction to Realtime Publishers

by Don Jones, Series Editor

For several years now, Realtime has produced dozens and dozens of high-quality books
that just happen to be delivered in electronic format—at no cost to you, the reader. We've
made this unique publishing model work through the generous support and cooperation of
our sponsors, who agree to bear each book’s production expenses for the benefit of our
readers.

Although we’ve always offered our publications to you for free, don’t think for a moment
that quality is anything less than our top priority. My job is to make sure that our books are
as good as—and in most cases better than—any printed book that would cost you $40 or
more. Our electronic publishing model offers several advantages over printed books: You
receive chapters literally as fast as our authors produce them (hence the “realtime” aspect
of our model), and we can update chapters to reflect the latest changes in technology.

[ want to point out that our books are by no means paid advertisements or white papers.
We're an independent publishing company, and an important aspect of my job is to make
sure that our authors are free to voice their expertise and opinions without reservation or
restriction. We maintain complete editorial control of our publications, and I'm proud that
we’ve produced so many quality books over the past years.

[ want to extend an invitation to visit us at http://nexus.realtimepublishers.com, especially
if you've received this publication from a friend or colleague. We have a wide variety of

additional books on a range of topics, and you're sure to find something that’s of interest to
you—and it won'’t cost you a thing. We hope you’ll continue to come to Realtime for your
educational needs far into the future.

Until then, enjoy.

Don Jones
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Copyright Statement

© 2010 Realtime Publishers. All rights reserved. This site contains materials that have
been created, developed, or commissioned by, and published with the permission of,
Realtime Publishers (the “Materials”) and this site and any such Materials are protected
by international copyright and trademark laws.

THE MATERIALS ARE PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND,
EITHER EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE,
TITLE AND NON-INFRINGEMENT. The Materials are subject to change without notice
and do not represent a commitment on the part of Realtime Publishers its web site
sponsors. In no event shall Realtime Publishers or its web site sponsors be held liable for
technical or editorial errors or omissions contained in the Materials, including without
limitation, for any direct, indirect, incidental, special, exemplary or consequential
damages whatsoever resulting from the use of any information contained in the Materials.

The Materials (including but not limited to the text, images, audio, and/or video) may not
be copied, reproduced, republished, uploaded, posted, transmitted, or distributed in any
way, in whole or in part, except that one copy may be downloaded for your personal, non-
commercial use on a single computer. In connection with such use, you may not modify
or obscure any copyright or other proprietary notice.

The Materials may contain trademarks, services marks and logos that are the property of
third parties. You are not permitted to use these trademarks, services marks or logos
without prior written consent of such third parties.

Realtime Publishers and the Realtime Publishers logo are registered in the US Patent &
Trademark Office. All other product or service names are the property of their respective
owners.

If you have any questions about these terms, or if you would like information about
licensing materials from Realtime Publishers, please contact us via e-mail at
info@realtimepublishers.com.
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Leveraging the Cloud for Storage and
Disaster Recovery: Three Practical
Strategies

How will you incorporate cloud storage into your storage and data protection plans? Let’s
look at three common models—and some variations—that fit the bill for various types of
business needs.

Keep Everything in the Cloud

One approach is to simply stop storing data locally and to keep it all in the cloud. You'll
work with it directly in the cloud—often through a VPN connection or by means of client
software installed on your client computers—and the data is simply protected all the time
by the vendor’s storage network. It’s rare to see businesses rely solely on cloud storage for
all their storage needs, but for certain categories of data, it can make a lot of sense.

There are some potential downsides. Depending on your Internet connection, accessing
data in this fashion may be slower. If the data can only be accessed through a server
application—such as a database server—then storing the data only in the cloud may not be
practical. Cloud storage space costs, so storing a great deal of data may be more expensive
than you can afford. However, be sure to also consider the costs of protecting that data
when it’s living locally, because you won't have to pay that overhead when the data is solely
in the cloud.

This is, frankly, a pretty rare approach—at least in terms of storing all of a company’s data.
That would be expensive and probably impractical. That’s why it's more common to see
hybrid approaches that use the cloud more judiciously and strategically—something we'll
get to in a moment.

Use the Cloud as a Backup

Another approach is to simply use the cloud as a giant backup device. Typically, this
involves installing an appliance or software in your data center. That device is responsible
for capturing the data, compressing and de-duplicating it, and transmitting it to the cloud.
Appliances such as the i365 EVault Plug-n-Protect and Barracuda Networks’ Barracuda
Backup Service, are examples of this kind of appliance.
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You continue to use your data locally. You're only relying on the cloud as a backup—a
convenient, more automated way to get backups off-site than those antiquated magnetic
tapes. If you need to recover data—either a single file or an entire server—you retrieve the
needed data from the cloud. In the event that you need to recover a lot of data, your vendor
may offer you the option of having it shipped to you. If that’s an appealing idea (and it can
make recovery faster if you have a slower Internet connection), be sure you choose a
vendor that offers that option.

This is a very common model; the majority of the cloud storage vendors out there are
primarily selling this model and calling it “disaster recovery” (technically, it isn’t, for
reasons I pointed out in the previous article). And this is a good model if it fits your needs.
However, it puts all your data into one class, and assumes that you can tolerate some level
of downtime for all your data. That isn’t always the case for every business, which is where
hybrid approaches come in.

Hybrid Approaches

Not all data, as [ wrote in the previous article in this series, is created equal. That's why
hybrid storage approaches are more common: They recognize that some kinds of data will
need to be treated differently than others. Once you classify your data, you can choose a
hybrid approach for each category, balancing cost, protection, potential downtime, and
ease of access.

Onsite-Prime

In this model, you rely primarily on on-site data, and use the cloud only for backups.
However, for certain critical categories of data, you might use the cloud as primary storage.
Doing so makes that data more readily accessible from multiple locations, and ensures that
you won't ever experience any downtime with regard to that data.

Cloud-Prime

In this variation, you keep most of your data primarily in the cloud, and access it directly
from there. However, you also keep a local copy on-site. In the event that the cloud is
unavailable—because you’ve lost your Internet connection, for example—you can use the
local copy of the data as a backup.

For this model to work, your cloud storage provider needs to be able to replicate data down
to you, rather than up from you to the cloud. In other words, as you work with data in the
cloud, that data needs to silently stream down to some local storage device in the
background so that it’s up to date should you need to use it.

Other Hybrid Approaches

There’s really no “line” when it comes to building your own hybrid approach. Keep some
data live in the cloud, use the cloud to back up other data, and keep local backups of some
cloud-based data. You can paint the picture however you want to in order to meet your
specific business needs.
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This is, in fact, the value of planning ahead. You can take the time to consider the different
types of data you have, consider how important it is to you, and consider how much you
want to invest in protecting each different category of data. You can then assemble the
precise cloud storage and data protection plan that most exactly fits your needs.

Hybrid Details

[ do want to caution you as you consider a hybrid approach because you want to carefully
avoid creating a model that, combined with a particular vendor offering, creates more
management overhead for you. A hybrid approach means multiple ways of dealing with
data; for some vendors, that means offering you multiple solutions that may or may not
integrate tightly or be managed as a single unit. If you're considering a hybrid approach, try
to find a vendor that can offer you a single solution that implements the approach you
want. You'll find that management becomes less intensive and easier, helping to ensure
that your hybrid approach is successful.

Do be aware that some vendors componentized their product offerings; that’s not quite the
same thing as separate solutions. In other words, when you buy a car, you may want
options like leather seats and cruise control, but you want them all installed and integrated
into the final product. You don’t want the car to arrive with no seats, and then receive a
crate containing the seats later for you to “integrate” yourself. Talk with vendors to
understand whether they’re offering you completely separate, standalone point solutions,
or whether they can offer you a fully-integrated product and service solution that has the
options you need.

Conclusion

Cloud storage offers exciting new options for data protection and disaster recovery. With
careful advanced planning, you can ditch those old backup tapes while providing better
protection and faster recovery for your data—including broader accessibility, and even
options for off-site disaster recovery, such as the “warm site” recovery model I described.
All you need to do is:

e Take some time to think about and understand the data in your organization
e Work with vendors to understand the options they offer

e C(reate a customized model that meets your budget, data protection, and disaster
recovery needs

We no longer have to put up with the constraints that tape backups have imposed on us for
years; we can have the data protection capabilities our businesses have always needed—
thanks to the cloud.
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