@
realtimepublishers.com"”

Tips and Tricks

Guide To

Secure
Messaging

Jim McBee




Table of Contents
'

Note to Reader: This book presents tips and tricks for six email security topics. For ease of use,
the questions and their solutions are divided into topics, and each question is numbered based on
the topic, including

e Topic 1: Strategies for Defending Email Infrastructure

e Topic 2: Policies and Procedures

e Topic 3: Architecture and Deployment Considerations

e Topic 4: Antivirus and Anti-Spam Strategies and Best Practices
e Topic 5: Firewall Strategies and Best Practices

e Topic 6: Protecting and Controlling Sensitive Information in Email

Q 1.3: Should I block file attaChmMENTS?.........ccvveiiieiiccee e 1
Attachments that Should Be BIOCKEM ..........ccoeiiiiiiiisieeee e 2
ADSOIULE BIOCKING LISt ...c.viiiiiiiieie e 3

Microsoft CHIent BIOCKING ......cc.veviiiiiieiiie e 3
Policy-Blocked AttaChMENTS ..........cccveiiiiiiiee e 10

COMPIESSEA FIIES ... e 11

Intelligent Attachment INSPECLION.........cciiiiiieiiee e 12

Q 2.3: Are there “best practices” for the IT department with respect to messaging security?......12
MaITBDOX SUIFING ..ttt ra et e te e e eneeneeenee e 12
Detecting Improper MailDOX ACCESS .......coiiiiiiieiiiie ettt 13
Procedures for Opening MailbDOXES .........coiveiiiieiiee e 14
Administrative Accounts and MailDOXES.........ccveiiiiiiiiiiiesee e 15

Email Client Software on Server CONSOIES..........coviiiiiiiiiiieee e 15

Q 3.3: Is there a way to guarantee a Sender’s IdeNTItY? .......ooviiieiiiie i 16
SMTP AUTNENTICATION ...ttt 17

LAY T 1S 1T TR RPSP 20
SENAEBT ID .ttt bbb 21

DINS aNd SPF RECOMUS .......coitiiiiiiiisiieie sttt s sbe e sne e 21

Determining the Purported Responsible AdAress.........ccoovevvieiveiesieesese s 26

Validating the Sender’s SMTP SEIVEN ... 27

DiIgItal SIGNATUIES.....c.veeieciiece ettt e e te et e eneesaeeneesreenreenee e 30

The Mechanics of Message SIgNING ......ccooviiiieeieiieniee e 31

Q 4.3: How do I choose an antivirus software package for EXchange? ..........cccocevevveviecieieennns 34

© 2006 Microsoft Corporation. All rights reserved.



Table of Contents
'

Exchange Server-Aware Virus SCanning SOftWare ..........ccocovvveiiieiienene e 35
Features and DECISION POINTS .......ccuoiiiiieiirieiisiee et 36
Topic 5: Firewall Strategies and BeSt PraCtiCeS. .......euvueiiriiiieiieieeie e s 37
Q 5.3: Is Outlook using RPC over HTTP the right solution for my remote users?...........cccccueue... 37
REQUITEIMENES ...ttt b e bt se et e et e bt e sbe e b e nreenbeenee e 38
DePlOYMENT SCENAIIOS .....vveveeeieeieesie ettt e st e e s re et e sseesaeeneesreenreenee e 39
Topic 6: Protecting and Controlling Sensitive Information in Email.............ccccoooviiinniiiinn. 41
Q 6.3: What can Enterprise Rights Management do for my company? ..........ccccceevevvivereeriesnennnns 41
ERM and Compartmentalized INFOrmation ...........ccocceiieiiiiiiiice e 42
Confidential RepPOrts t0 CUSIOMENS........ciueiieeieseesieeie e e esee e se e sre e e sreeae e nes 42
Preventing Accidental Disclosures of Sales Information .............ccoccovveiiiiiiinniciieiies 43
1]

© 2006 Microsoft Corporation. All rights reserved.



Copyright Statement
-~ |

Copyright Statement
© 2006 Microsoft Corporation. All rights reserved.

- > ii
I{ d] |[ }”ﬁl( © 2006 Microsoft Corporation. All rights reserved.
publishers



Volume 3
[

[Editor's Note: This eBook was downloaded from Realtime Nexus—The Digital Library. All
leading technology guides from Realtimepublishers can be found at
http://nexus.realtimepublishers.com.]

Topic 1: Strateqies for Defending Email Infrastructure

Q 1.3: Should I block file attachments?

A Much of the hostile and unwanted message content that enters a messaging system today is
hostile because of the attachments that the message carries—including scripts, executables,
screen savers, and even compressed files. For this reason, most messaging systems
administrators have adopted a strategy of blocking any message that originates outside of their
network that might potentially be carrying a virus, worm, or Trojan horse. An antivirus scanning
system residing directly on the mail server can handle this task quite easily; this setup merely
requires a message scanning system that is capable of scanning the message stores or the
message transport directly on your Exchange Server system. A better approach is to keep the
unwanted attachments from ever reaching your mail server. Figure 1.9 shows possible solutions
that can be quickly implemented by any organization.

Perimeter Attachment Blocking Policy

/

Managed Provider

SMTP Internal Attachiment
Message Hygiene Blocking Policy

l

Perimeter / DMZ
Network

<

Mailbox server
External Firewall Internal Firewall

l
S
Sender @@

Client-side Attachment
Blocking Policy

Figure 1.9: Implementing attachment-blocking policies.
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With the setup that Figure 1.9 shows, this organization can either block the inbound message
content using a managed provider or implement a Simple Mail Transfer Protocol (SMTP)
scanning system in the DMZ or perimeter of the network. The SMTP scanning system or the
managed provider is then configured to block the list of file attachments that the organization
wants blocked. The scanning system or managed provider can then take one or more actions on
the blocked attachments:

e Quarantine the message and the attachment entirely
e Quarantine just the attachment

e Submit the message to a dynamic quarantine whereby the message is rescanned for some
period of time before being released to the user

e Delete the message and attachment entirely

e Do not notify the user or the sender

e Notify the sender of the blocked message attachment

e Notify the intended recipient that an entire message—or just an attachment—was blocked
e Pass the message (without the attachment) to the user’s mailbox

The actions taken will depend on the capabilities of the scanning software being used and the
organization’s policies on attachment blocking. One advantage of using a managed provider is
that the hostile content never arrives within the boundaries of any of your servers, therefore
minimizing the risk of infecting internal systems and reducing Internet bandwidth usage.

If an organization applies attachment blocking only at the perimeter of the network, however, a
virus or worm might still infect internal messaging components. For this reason, organizations
should develop two attachment blocking policies. The first policy dictates the types of
attachments that are blocked at the perimeter of the network. The second policy defines the
attachments that are not allowed to be sent internally.

In Figure 1.9, the external blocked attachment lists includes attachment types that might not be
considered acceptable when receiving messages from the Internet, such as multimedia files as
well as dangerous attachments. The internal blocked attachments list includes the list of files that
are permitted internally. For some organizations, this list will be identical, while distinctly
different for others. Further, clients such as Outlook 2000 and later as well as Outlook Web
Access (OWA) 2003 allow for certain types of attachments to be blocked so that they cannot be
saved and/or opened.

Attachments that Should Be Blocked

The list of attachment types that must be blocked is going to vary widely from one organization
to another. This list will end up being based on the politics and needs of an organization’s users.
One organization might insist on allowing renamed .EXE files, while another may insist on
blocking all compressed files.
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Absolute Blocking List

The following recommended absolute blocking list consists of the common attachments types
that have been used as attack vectors for most of the viruses, worms, and Trojan horses that have
appeared in the wild over the past few years. Table 1.1 shows this list including a description of
what the attachment is and the typical attachment extension. For the most part, the files defined
in this list are generally not files that should be passed via email messages.

Attachment Extension Attachment Description
BAT DOS/Windows batch files
CMD Windows command files
COM DOS command file

EXE Executable programs

JS JavaScript

MSI Windows installer files

PIF Program information file for 16-bit applications
SCR Screen saver executables
SHS Shell scrap objects

VB VBScript file

VBS VBScript files

WSC Windows script component

Table 1.1: Generic dangerous attachment list.

Microsoft Client Blocking

Microsoft introduced a comprehensive list of potentially harmful attachment types with the
Outlook Email Security Update for Outlook 98 and Outlook 2000. Outlook 2002, Outlook 2003,
and OWA 2003 include this list of attachments. Collectively, the attachment lists are called the
Level-1 and Level-2 attachments. The intention of this update was to categorize potentially
harmful attachments into the Level-1 attachment list, which was meant to prevent a user from
opening or saving the attachment. The Level-2 attachments can be opened, but only after the user
has saved the attachment to the file system.

3 _ _ _
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Level-1 Attachments
Unless a user works in the IT department or is a developer, the user should not be receiving

Level-1 attachments; thus, these attachments should be viewed with much suspicion. Table 1.2
shows the Level-1 attachment list as of Outlook 2002 SP2 and later.

Attachment Extension Attachment Description

ADE Microsoft Access project extension
ADP Microsoft Access project

APP Microsoft Visual FoxPro application
ASP Active server page

ASX Windows media audio or video shortcut
BAS Visual Basic class module or a BASIC program
BAT DOS/Windows batch files

CER Security certificate

CHM Compiled HTML help file

CMD Windows command files

COM DOS command file

CPL Control Panel extension

CRT Security certificate

CSH KornShell script file

EXE Executable programs

FXP Microsoft Visual FoxPro compiled program
HLP Windows help file

HTA HTML program

INF Windows setup information file

INS Internet naming service

ISP Internet communication settings
JS JavaScript

JS JScript Script file

JSE Jscript encoded script file

KSH KornShell script file

LNK Link or shortcut file

MDA Microsoft Access add-in program
MDB Microsoft Access program

MDE Microsoft Access MDE database
MDT Microsoft Access workgroup

MDW Microsoft Access workgroup

MDZ Microsoft Access wizard program
MSC Windows console definition

MSI Windows installer files

MSI Windows installer package

) Py S 2
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MSP Windows installer patch

MST Windows installer transform file
OPS Office preferences file

PCD Photo CD image

PIF Program information file for 16-bit applications
PIF Shortcut to MS-DOS program
PRF Microsoft Outlook profile settings
PRG Microsoft Visual FoxPro program
PST Microsoft Outlook Personal Folders file
REG Registration entries

SCF Windows Explorer command

SCR Screen saver executables

SCR Screen saver

SCT Windows Script Component

SHB Shell Scrap Object

SHS Shell scrap objects

SHS Shell Scrap Object

TMP Temporary file

URL Internet shortcut

VB VBScript file

VB VBScript file

VBE VBScript encoded script file

VBS VBScript files

VBS Visual Basic Script file
VSMACROS Visual Studio .NET macro project file
VSS Visio shapes and Visio stencils file
VST Visio template file

VSW Visio workspace

WS Windows script file

WSC Windows script component

WSC Windows Script Component

WSF Windows Script file

WSH Windows Script Host Settings file

Table 1.2: Microsoft Level-1 attachments.

If a user tries to send a message that contains an attachment that is on the Level-1 attachment list,
the user will see a warning indicating that he or she is attempting to send an attachment that
might potentially be harmful; however, Outlook will allow the user to send the message.

5 _ _ _
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You might have noticed that Table 1.2 is missing an entry for compressed files. Compressed files
such as ZIP files are commonly used as an attack vector for email-based worms and viruses. The
message carrying the ZIP file tries to trick the user into opening the attached file. ZIP files and
other attachments can be added to the Level-1 attachment list via different approaches. The
simplest of these is to add the additional attachments to the registry. To do so, locate the
HKEY_CURRENT_USER\Software\Microsoft\Office\X\Outlook\Security registry key. Replace
the X value with the version of Outlook that you are using. The following are the valid version
numbers:

Outlook 2000 SP3 and later 9.0
Outlook 2002 10.0
Outlook 2003 11.0

Next, open the LevellAdd value and set the attachment types that you want to define as
additional Level-1 attachments. If the Level1Add value does not exist, create a new REG_SZ
type value called LevellAdd. The format for entering additional file types is shown in Figure
1.10.

Edit String

Value name:

Lewvel1Add

Value data:

7ip;cabjarrar

QK l [ Cancel

Figure 1.10: Manually adding Level-1 attachments.

Level-1 and Level-2 attachment types for OWA 2003 clients are defined on a per-server basis
and include definitions not only for file extensions but also for MIME types. Figure 1.11 shows
the
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\MSExchangeWeb\OWA
registry key, which holds these values.
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il
File Edit View Favorites Help
{:I MSExchangeES ;I MName | Type | Data :l
MSExchangeFBPublish [8¥]DisablePassword REG_DWORD 0x00000000 (0)
: {1 MsExchangels [8] Disablespelicheckonsend REG_DWORD 0x00000000 (0)
"{:l MSExchangeMGMT [R¥]DLExpansionTimeout REG_DWORD 0x0000ea60 (50000)
B MSExchangeMTA [aB]Encryptionalgarithms REG_SZ 5503
- (3 MsExchangshU [&¥]Filter\WebBeacons REG_DWORD 0%00000000 (1)
D I'vlSExchangeO[vlf-\ Kn wnContentTypes REG_SZ application ffractals,application/hta,application/mac-binhex40,..
g :::Z:iz::;::g:nderm _§|-E\"E|1FiIET¥TJe5 REG_SZ ade,adp,app,asx,bas, bat,chm,cmd,com, cpl, crt,csh,exe, fxp,h. |
D MSExchangesRs Le‘-.-'elll'v]II'v]I:—I",'pes REG_SZ application fhta, x-internet-signup, application fjavascript, applic.. .,
{:l MSExchangeTransport Le‘-.-'eIZFiIeT‘f'pes REG_SZ ade,adp,asx,bas,bat,chm,cmd,com, cpl crt, dir der exe, hip, hta.
D MSExchangelJCF J Le‘-.-'eIZI'ﬂII'vII:"I",'pes REG_SZ textxml,applicationxml, application/hta,application foctet-stre. .
£33 MSExchange\WEs [ MaxFoldervienCount REG_DWORD 0%00000040 (75)
©{0 Applications MaxGALRo‘;-.'s REG_DWORD Ox000000c8 (200)
a OWA | Max JunkEmailBlockedSenders REG_DWORD 0x00000300 (2048)
- Mefs MaxJunkEmaiIContactAddresses REG_DWORD 000002710 (10000)
[-{Z] MSFipsve I'v]axJunkEmaiISafERecipients REG_DWORD Ox00000400 (1024)
-0 MSIserver rvlaxJunkEmaiISafeSenders REG_DWORD 000000400 (1024)
(-] MSSTNTRS I'vIaxSpellDocumentSize REG_DWORD 000000064 (100)
B2 MSSEARCH MaxSpeIIErrors REG_DWORD 0x00000400 {1024)
B3 MsSGatherer [R¥MaxSpelRequests REG_DWORD 0x00000040 (54)
B MSSGTHRSVC _|:| [R¥1MaxUniauesnelErrars REG DWORD 0x00000100 (256) _|;|
4| | » | | B
|My Computer\HKEY _LOCAL_MACHIMNE\SYSTEM\CurrentControlSet\Services \MSExchangeWEB\OWA v

Figure 1.11 OWA attachment-blocking registry values.

Although these settings can be edited via the registry editor, a simpler way to manipulate the
OWA attachment handling rules is to use the OWA Web Administration tool that can be
downloaded from the Exchange 2003 tools page at http://tinyurl.com/9cpt6.

Level 2-Attachments

Level-2 attachments are attachment types that are considered possibly unsafe and therefore the
user should go through the extra step of saving the attachment to the file system before opening
it. By default, the Level-2 attachments list is empty, but a Level-1 attachment can be demoted to
a Level-2 attachment via a registry key edit. Figure 1.12 shows two messages that are presented
if you open an attachment using Outlook 2003. The warning dialog box on the left is the default
message that users see when they open any attachment that is not on the Level-1 or Level-2
attachment list. The warning on the right is the warning that users receive if they try to open a
Level-2 attachment.

Opening Mail Attachment ﬂ Attachment Security Warning il

\"‘{) ‘You should only open attachments from a trustworthy source. WARNING!

Attachment: MCT Pack- Docs - Docs_zip.zip from Impartant This file may contain a virus that can be harmful to your
dncument c;pen at once - Message WL} computer. You must save this file to disk before it can be
"

opened. It is important to be VERY certain that this file is
safe before you open it

Would you like to open the file or save it to your computer?
b - E - Filename: MCT Pack- Docs - Docs_zip. zip

Lcell Type: WinZip File
V¥ Always ask before opening this type of file Save to Disk... |

Figure 1.12: Warning messages when opening attachments in Outlook 2003.
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Using the
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\MSExchangeWeb\OWA
registry key, you can define Level-2 attachment types by creating a REG_SZ value called
LevellRemove and adding the attachments that you want to remove from the Level-1 attachment
list. You can also define attachments that are not on the Level-1 list, for example, defining
restrictions for compressed files.

Bypassing or Managing Client Attachment Blocking

Editing the registry of each user that is going to need to have Level-1 file types demoted is not a
productive use of time. There are a couple of options that can help you with this management
task. Outlook MVP Ken Slovak wrote a very useful COM add-in for Outlook 2000 SP3 and later
that allows the user to manage the attachments that are in the Level-1 attachment list through a
graphical user interface (GUI). You can download the Attachment Security & Options add-in for
Outlook from Ken’s Web site at http://www.slovaktech.com/attachmentoptions.htm. Figure 1.13

shows the Attachment Security & Options property page.

Preferences Mail Setup Mail Format Speling Security
Other Delegates Attachment Security & Options
Outlook 2003 Options & Attachment About
Security Customization _—
. . Altach b Extenszi
Level 1 Restncted Attachment Extensions MDiI:Edrrtlanevz-;ngmns
Exten... | File Type ~ E stenzion
st Vizual Test 5., i Mowe - i | chm
ops Office profle .. | [ e
pod Phota CD ima... hta
pif Shartout ko k. ~ pat
prf kdicrozaft Q... rigyzil = whi
prg Wizual FosPro...
reqg YWindows Re...
aof Windows Exp... P —
20T Screen saver
st Windows s,
zhb Shortcut into ...
thz Shell zcrap o... <= Remove All
url Intermet short... w | |<¢ 8

Restart Outlook to make
all changesz effective
[~ Read all email az Flain Text

QK ][ Cancel ][ Apply

Figure 1.13: Attachment Security & Options COM add-in for Outlook.
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If you are running Outlook 2003, you can configure the Level-2 attachment list using a Group
Policy Object (GPO). The Office 2003 Resource Kit includes administrative templates for all
Microsoft Office applications, including Outlook. The Allow access to e-mail attachments policy
setting (shown in Figure 1.14) allows the administrator to define attachment types that should be
moved from the Level-1 to the Level-2 list as well as attachments that should be added to the
Level-2 attachment list.

Allow access to e-mail attachments Properti 7] x|
Setting | Explain I

W Alow access to e-mail attachments

" Mot Configured
* Enabled
" Disabled

List of file extensions to allow:

Izip: cab; rar; jar

Bxample: EXE;REG:COM

Previous Setting | Mext Setting |

ITI Cancel | Apply

Figure 1.14: Configuring Level-2 attachments through a GPO.

The administrative templates for the Office Resource Kit can be downloaded from
http://www.microsoft.com/office/ork. Once the Outlook 2003 administrative template has been
loaded into a policy, this policy setting is found in the policy under Administrative Templates,
Microsoft Office Outlook 2003, Tools, Options, Security.

Still another way that an Exchange Server administrator can control the restricted attachments is
to use the Outlook Security Settings form (shown in Figure 1.15) to define attachment security as
well as other Outlook security components.

) Py S 9
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# Default Security Settings - Outlook Security Form

! Flle Edit View Insert Tools Actions Help

Cutlook Security Settings Programmatic Settings Trusted Code

(¥ Default Security Settings for All Users " Security Settings for Exception Group

Security Group Mame: |

Members:

‘Warning! Lowering any of the default security
settings may increase your risk of virus execution
and/or propagation. Use caution and read the I F e Eierers
documentation before modifying these settings.
Users will not have access to these attachments.
Miscellaneous Attachment Settings

Add: |
[v ishaw level 1 attachments |
Remaove:
v Allow users to lower attachments to Level 2 Example: "EXE;COM;SHS;BAT™
Do not prompt about level 1 attachments when sending
an item Level 2 File Extensions
Do not prompt about level 1 attachments when dosing Users can save but not open these attachments
an item in Cutlook,

[ Allow in-place activation of embedded OLE objects Add: |z1'|:-,' cabs rar; ar

[~ Show OLE package objects

Remaove: |

Miscellaneous Custom Form Settings

[ [ttt o s GhaHiaae s Prompt User  Automatically approve  Automatically deny

When executing a custom action via Outlook object model: 0 » »
When accessing the ItemProperty property of a control " L L
on an Outlook custom form: -

Figure 1.15: The Outlook Security Settings form.

The Outlook Security Settings form can be used with all versions of Outlook later than Outlook
2000 SP3. More information about using this form can be found in the Microsoft article
“Administrator Information About the Outlook E-mail Security Update: June 7, 2000.”

Policy-Blocked Attachments

For some organizations, it might be acceptable to use the email system to pass around
multimedia content that is business related; in other organizations, such content is not
appropriate. Worse still is that some content such as a user-copied WMA or MP3 file might
violate copyright laws if the user is illegally distributing the file. In addition, if the content is
offensive, it might be violating an organization’s acceptable use policy. Depending on your
organization’s policies, blocking this type of content might be wise. Table 1.3 shows a list of
common multimedia file types that you might consider blocking.

y .
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Attachment Extension

Attachment Description

AVI

QuickTime audio/video interleave file associated with video or audio
files

GIF Graphic Interchange Format files can contain animations
MID/MIDI Musical Instrument Digital Interface files

MOVIQT QuickTime video clip

MP3/MPEG3 MPEG audio stream usually associated with audio or music files
MPG/MPEG/MPEG2 MPEG animation usually associated with video

PPS PowerPoint show files

RAM/RM RealMedia streaming media

WAV Waveform audio associated with audio/music files

WMA Windows Media audio file

WMV Windows Media file

Table 1.3: Multimedia files that might need to be blocked.

Compressed Files

In some organizations, users might not be able to do without compressed files (for example, if
they receive ZIP files that compress large documents, spreadsheets, and presentations). This is
convenient because it reduces the space that users’ mailboxes consume and allows the
attachments to be transmitted quicker. Some organizations even use tools such as C2C’s MaX
Compression, MAPI Lab’s Attachments Zip Compressor, or WinZip’s Companion For Outlook
so that all outbound attachments in files are automatically compressed into ZIP files.

However, several common viruses such as variants of the Beagle and Spester worms have used
compressed files such as ZIP files to get past antivirus scanning systems and scanning systems
that block scripts or executables. For this reason, the messaging administrator and IT decision
makers must balance usability with the potential that a user may open a compressed file that
contains hostile content. Table 1.4 shows a list of common compressed file types.

Attachment Extension

Attachment Description

ARJ Compressed archive file

BIN Compressed file format usually used by the Macintosh OS
CAB Microsoft cabinet file frequently used as an installation archive
JAR May be an archive file or a Java archive file

RAR WIinRAR compressed archive file

TAR Tape archive file frequently used with UNIX systems

ZIP Most common compressed or archive file format

Table 1.4: Compressed attachments that might need to be blocked.
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Intelligent Attachment Inspection

Some antivirus systems include a feature that allows the antivirus system to intelligently inspect
attachments to determine the attachment type. Quite simply, the attachment is examined to
determine what it is. Thus, a user could rename an EXE file to a TXT file, but the intelligent
inspection system would still ascertain that the file was really an EXE and block or quarantine it
as appropriate. The danger of such systems is that if you really need to receive ZIP files, you will
not be able to instruct remote senders to rename the extension for you.

Topic 2: Policies and Procedures

Q 2.3: Are there “best practices” for the IT department with respect to
messaging security?

A Unfortunately, very few organizations provide their IT employees with an IT ethics briefing.
Although most IT staff simply use common sense when dealing with IT systems and private
information, guidelines are appropriate to ensure that everyone follows consistent procedures.
Specifically, guidelines for IT staff should be created when handling potentially sensitive
information in a messaging system. Message content may be found in several places within a
messaging system infrastructure:

e Users’ mailboxes

e Public folders

e Personal mailbox storage files (such as PST files)
e Message system queues

e Message hygiene/content inspection quarantines

e Email archival systems

Mailbox Surfing

In the past 15 years of being a messaging systems consultant, | have been asked on numerous
occasions to help audit inappropriate message access by messaging administrators. In one
situation, the mail administrator was accessing a user’s mailbox simply so he could play a
practical joke on the user by sending out a message saying that he was supporting a different
sports team from his alma mater. Although this seems like a minor offense, it is nonetheless a
breach of privacy and the administrator was fired.

In another case, the mail administrator responsible for reviewing the anti-spam and antivirus
quarantines was occasionally seeing sensitive messages. The administrator was then sharing this
information with other coworkers. Although the mail administrator had never been advised on
the appropriate handling of this type of information, one would think that common sense would
prevail and the information would be held in confidence. This administrator was counseled by
the organization’s human resources department, received an official reprimand, and had her
responsibilities changed.
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A simple policy that encompasses email access, information disclosure, and IT workers and that
covers the disclosure of this type of information might state something like this: “In the course of
working with message systems, queues, and quarantines, IT workers will be exposed to private
or confidential data. This data must not be disclosed except as part of the worker’s official duties
for the organization.”

Detecting Improper Mailbox Access

In most of these cases, catching the culprit is easy as long as auditing is enabled. On an
Exchange Server, the Diagnostics Logging category MSExchangelS Mailbox, Logons needs to
be configured for at least minimum logging. Then monitor the Exchange Server’s Application
event log for Event ID 1016, indicating that a user account that is not the owner of the mailbox
has tried to access the mailbox. This event is shown in Figure 2.1.

Evert |

Date: AFERENE  Source:  MSExchange!S Mailbox + |
Time: 218:23 PM  Category: Logons

Type: Success A  Ewvent |D: 1016 + |

User: MR
Computer: HMLEXD

Description:

Windows 2000 User VOLCANOSURFBYmchee logged onta
RTung@somorta.com mailbox, and is naot the primany Windows 2000
accourt on this mailbo.

For more information. click bt/ Awww microsoft.com/contentredirect .asp.

Data: & Butes € words

=)
[

QK I Cancel | Smply |

Figure 2.1: Event properties indicating that a user is accessing another user's mailbox.

Although event ID 1016 may not indicate an actual intrusion (since the user may have been
given permissions to this user’s mailbox for official reasons), it does indicate non-owner access
of mailboxes that might need to be investigated.
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Procedures for Opening Mailboxes

If your organization does not have a policy regarding access to users’ mailboxes, develop—at the
very least—an informal policy indicating under what circumstances mailboxes may need to be
accessed. If you export mail data to personal message stores (such as PST files) or mail is
archived to a message archival system, these storage systems should be included in the policy.

Your policy might state something as simple as: “No user mailbox other than administrative or
system mailboxes will be accessed by anyone other than the owner of that mailbox or their
delegates unless specifically requested by the Human Resources department, Information
Assurance/Security department, or the Directory of Information Technology.”

A good practice is to create one security group that has been delegated full administrative control
to the entire message system, including the ability to open mailboxes. For an Exchange-based
mail system, the group must be delegated the Full Control permission to the organization and
have the Receive As permission changed from Deny to Allow. The Deny permission is explicitly
set for an administrator that has been delegated permissions to the Exchange organization or
administrative group using the delegation wizard. You can remove these permissions only on the
Security property page (shown in Figure 2.2).

Genemll Detail: Securty I

Group or user Names:

E Domain Admins (WOLCANOSURFB Domain Admins) ;I
ﬁ Erterprise Admins (VOLCAMOSURFB \Enterprise Admins)
ﬁ Evenyone
‘ Exchange Demi-god Admins (VOLCANOSURFB\Exchange De...
ﬁ Exchange Domain Servers (WVOLCANOSURFB \Exchange Dom... —

Add... | Bemove |

Pemissions for Exchange Demi-god
Adming Allow Dery

Administer information store :I
Create named properties in the information store
View information store status

Receive As

Send As

0O E E E EE
OO0O0O0Oo0o

Special Permissions

For special pemmissions or for advanced settings., e |
click Advanced. =
ok | Cancsl aply || Heb |

Figure 2.2: Giving a group the ability to open mailboxes.

) g P
|\'LH11 ’ [] me © 2006 Microsoft Corporation. All rights reserved.



Volume 3
[

By default, the Security property page does not appear on the organization and administrative
group objects. See the Microsoft article Security Tab Not Available on All Objects in System
Manager” for more information about how to enable the Security property page.

Often, the user account that is a member of the security group delegated to have full mailbox
access has “two person” integrity on the account, meaning two people are required to logon as
this user. For example, one person has the smart card for the account and the other person has the
PIN, or each person has one half of the password.

Administrative Accounts and Mailboxes

A few simple steps can improve security for organizations by segmenting permissions and
responsibilities. When creating user accounts and mailboxes, keep these points in mind:

e User accounts should have no elevated permissions

o Create separate accounts for administrators that have their necessary administrative
permissions

e Typical office automation/knowledge worker tasks such as word processing, spreadsheet
manipulation, email communication, and Web surfing should only be done when using
non-administrative accounts

e Administrative accounts should not have mailboxes

e Practice the principal of least permission where administrative accounts are assigned only
the permissions they require to do their jobs

e Do not create administrative accounts with mailboxes; doing so might make the spread of
viruses or other malware easier

Email Client Software on Server Consoles

Another common mistake that administrators make is that they install email client software on
their servers. With few exceptions, this is a bad practice for a couple of reasons. The first reason
is that the mail client software might interfere with the operation of the mail server software,
such as in the case of installing Microsoft Outlook on an Exchange Server.

& Do not install email client software on a server. Email client software running on a server may allow
servers to be infected with viruses or impeded the functions of a mail server.

The second reason this is a bad practice is that an administrator might access his or her mailbox
while working on a server console and infect the server with a virus or worm. In cases in which
an email client is required on a server to perform tasks such as automated message processing or
to work with a specific application, ensure that the server has adequately configured antivirus
software to prevent the server from becoming infected with some type of malware. Except in the
case of a lab environment, email client software should not be installed on a mail server.

© 2006 Microsoft Corporation. All rights reserved.




Volume 3

Topic 3: Architecture and Deployment Considerations

Q 3.3: Is there a way to guarantee a sender’s identity?

A The Simple Mail Transfer Protocol (SMTP) was designed to be open and very simple. The
original standard for the protocol provided for no security or authenticity mechanisms. Even as
the SMTP standard has evolved to meet modern messaging needs, mechanisms for ensuring the
identity of senders have remained elusive.

Businesses increasingly rely on email to share business-critical information, yet that very
information is easily spoofed and falsified. Figure 3.8 shows a message that was easily spoofed
using a POP3 mail client. There are few clues in this message that a typical end user can use to
determine whether the message is authentic and came from the purported sender.

= Your promotion - Message (Plain Text) |:||E|r5__<|

! Fle Edit Yiew Insert Format Tools Actions Help
i -g@Reply | giReply to Al | (3 Forward | o | 3| ¥ [ ]] X |- *A*|‘%|@i'!

This message was sent with High importance.
Extra line breaks in this message were removed.,

From: Clayton Kamiya (CEQ) [dkamiya@research.somorita.com] Sent: Maon 20202006 11:21 AM
Tao: Tung, Ryan (Operations)
Cc:
Subject: Your promotion
bear Evan:
Congratulations on your promotion to Director of Operation=s. This

includes a 200% pay increase, a company car and driver, and the kevs to the
executive washroom. Please stop by my office for =zome tea and crumpets.
Tell my secretary to send you right in.

Sincerely,

Clayton EKamivya
President, CE(Q, The Big Cheese

Figure 3.8: A spoofed message.

Phishing schemes, easily spoofed messages, and massive amounts of spam that arrive in users’
mailboxes have only contributed to the erosion of faith in the authenticity of the source of many
of the messages. For example, to reduce the likelihood that any customers succumb to a phishing
scheme, many banks have announced on their Web sites that they will never send
announcements or news email messages to customers and thus customers should not respond to
any message that might appear to be from them. By doing so, the banks have denied themselves
a very efficient mechanism for communicating with their customers.

I{ x?l] “ITIC 16 © 2006 Microsoft Corporation. All rights reserved.
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# All SMTP email between two Exchange Server systems in the same Exchange organization is
automatically authenticated.

There are a couple of mechanisms that can be used to provide varying levels of authentication for
messages that arrive within your organization. These include requiring SMTP authentication,
employing whitelisting systems, using Sender ID, and implementing S/MIME digital signatures.

SMTP Authentication

The most modern of SMTP systems include an authentication mechanism—the enhanced SMTP
(ESMTP) verb AUTH. The AUTH verb allows an SMTP client system (the sender) to
authenticate to the SMTP server. However, this setup requires that credentials be created for each
organization that is going to send you mail, and their servers would have to be configured to use
these credentials. Although configuring SMTP authentication is simple to do, it is not practical
except in situations in which you are communicating with the same SMTP servers all the time
(such as business partners or other SMTP systems within your organization).

& SMTP authentication is not practical for large numbers of domains to which you must send
authenticated mail, as it require a lot of administrative attention to configure and maintain (such as
changing passwords that must be reset).

Configuring SMTP authentication is simple using a mail system such as Exchange 2000 or
Exchange 2003. To illustrate, let’s review a simple example of how this would work. Suppose an
organization needs to send mail to a remote organization, and the connection is authenticated.
The sending organization is VVolcano Surfboards (volcanosurfboards.com) and the receiving
organization’s domain is Somorita Surfboards (somorita.com); the administrators at
somorita.com have created a username and password for the Volcano Surfboards mail server.

The mail administrator at Volcano Surfboards needs to create an SMTP Connector that will be
used by the mail destined for somorita.com. Most administrators are used to creating an SMTP
Connector whose scope is *, which means that it will deliver outbound mail to all domains. To
limit the scope of this connector so that it delivers mail only for somorita.com, a custom SMTP
address space is defined on the SMTP Connector. This is shown in Figure 3.9.
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Content Restrictions I Delivery Ophions I Advanced I Details
General
Address Space | Connected Routing Groups I Delivery B estrictionz

Create, modify, or remove an address zpace.

Type | Addrezs | Cost |
SMTP gomorita, com 1
Add.. Fmdify... Hemowve

Connector scope
{* Entire organization

™ Fouting group

™ Allow messages to be relayed to these domains

] I Cancel Smply Help

Figure 3.9: Configuring a specific address space.

Once the scope of the SMTP Connector is limited to send mail only to the somorita.com domain,
the authentication options can be configured. On the Advanced property page of the SMTP
Connector, the Outbound Security button lets you configure the authentication mechanism. The
Outbound Security property page is shown in Figure 3.10. The default setting for outbound
security is anonymous access. Basic authentication will be the most common option because this
setting will work with most any SMTP server that supports authentication including other
Exchange Servers.
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|\Lﬁi1 | [] me © 2006 Microsoft Corporation. All rights reserved.



Volume 3
[

Outbound Security x|

" Anonymous access

m wzer name o, pasewerd required

¥ Basic authentication [password is sent in clear test]

Lzer: SOMORITANSESMT Fuser

" Integrated Windows duthentication

The client and server negotiate the Windows Spstems Secunty Browvider
|nterface,

Aecount F madifiy... |

v TLS encryption

] Cancel | Help |

Figure 3.10: Defining SMTP authentication.

If you are using basic authentication, you should select the TLS Encryption check box because
basic authentication sends the user name and password in clear text. Using TLS Encryption will
require that the remote SMTP server have a certificate installed and configured for its SMTP
server. The Integrated Windows Authentication option will only work when selecting user
accounts that are located in your Active Directory (AD) forest or with an AD forest to which you
have a trust relationship. Unfortunately, users have no simple way to verify that messages were
received from an SMTP connection that is authenticated.

y .
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Whitelisting

Whitelisting is a technology that is normally used to fight spam but allows you to create a list of
authorized recipients and thus can also help ensure that the threat from bulk phishing schemes is
reduced. Figure 3.11 shows how a whitelisting system might function either when provided by a
managed provider or by some type of SMTP-based system in the organization’s DMZ.

Managed Provider

White Listing Server or
Appliance

U

Internal Metwaork

% Mailbox Server

Sender

Figure 3.11: Using a whitelisting service.

In the example in Figure 3.11, a sender on the Internet sends a message to a recipient that is
protected by a whitelisting service. The whitelisting service could either be in the form of a
managed provider such as FrontBridge or Spam Arrest or it could be an appliance or SMTP
system in the organization’s DMZ such as a Sendio appliance. The whitelisting service has a

database of authorized senders; this database can be pre-populated by the users or IT department
of the organization being protected.
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If the sender is not on the whitelist, the service sends back a challenge to the sender. The sender
must do something to confirm their identity such as connect to a Web page, reply to the message,
or enter an authentication code. Once the sender has authenticated, some services and software
packages will still require the recipient to validate the sender as authentic. When the user is
authenticated, the whitelisting service adds that sender’s email address to its database of
authenticated users, then passes messages through to the recipient’s mailbox server. If you place
a whitelisting service in front of your mailbox servers, you decrease the likelihood that bulk
spamming or phishing attacks will affect your user community, but a practical joke or an
intentional deception such as the one shown earlier is still possible.

Sender ID

Sender ID is one of the email industry’s attempts at reducing spam and validating that a message
has indeed been received by its intended recipient. Specifically, Sender ID is part of the
Coordinated Spam Reduction Initiative, which is intended to reduce spam and to make spoofing
a message more difficult. An SMTP server that has Sender ID enabled essentially evaluates the
sender of the message, the SMTP server from which the message was received, and a list of
SMTP servers that are authorized to send messages for the sender’s domain. The message is
evaluated and ranked into one of three categories:

e The sending SMTP server is on the authorized list of SMTP servers
e The sending SMTP server is not on the list of authorized SMTP servers

e The SMTP domain from which the message originated does not have a list of authorized
servers

Based on these categories, the receiving SMTP system can reject the message or pass the
category on to the end user or an anti-spam system for further processing. Although this process
might sound simple, there is quite a bit more to it than you would first think. And even if you
don’t implement Sender ID on your own SMTP servers, you should still identify your authorized
SMTP servers so that other organizations implementing Sender ID won’t incorrectly reject or
quarantine mail from your servers.

DNS and SPF Records

To identify a list of authorized servers for a specific domain, a receiving SMTP server must
check somewhere for a list of authorized SMTP servers for that domain. The list of authorized
servers is published for that domain using DNS in the form of Sender Policy Framework (SPF)
resource records. The SPF record contains a list of the IP addresses from which your
organization will transmit email to the Internet.

p Creating SPF records requires knowledge of exactly which servers send mail on behalf of your
domain. This includes smart hosts and managed provider SMTP servers.

Microsoft has created a Web-based wizard that will verify the existence of an SPF resource
record, lookup your organization’s MX records and A records for your domain, and take you
through the necessary steps to create an SPF record for any domain and any type of mail system.
You can find this wizard on the Internet at http://www.anti-spamtools.org.
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Creating SPF resource records is simple with the Sender ID Framework SPF Record Wizard found at
http://www.anti-spamtools.org.

The following scenario outlines a very simple example of how to do so for a domain called
somorita.com. In this example, somorita.com has only a single outbound SMTP server. This
SMTP server is the same server that is used for inbound and outbound mail. In the third step of
the Sender ID Framework SPF Record Wizard, you simply need to select the Domain’s inbound
servers may send mail check box and verify that the host name that was read from the MX record
IS correct (see Figure 3.12).

X

2 Sender ID Framework SPF Record Wizard - Microsoft Internet Explorer

A=

© File Edit Wiew Favorites Tools Help f
: \ A =y A ) 3y W ‘

Qe - \ﬂ \ﬂ (0| ) seach GoFavoites &) (- (g LB B

: Address |€| http:ffwww.microsoft.com/mscorpfsafety/contentftechnologies fsenderid/wizard /default. aspx V| Go

Microsoft.com Home | Site Map

Search Microsoft.com for:

Wizard Home About Sender ID

Sender ID Framework SPF Record Wizard

Step 3 of 4: Create SPF Record

Use the form below to create or modify yvour SPF record. Some parts of the form have already been filled in with information the wizard =
found in DNS for somorita.com.

Domain Not Used for Sending E-Mail

Please check this option if this domain is not used for sending
outbound e-mail. Domains which do not send out e-mail will [INo mail is sent from domain
have no cutbound mail servers. (What's this?)

Inbound Mail Servers Send Outbound Mail

If your inbound mail servers are also used to send outbound

mail, you should add this option to your new SPF record. If

you are not sure, we recommend you add this option, since Domain's inbound servers may send mail
most inbound mail servers can at least send outbound non-

delivery reports (NDRs). (What's this?)

These addresses are currently listed in MX records for
somorita.com. Check each MX address that i=s a valid serenitv.dnsalias.corn
outbound e-mail server for this domain.

Enter any additional domain names whose MX records refer to
valid outbound e-mail servers for somorita.com (one domain
name per ling).

|=

@ ‘ Internet

Figure 3.12: Creating a simple SPF resource record.

I{ x?l] “ITIC © 2006 Microsoft Corporation. All rights reserved.

publishers




Volume 3
[

On the fourth page of the wizard, it creates a simple text string shown here:

v=spfl mx mx:serenity.dnsalias.com ~all

The DNS administrator for this domain must then create a DNS TXT record for the
somorita.com domain. In this example, the same SMTP server is used for sending mail as is used
for receiving mail.

In a more complex example, an organization called volcanosurfboards.com needs to create an
SMTP record. Figure 3.13 shows this slightly more complex environment; this organization has
two servers internally that can originate SMTP mail to the Internet, and they use a managed
provider through which outbound mail is normally delivered. Their SMTP servers are configured
to send mail directly to the recipient if the managed provider is down.

Managed Provider

S0

1311072201 131107 2202 131107 2.203

192.168.254.10

SMTP Smart Hosts

192,168,254 12

Firewall

Intemal Network

d

Mailbox Se
Figure 3.13: Creating SPF records for a slightly more complex organization.

The two servers on the inside of the network that are allowed to send internal mail have IP
addresses of 192.168.254.10 and 192.168.254.12. These are different than the IP addresses that
are in the organization’s MX records.

The managed provider provides the IP addresses of their outbound mail servers; those are
131.107.2.201, 131.107.2.202, and 131.107.2.203. Using the Sender ID Framework SPF Record
Wizard, the IP addresses of the individual outbound mail servers are defined in step 3 of the
wizard. This is shown in Figure 3.14.
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2N Sender ID Framework SPF Record Wizard - Microsoft Internet Explorer

. File Edit View Favorites Tools Help ,"
2 Y o~ n . '
3 . 1 ) M " . A 2 p Y
Q- @ [x] [ @ P g ravris @) = LB 3
: Address |E| http: /v microsoft. com/mscorp/safety fcontenttechnologies fsenderid fwizard /default. aspx b | Go
. ) . ~
No address information was available for =
volcanosurfboards.com
Enter any additional domain names whose MX records
refer to valid ocutbound e-mail servers for
volcanosurfboards.com (one domain name per ling).
Outbound Mail Server Addresses
If all the IP addresses listed in A records for
volcanosurfboards.com in DNS are cutbound mail [ All add listed i 4 d i
=zervers, you should include this option in your new SPF All addresses listed in A records may send mai
record.
Thesze IP addresses or domains are currently listed in A
records for the specified domain. Select each 1P address
that should always be indicated as an cutbound mail B
Server.
Enter any additional IF addresses (or ranges of
addres=es) you wish to add to your SPF record (one
address or address range per line). Examples: 192.168.254.10 -
1.2.3.4 192.168.254.12 =
1.2.3.4/24 131.107.2,201
131.107.2,.202 b’
Enter any additional domain names whose A records refer
to valid outbound e-mail servers for
volcanosurfboards.com (cne domain name per ling).
Reverse DNS Lookup b
&] Done 0 Internet

Figure 3.14: Assigning specific IP addresses for outbound SMTP mail servers.

The Sender ID Framework SPF Record Wizard creates a slightly more complex SPF record for
volcanosurfboards.com. This record looks like this:

v=spfl ip4:192.168.254.10 ip4:192.168.254.12 ip4:131.107.2.201
ip4:131.107.2.202 ip4:131.107.2.203 ~all

Defining the SPF records, even if the organization is not using Sender 1D, will help other
organizations to properly identify and authenticate the email coming from the organization’s
SMTP servers.
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You can also check another organization’s SPF records by simply using NSLOOKUP.EXE. The
previous examples are still fairly simple and reflect what a smaller organization might have. For
example, if | want to check the SPF records for aol.com, |1 would type

C:\>nslookup -g=txt aol.com
Server: kilaueal.volcanosurfboards.com
Address: 192.168.254.15

Non-authoritative answer:
aol .com text =

"v=spfl ip4:152.163.225.0/24 ip4:205.188.139.0/24
ip4:205.188.144.0/24 ip4:205.188.156.0/23

ip4:205.188.159.0/24 ip4:64.12.136.0/23 ip4:64.12.138.0/24
ptr:mx.aol.com ?all"

aol .com text =

"spf2.0/pra ip4:152.163.225.0/24 ip4:205.188.139.0/24
ip4:205.188.144.0/24 ip4:205.188.156.0

/23 1p4:205.188.159.0/24 ip4:64.12.136.0/23 ip4:64.12.138.0/24
ptr:mx.aol.com ?all"

In this example, you can see many IP addresses that have been entered in the form of IP subnets.
An organization can also consolidate these records by using include statements such as the case
of microsoft.com.

C:\>nslookup -g=txt microsoft.com
Server: kilaueal.volcanosurfboards.com
Address: 192.168.254.15

Non-authoritative answer:
microsoft.com text =

"v=spfl mx include:_spf-a.microsoft.com include:_spf-
b.microsoft.com ~all”
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Determining the Purported Responsible Address

If you are implementing Sender ID on your SMTP servers, the first thing that your SMTP server
that receives a message from the outside world has to do is to determine the responsible sender.
The originating email address is known as the Purported Responsible Address (PRA); a more
precise definition of the PRA is the email address that is most recently responsible for injecting
the email message into the messaging system. The PRA must be determined before you can
evaluate whether the message was sent from an SMTP server that is responsible for that domain.

If you already know something about SMTP, your first guess might be that the receiving SMTP
server simply examines the inbound SMTP data stream and evaluates the RFC 2821 SMTP
conversation. In this portion of the SMTP conversation, the sending SMTP system sends the
MAIL FROM and RCPT TO verbs. A simple assumption is that the MAIL FROM verb would
contain the valid identity of the sender and, in most cases, that assumption would be correct.
However, for organizations that use smart hosts, mail forwarders, mailing lists, or alternate
delivery addresses, this assumption does not hold true. Thus, the entire message must be first
accepted so that the RFC 2822 portion of the message can be examined. Listing 3.1 shows an
example of an SMTP header for a piece that ended up in the spam quarantine.

X-sender: bounce+OM_1641909368@mail .classmates.com
Xx-receiver: lbullock@somorita.com
Received: from relayl.somorita.com ([131.107.2.200]) by
mailserver.somorita.com with Microsoft SMTPSVC(6.0.3790.1830);
Mon, 20 Feb 2006 15:04:53 -1000
Received: from 65-243-133-26.classmates.com ([65.243.133.26]) by
relayl_somorita.com with Microsoft SMTPSVC(6.0.3790.1830);
Mon, 20 Feb 2006 15:04:47 -1000
Received: from uurainOl.sea2.cmates.com (unknown [10.10.142.201])
by 65-243-133-26.classmates.com (Postfix) with SMTP id 8ABFE30424
for <lbullock@somorita.com>; Mon, 20 Feb 2006 17:04:43 -0800
(PST)
From: Classmates <ClassmatesEmail@classmates.com>
To: Ibullock@somorita.com
Subject: Lyle, you have 19 visits to your profile
Mime-Version: 1.0
Content-Type: multipart/alternative;
boundary=100839671140483883572 .CmatesMail .classmates.com
Envelope-Sender: MAIL
Message-1d: <20060221010443.8ABFE30424@65-243-133-26.classmates.com>
Date: Mon, 20 Feb 2006 17:04:43 -0800 (PST)
Return-Path: bounce+0OM_1641909368@mail.classmates.com
X-OriginalArrivalTime: 21 Feb 2006 01:04:48.0214 (UTC)
FILETIME=[CF88DF60:01C63682]
X-SCL: 7 89.02%

Listing 3.1: An example of an SMTP header for a piece that ended up in the spam quarantine.
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The receiving SMTP system must examine the header of the RFC 2822 message and evaluate the
different fields that may indicate the sender’s email address. The following RFC 2822 headers
are used in this order to determine the PRA:

e Resent-Sender
e Resent-From

e Sender

e From

If these fields are not found in the RFC 2822 portion of the message, the Sender ID system will
revert back to the original RFC 2822 MAIL FROM verb that was found in the original message
transmission. In the RFC 2822 header that Listing 3.1 shows, the PRA of the message is
ClassmatesEmail@classmates.com as determined by the From field in the header.

Validating the Sender’'s SMTP Server

Now that the purported recipient address of the message is determined, the Sender ID system can
determine the SMTP server that was responsible for sending the message to your messaging
system. The SMTP header contains all the SMTP hosts that have processed or relayed the
message through the sender’s organization, the Internet, and your internal network. From the
previous example, the SMTP hops looks like this:

Received: from relayl.somorita.com ([131.107.2.200]) by
mailserver.somorita.com with Microsoft SMTPSVC(6.0.3790.1830);

Mon, 20 Feb 2006 15:04:53 -1000

Received: from 65-243-133-26.classmates.com ([65.243.133.26]) by
relayl.somorita.com with (Mirapoint Messaging Server MOS 3.3.2-
CR)

with ESMTP i1d AGC33650;
Mon, 20 Feb 2006 15:04:47 -1000
Received: from uurainOl.sea2.cmates.com (unknown [10.10.142.201])

by 65-243-133-26.classmates.com (Postfix) with SMTP id
8ABFE30424 for <lbullock@somorita.com>; Mon, 20 Feb 2006 17:04:43
-0800

For this organization’s Sender ID setup, they must configure all the IP addresses of their mail
servers. This would include the IP addresses of any server that handles mail on their behalf, such
as a mail relay host, SMTP bridgeheads, or managed providers. For Exchange 2003 SP2, this is
configured on the General property page of the Message Delivery properties. Figure 3.15 shows
the Sender ID and Connection Filter Configuration Settings for somorita.com.
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Sender ID and Connection Filter Configurat x|

Enter the IP addresses for all servers that handle incoming SMTP mail in
your organization.

131.107.2.200
131,107.2.201
131.107.2.202
192,168, 2.0(255,255.255.0)

Remove |

Ok | Cancel Help

Figure 3.15: Defining IP addresses that may relay SMTP mail internally.

Any SMTP header that contains one of the SMTP addresses shown as a source host will be
considered internal and thus not an authorized sender for the message that is being analyzed.
Thus, in this case, the first line SMTP header shown in the following example is considered
internal because it was received by IP address 131.107.2.200 and that IP address is defined as
one of the servers that handles incoming SMTP mail.

Received: from relayl.somorita.com ([131.107.2.200]) by
mailserver.somorita.com with Microsoft SMTPSVC(6.0.3790.1830);

Mon, 20 Feb 2006 15:04:53 -1000
The next piece of host information is the following header:

Received: from 65-243-133-26.classmates.com ([65.243.133.26]) by
relayl.somorita.com with (Mirapoint Messaging Server MOS 3.3.2-
CR)

with ESMTP id AGC33650;

This was received from IP address 65.243.133.26. This IP address is not part of the internal mail
delivery infrastructure and thus is considered the source address for this message. A quick
NSLOOKUP of the sender’s domain (classmates.com) shows that they do indeed have SPF
records for their hosts. Thus, the Sender ID system will rank this message as being from a
validated sender. Ironically, the message was spam, but many organizations that consider
themselves “reputable Internet marketers” do have SPF records.

There are several Sender ID status results that might come of the examination of the sending
SMTP server and the PRA. Table 3.1 shows the possible results and what this may mean.
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Sender ID status result Meaning

Validation failed - Malformed domain The domain name for the PRA is not complete or is
in an incorrect format.

Validation failed - Non-existent domain The domain name for the PRA is not a valid
domain name in DNS.

Validation failed - Not permitted result The DNS data that is retrieved does not contain
valid information, is not in a valid format, or
contains information that cannot be interpreted by
this Sender ID system.

Validation with a neutral result An SPF record exists, but the published Sender ID
data is explicitly inconclusive.

Validation with a none result No SPF record for the sender’'s domain was found
in DNS.

Validation with a pass result The sender’s IP address for the PRA is found in the
SPF record.

Validation with a PermError result A permanent error has occurred such as a

malformed or corrupted DNS SPF record.

Validation with a SoftFail result A “weaker” failure error where the Sender ID
system could not determine conclusively whether
the sender’s IP address was in the SPF record.

Validation with a TempError result A transient error has occurred such as unable to
contact the DNS server.

Message has no PRA The PRA cannot be located and thus the sending
domain cannot be resolved.

Table 3.1: Sender ID status results.

Successful validation of the PRA’s Sender ID information will result in the message being
ranked as less likely to be spam and failures will contribute to the ranking of the message as
being a higher likelihood of being spam. Differing SMTP systems will let you analyze this
information differently. Exchange Server does not add any information about the PRA or the
Sender ID validation to the SMTP header, but that information is passed on to the Exchange
Server and can be viewed with a custom view in Outlook. See http://tinyurl.com/ga6o8 for more
information. Similarly, the SCL of messages can be viewed in the same way; see
http://tinyurl.com/b2p5n for more information.

On an Exchange Server 2003 SP2 system, you can monitor the summary statistics in the
Performance console by looking at the counters found in the MSExchange Sender ID object.
Figure 3.16 provides a sampling of these statistics.
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Total Messages Yalidated with a TempError Result 147
Total Messages With Mo PRA 16

Figure 3.16: Monitoring Sender ID validations.

Take note of the most common counter—Total Messages Validated with a None Result. This
counter indicates that an SPF record was not found. This is due, in part, to the slow adoption of
Sender ID and the fact that many mail systems administrators are simply not creating the
necessary SPF records in DNS. In Figure 3.16 almost 80 percent of all the SPF record looks
resulted in a record not being found. Clearly, rejecting or deleting inbound mail based on the lack
of an SPF record would be a bad idea. However, even if you do not plan to implement Sender ID
lookups on inbound mail, you should get your SPF DNS records published.

Digital Signatures

The most reliable and simplest way for a user to verify that a message sender is valid is to
request that anyone sending your users’ email that requires a higher degree of authenticity use
S/MIME digital signatures. Implementing an S/IMIME infrastructure for an organization allows
users to encrypt sensitive message content and let the recipients of their messages know that the
message content has not been altered and comes from the stated sender. The secure messaging
system that allows sender verification should have the following characteristics:

e Message origin must be verifiable.

e Message integrity must be verifiable. If the message body or attachments were altered in
transit, the user must be notified.

e Message sender must not be able to repudiate the message. A sender cannot later claim
that they did not send the message.

Additionally, messages may be required to be private, meaning that only the intended recipient
and the sender can view the message content. However, a secure messaging system based on
S/IMIME does not allow control of the content once an authorized recipient has the content in
their possession. To keep the scope of this discussion focused, | will only be discussing the use
of SIMIME for digital signatures.
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S/MIME digital signatures provide the most reliable and simplest way for end users to verify the
authenticity of SMTP mail. Most mail clients intended for business use support SIMIME. This
does not, however, extend to Web mail services, which may simply strip out the digital
signature.

For a small organization (less than a few hundred mailboxes), deploying an S/IMIME solution is
fairly simple because you can go to an organization such as Thawte to request a free Thawte
Personal Mail certificate. For larger organizations, this will require deploying a public key
infrastructure (PKI) that will be sufficient to meet your needs and at the same time be trusted by
all your business partners that need to authenticate certificates that you have issued to your users,
such as in the case of S/IMIME signed email messages.

The Mechanics of Message Signing

On first impression, SIMIME digital signatures are almost indistinguishable from magic. The
sender of the message merely clicks an icon or chooses a message option that creates a digitally
signed message. The recipient opens a digitally signed message and has some indication on the
message form that the message has not been altered and did indeed come from the sender. Figure
3.17 shows an example of a digitally signed message.

B Purchase order request - Message (HTML)

! File Edit Wew Insert Format Tools Actions Help

: daReply | &Reply to All | (g Forward | -9 [ | W [ 103 X | -+ - A7 &

Fram: Suriva Supatanasakul [supatana@hawaii.edu] Sent: Sat 2/25/2006 6: 19 FM

To: McBee, Jim
Cc
Subject: Purchase order request

Signed By: supatana @hawaii. edu i

Please approve Purchase Order 25102,

Figure 3.17: A digitally sighed message.

The digitally signed message (when viewed from Outlook 2003) shows the SMTP address of the
signer on the left side of the message above the message body, and on the right side shows a
small red and yellow certificate icon. If the user clicks on the red and yellow certificate icon, the
user can verify the digital signature.

If there is a problem with the digital signature (such as untrusted certification authority or an
altered message), the red and white certificate icon is replaced with a warning that looks like a
red exclamation mark on a yellow background. If the user clicks the warning icon, the user can
view the Message Security properties (shown in Figure 3.18).
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Message Security Properties

@ Subject: Annual perfarmance review

Messages may contain encryption and digital signature layers, Each digital
signature layer may contain multiple signatures.

Security Layers
Select a layer below to view its description,

G Subject: Annual performance review
0 Digital Signature Layer

g Signer: supatana @hawaii.edu

Description:

Error: s
The message contents may have been altered.

Signed by supatana@hawai.edu using RSA/SHAL at 6:22:07 PM
o i = T T T
Click any of the following buttons to view maore information about or make
changes to the selected layer:

W

| EditTrust.. || viewDetais... || Trustcertificate Authority... |

Warn me about errors in digitally signed e-mail.

Figure 3.18: Displaying a broken message signature.

Notice in the description field of the Message Security properties in Figure 3.18, the signature
indicates the message was signed by the correct SMTP address, but the error indicates that the
message may have been altered in transit. The message alteration could be due to someone
maliciously changing the message body or attachments after the sender clicked Send or might be
due to an SMTP gateway or server process doing something such as appending a text disclaimer
to the message after the message was signed.

So that you can appreciate the digital signature process, let’s review how a digital signature is
calculated and appended to a message. The sender must have an S/IMIME certificate that
contains a public key and must have a private key associated with the public key. In order for the
certificate to be trusted by recipients outside of your organization, the certificate should be
signed by a trusted certificate authority.

When the sender prepares a new message, if they have an S/IMIME certificate installed on the
machine and associated with their mail client, they should see a toolbar button or a message
option that creates a digital signature, as Figure 3.19 shows.

y .
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Figure 2.19: Message toolbar that includes message signhing and encrypting options.

The user merely clicks the Sign button or icon to assign a digital signature to the message.
Depending on the configuration of the machine, the user may be asked to confirm that they are
accessing the cryptography API or they may even be required to provide the password that is
used to protect their private keys. After that is complete, the message is signed. So what
happened when the button was clicked? The following list outlines the process:

e The mail client verifies that the sender has a digital certificate that allows message
signing

e The mail client examines the message body and the attachments and calculates either a
160-bit SHA-1 (secure hashing algorithm) hash or a 128-bit MD5 (message digest) hash.
The hash of the message cannot be reversed and if even a single bit of the original
message is changed, the hash will be different.

e The mail client accesses the sender’s private key and encrypts the message hash with the
private key.

e The mail client attaches to the message the digital signature, which consists of the
encrypted hash and the user’s signing certificate (containing the public key).

e The message leaves the client computer and is sent through the message transport system.

This entire process (except for clicking Sign) is entirely transparent to the user. Once the hash is
calculated for the message and is encrypted with the sender’s public key, the hash cannot be

recalculated because the only person that would be able to re-encrypt the hash is the owner of the
private key.
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Digital signatures are difficult to fake, but if the sender’s private key (or the entire computer) is
compromised, this is possible. When the recipient receives the signed message and opens it, the
mail client automatically verifies the signature. If the message signature is not valid or the
sender’s certificate is not trusted, the recipient will receive some type of warning either in the
message or via a pop-up warning. The following list offers a high-level view of what happens
when the recipient opens a signed message:

e The mail client examines the message and determines that the message has been digitally
signed. Based on the signing algorithm that was used when the message was signed
(either SHA-1 or MD5), the message body and attachments are examined and the
message hash is calculated.

e The mail client opens the sender’s certificate and decrypts the public key with the hash
that was calculated when the message was transmitted. Because the hash was encrypted
with the sender’s private key, the only key that can decrypt it is the public key.

e The mail client examines the sender’s certificate to ensure that the sender of the message
is the same as the certificate owner’s SMTP address and that the certificate was signed by
a trusted certificate authority.

e The mail client compares the hash of the message that it received with the hash of the
message that was calculated when the message was transmitted.

e |If the message hash is invalid, the sender’s SMTP address is not correct, or if the
certificate was issued by an untrusted authority, the user is warned.

B

Digital signatures apply to more than just email. There are some excellent tutorials on S/MIME and
digital signatures. See http://tinyurl.com/zo5sl, http://tinyurl.com/fvwsm and http://tinyurl.com/h2fff for
more information.

Topic 4: Protecting and Controlling Sensitive Information in
Email

Q 4.3: How do | choose an antivirus software package for Exchange?

A The process of choosing an antivirus software package is almost universal for all mail
systems regardless of whether the mail system is based on Exchange. Almost immediately, I can
unequivocally state that no matter how good the antivirus software is that runs on your mail
servers or within your perimeter network, this does not exclude the need for antivirus software
on all client computers on your network. Thus, if you were thinking that you might not need
client-side software, put that thought out of your head.
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Exchange Server-Aware Virus Scanning Software

If you are choosing software that will run on the perimeter of your network (such as a Simple
Mail Transfer Protocol—SMTP—scanning system in your DMZ), the decision points are going
to be almost identical to the decision points for choosing an Exchange-based antivirus software
package. The only difference is that the software that runs on your Exchange Server must be
Microsoft Exchange AVAPI-aware (antivirus application programming interface). For Exchange
2000, the software must support AVAPI 2.0 and for Exchange 2003, the software must support
AVAPI 2.5.

& You should never load more than one Exchange AVAPI-aware antivirus package on an Exchange
Server.

Software that uses the Exchange AVAPI is written so that it can open individual mailboxes and
scan the messages and attachments found in the mailbox. Further, AVAPI can prevent the user
from even accessing a message until it has been scanned. AVAPI 2.5-aware software on
Exchange 2003 has been improved so that it can scan messages not only in the information store
but also as the messages traverse the SMTP queues. This is useful on bridgehead servers.

The only way to scan messages in an Exchange database is to use an AVAPI-based software
package. File system-based virus scanning solutions such as Symantec Antivirus Corporate
Edition, Kaspersky Lab’s Anti-Virus, F-Prot Antivirus, and so on do not have the necessary data
structures defined that would allow them to scan data in the mailbox stores or to clean a virus
that they might find in the mailbox store. Thus, if a file system-based virus scanner were to make
changes to an Exchange mailbox store, the file would be permanently damaged and require
restoration from backup.

é File system-based antivirus scanning software must never be used to scan an Exchange mailbox
store, public folder store, or transaction logs. Corruption is almost guaranteed.
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Features and Decision Points

When choosing a virus scanning software package, | tend to become a “feature creep.” | have
worked in so many environments and have had a number of different requirements for email
antivirus scanning software packages both on Exchange Servers and systems that work within
the perimeter of your network. Some of the features are more important that others. | have tried
to rank my considerations for evaluating an antivirus software package based on what has been
most important to the organizations in which I have helped evaluate or implement these
packages:

e Configure signature and scanning engine updates hourly or some customizable time
interval.

e The ability to use more than one scanning engine and signature set in a single software
package.

e The ability to apply file attachment restrictions so that messages carrying certain types of
file attachments can be quarantined or deleted. The file attachment list must be
customizable based on an organization’s policies.

e Override features so that messages with specific characteristics, such as a specific
subject, can be stopped in case of a zero-day attack.

e The ability to control actions for different types of threats, such as the ability to clean
certain types of threats but delete mass-mailing viruses, Trojan horses, worms, and so on
rather than passing the cleaned message on to the user.

e The use of real-time block list (RBL) functionality.

e Centralized reporting and quarantine management for organizations with more than one
mail server or SMTP gateway.

e The ability to control and schedule background scans of mailbox stores.

e Intelligent attachment scanning to determine whether a file has been renamed. This is
useful, for example, in the case where you do not allow EXE files but a user or a
virus/worm has renamed the EXE to TXT but has instructed the user to save it and
rename back to EXE.

o Versatility of notification features such as email notifications and event log notifications.
Custom notifications are also a compelling feature if you can customize messages such as
notification of rejected attachments.

e Automatic management of quarantine folders (purging quarantined items after so many
days) and virus logs.

e Versatility of reporting and monitoring features.

e Allow multiple layers of compressed attachment scanning such as scanning a ZIP file
within a ZIP file.

Over the past few years, there has been a convergence of antivirus software packages with other
message hygiene solutions such as anti-spam and content inspection systems. Although this
convergence certainly reduces the amount of hardware and software that you have to deploy,
consider this convergence a convenience but don’t sacrifice the features and functions you need
from your antivirus system merely so that you don’t have to deploy as many pieces of software.

© 2006 Microsoft Corporation. All rights reserved.



Volume 3
[

Topic 5: Firewall Strategies and Best Practices

Q 5.3: Is Outlook using RPC over HTTP the right solution for my
remote users?

A One of the most compelling features of Exchange 2003 when combined with Outlook 2003 is
the ability to use the RPC over HTTP feature. RPC over HTTP enables an Outlook client to
encapsulate RPC data inside HTTP frames. The only port that is required to be opened on a
firewall is the HTTP or HTTPS ports. That very description helps to clearly delineate exactly
who should use RPC over HTTP. RPC over HTTP is intended for Outlook 2003 users that are
separated from their Exchange 2003 servers by a firewall such as are shown in Figure 5.6.
Opening the necessary RPC ports between the client and the server is considered a security risk.

Exchange Server

Information Store

Port 443 to RPC RPC requests
Proxy open (port 6001}
L
-
o Directory Service \‘“ﬁ
\-, RPC requests 0
RPC data 0 (port 6004) %
tunneled via HTP N S
Port 443 Firewall = . .
Directory Service
proxied to Active
Directory (port
[ = RPC Proxy sooi}(p
b
QOutlook 2003 on
Windows XP SP2 )
X

Global Catalog /
Domain Controller

Figure 5.6: Typical RPC over HTTP implementation.

%~ RPC over HTTP can be deployed for Outlook 2003 clients on a local area network (LAN), but it is
best suited for clients connecting to an Exchange 2003 Server when separated by a firewall.

RPC over HTTP can greatly reduce the support necessary for virtual private network (VPN)
users because a VPN is no longer required for Outlook 2003 users. Once my own organization
had implemented RPC over HTTP, this cut my use of the company VPN by 95 percent; | used a
full-time VPN connection almost exclusively for Outlook access to the Exchange Server.
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Switching users from a VPN connection on their home or laptop computer to an RPC over HTTP
connection only to Exchange not only provides users the functionality they require from their
mail system but also helps improve security on the internal network. The RPC over HTTP
session is only established to an RPC over HTTP proxy and limits the remote client’s potential
access to other hosts on the internal network. This configuration for remote Outlook 2003 clients
potentially also reduces the number of ports that need to be opened on a firewall and thus
improves security.

However, a common misconception is that there is less overhead associated with an RPC over
HTTP connection than there is a traditional RPC over TCP/IP connection. The amount of data
transferred between the client and the server is almost the same.

A possible downside is that configuring RPC over HTTP is slightly more complex than
configuring Outlook 2003 to connect directly to the Exchange Server. If the option is either to
use RPC over HTTP or a VPN connection, the benefits and reduced complexity will outweigh
the additional configuration. To decide whether RPC over HTTP can be implemented for your
organization, a couple of factors need to be considered. They include:

e Does your server infrastructure have the minimum software versions required?
e Do the clients have the minimum software versions required?

e Can you deploy reverse proxy solutions for RPC over HTTP to provide an additional
layer of protection?

Requirements

Prior to implementing RPC over HTTP, you need to make sure that all the components within
your network meet the minimum requirements. The following is a checklist of the minimum
requirements for the servers on your network:

e All Exchange Servers must be running Exchange 2003, but I strongly recommend
Exchange 2003 SP1 or later due to improvements in configuration. Exchange 2003 must
be running on Windows 2003.

e All domain controllers/Global Catalog (GC) servers must be running Windows 2003.

e A server on the inside of your network must be designated as the RPC Proxy server. In a
small, single Exchange Server environment, the RPC Proxy service will run on the same
server as the Exchange Server. In a large environment, you should use the same server or
servers on which the Exchange 2003 front-end servers run.

e The RPC Proxy server must be issued an SSL certificate, and the certificate authority that
issues the certificate must be trusted by all client computers.
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On the client side, there is also a minimum configuration. The following are requirements for the
client:

e Outlook 2003 (recommend Outlook 2003 SP1 or later)

e Windows XP Pro SP1 with the hotfix in KB 331320, though that hotfix is applied in
Windows XP SP2.

e The certifying authority that issued the SSL certificate for the RPC Proxy must be trusted
by the client.

Deployment Scenarios

If you start putting together the potential permutations of configuration possibilities for RPC
over HTTP, you will end up with almost as many combinations as you do organizations that
want to deploy it. Figure 5.7 shows a typical deployment of RPC over HTTP for Internet-based
clients; this environment can easily be scaled up for larger environments or scaled back for
single-server organizations.

ISA Server
(application layer
firewall or reverse

proxy)

Exchange 2003

Exchange 2003 Back-end Server

Front-end Server

\ HTTPS
443

RPC data

tunneled via HTP -3 —> s >
] ala
Port 443 s
Exchange sends
dir laok
/ Parimetar Matwork dlir:g[loywtoogloub‘:asl‘
! RPC Proxy on Catalog
/ Firewalls Tl
/
\
=~| ~Outlook 2003 on Global Catalog /
Windows XP SP2 Domain Controller

Figure 5.7: Typical deployment of RPC over HTTP with front-end server and ISA Server.

One of the most important security precautions that is in place for the organization in Figure 5.7
is that a reverse proxy server such as ISA Server is used to publish the RPC over HTTP resource
to the Internet. Internet clients do not connect directly to the RPC Proxy server running on the
Exchange 2003 front-end server; instead, they connect to the ISA Server. The ISA Server
authenticates the connection, offloads the SSL overhead, and validates URLs before passing the
RPC over HTTP data on to the RPC Proxy server.
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¥~ Additional security and protection for your internal Exchange resources can be provided by using a
reverse proxy server to publish RPC resources to the Internet.

Figure 5.7 can easily be scaled up to larger organizations by merely adding additional ISA Server
or reverse proxy servers in the DMZ and configuring load balancing and then adding Exchange
2003 front-end servers on the internal network.

Some organizations don’t have the level of complexity on the firewall side of things. Figure 5.8
shows an internal firewall, an external firewall, and an ISA Server inside the perimeter network.
There is also a front-end server on the internal network. In a single-server environment, the
organization may have a single firewall and Exchange Server. RPC over HTTP can easily be
scaled back to this point and still provide reverse proxy security. Figure 5.8 shows how a small
organization can use RPC over HTTP just as securely as a large organization.

Exchange 2003
Server
————— > .
- HTTPS/ .
/S 443
HTTPS | / IS \1
“ / Server ©
y firewall %
(with
reverse Exchange server,
proxy) domain controller/
global catalog,
Outlook 2003 on and RPC proxy

all in one box,

Windows XP SP2

Figure 5.8: Single server and single firewall scenario.

In this scenario, the Exchange 2003 Server also has the RPC Proxy component installed, so only
a single server is required.

There are a number of possible deployment scenarios for RPC over HTTP depending on the size of
your organization. For more information, read “Exchange Server 2003 RPC over HTTP Deployment
Scenarios”; this document can be found at http://tinyurl.com/26ac?.
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Topic 6: Protecting and Controlling Sensitive Information in
Email

Q 6.3: What can Enterprise Rights Management do for my company?

A Deploying an Enterprise Rights Management (ERM) system offers many benefits for your
organization. In the simplest description, an ERM system allows a more comprehensive
enforcement of your organization’s information security policy. Although there is far more to an
ERM than that, this description gives you a good starting point for understanding the benefits of
ERM.

# ERM systems help a company enforce their information security policies.

As you may already be aware, email allows for a quick and easy information leak out of your
organization whether the leak is intentional or accidental. An ERM solution significantly reduces
the likelihood of accidental disclosure and makes intentional disclosure more difficult by limiting
what the information consumer can do with the information. Unlike an S/MIME solution that can
protect email content, an ERM solution can protect any type of binary content to which an
application can be enabled—such as documents, spreadsheets, Web pages, presentations, and
PDF files.

# ERM solutions prevent accidental disclosure or sharing of sensitive information. A user must
consciously act to subvert information security policy.

For organizations that are affected by laws governing private information or information
security, ERM can help ensure compliance with these laws. In the United States, these laws
include the Health Insurance Portability and Accountability Act (HIPAA), the Sarbanes-Oxley
Act (SOX), the Gramm-Leach-Bliley Act (GLBA), and other regulations that are enforced by the
Federal Trade Commission (FTC).

Governments are now enacting “disclosure laws” that cover when sensitive or private
information about a company’s customers is disclosed. Recently enacted laws such as the
California Security Breach Information Act (SB 1386) states that companies must alert
customers whenever “unencrypted personal information was or is reasonably believed to have
been acquired by an unauthorized person.” Similar laws are now in effect in 23 states and will
likely be adopted at the federal level. Best practices and regulations such as NASD 2711
stipulate that investment banking be run separately from research and trading to ensure trust in
the public markets. However, unless physical separation is maintained, technologies that improve
communications, such as email or portal services, can serve as a conduit of improper
communication. This is often referred to as the “Chinese or Ethical Wall” scenario.
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ERM solutions are not just for organizations that are concerned with regulatory compliance,
though. Any organization that handles sensitive information, proprietary information, or
intellectually property can benefit from ERM solutions. Unlike traditional means of securing
data—such as firewalls, encryption, and file system permissions—enforcement of an
organization’s information security policies does not stop at the organization’s boundaries.
Information can be securely shared with business partners, customers, and vendors; the use of the
information can be audited, expired at the end of a project, or superseded by more recent content.
To get a better idea of how some organizations have benefited from ERM solutions and how
ERM has helped them overcome some of their information security problems, the following
sections explore a few ERM scenarios.

ERM and Compartmentalized Information

A government agency operates a classified network that is physically separated from its other
networks. However, not all users that use this classified network are cleared to access all the
information that is stored, processed, or shared. In the past, email containing compartmentalized
information has frequently been sent to distribution lists that included users that are not cleared
for that particular classification of information. In some cases, protecting the information is
important enough that the email administrator has to rebuild the server and restore data from a
backup that was taken prior to the accidental disclosure. Classified information is occasionally
(and accidentally) placed on removable media (floppies, CD-ROM, USB drives) and moved to
another network. These types of spillage of information are costly in terms of time, resources,
and often lost information.

ERM solutions allow this organization’s content authors to prepare content that is specific to a
particular compartment and apply an ERM template to that content when it is created. This
template automatically defines the users that are allowed to consume the content and it defines
what their rights to the content consist of, such as print, copy, modify, or forward. Users from
other compartments can be temporarily cleared to view specific information without having to
give them access to an entire public folder, file share, or Web server.

Confidential Reports to Customers

A consulting company provides confidential analysis of risk assessments, security
vulnerabilities, and mitigation recommendations to their customers. The reports contain large
amounts of sensitive infrastructure information about the customer’s network and computer
systems as well as current vulnerabilities and potential threats to the customer. Quite naturally,
customers are very concerned that this information does not fall into the wrong hands. The
reports also contain proprietary analysis information and methodologies that the consulting
company uses to gather and analyze the information. In the past, these reports have been passed
along to their competitors despite non-disclosure agreements (NDAS).

Clearly document watermarks and threat-of-legal-menace NDAs were not enough to protect this
information. In order to better protect both their customers’ sensitive information as well as their
own intellectual properties, the consulting company had to implement some mechanism that
provides tighter controls for the information they are providing to their customers.
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Implementing an ERM system allows the consulting company to publish protected content that
can be released to the customer but the consulting company still retains a great degree of control
over the content. A consulting report is valid for 60 days from date of issue after which the
content expires. All access to each report is audited by the rights management server. Specific
recipients at each customer are allowed to read the document, but only one user (usually the
person responsible for information security or the Director of Information Technology) is
assigned the rights to make printed copies.

The consultancy has found that an organization is much more likely to treat printed copies with
greater care when only a single person is responsible for dissemination of the reports. The NDA
now includes statements defining the responsibility and disposition of the printed copies of any
reports issued to customers.

Preventing Accidental Disclosures of Sales Information

A large reseller of computer equipment has had a couple of embarrassing incidents in which
customer pricing and profit repots have accidentally been released to customers by careless email
users. In some of these cases, this has resulted in lost sales and lost customers. In one case, the
recipient forwarded a customer’s pricing data on to a competitor. The company had to implement
some type of situation that would protect their sales data and statistics from accidental

disclosure.

All “internal only” sales-related content must now be protected at creation. The rights associated
with the content are applied via a rights management template so that the rights are applied
consistently every time. The rights allow anyone in the sales organization and company
executives to review the information, but only the content owners can modify the information or
print it out. Content expiration for all proposals are automatically assigned a lifetime of 90 days
so that out-of-date information is not used.

Download Additional eBooks from Realtime Nexus!
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