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Chapter 6: MSI Deployment Roundup

by Jeremy Moskowitz

They say that getting there is half the fun—if such is the case, you’ve already experienced half
the joy of your MSI deployment journey. Up to this point, you’ve been through the ins and outs
in getting your MSI file “just right.” In Chapter 1, you learned about what an MSI file is and why
you would want to use one. In Chapter 2, you discovered the tools you can use to create MSI
files, and in Chapter 3, became familiar with the internals of the files. In Chapter 4, we explored
the best practices for building MSI files, and in the last chapter, you learned how they work
inside and outside AD environments. Now, you’re ready for the last leg of the journey—the
deployment to your client systems of the MSI files you’ve created. In this chapter, we’ll explore
myriad free, cheap, and third-party deployment options for getting the MSI file from the
administrative workstation where you developed the package onto the plate of each of your
systems. Let’s start with MSI deployment methods that are free.

¥~ While reading this chapter, try to determine how and where to standardize. You will be much happier
with your day-to-day MSI deployments if you can find one “tried and true” method for your
environment and stick with it. All of the following options are approaches to solving the same
problem—qgetting the MSI file onto the user’s desktop and installing it. With so many possibilities,
you'll benefit from standardizing on one method, if possible. If that’s not an option, you can
standardize on an option for each specific type of problem. For instance, you might use one method
for the home office and another for branch offices.

MSI Deployment for Free

When it comes to deploying your MSI file to your client base, you’ll need some sort of
deployment mechanism to get the MSI tool to the desktop. Free is good, but be wary as
oftentimes you get what you pay for. The free deployment methods each have pros and cons (the
pros generally being that the method is free), but on a limited budget, these methods might just
be the best or the only option.
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Chapter 6

Sneakernet

Sneakernet is the tongue-in-cheek description of, basically, running around to each workstation
to perform the same task. After you have developed your MSI file, you could, theoretically, burn
a copy to CD-ROM and roam the halls, hopping from desktop to desktop to perform the
installation. This method is as simple as popping the CD-ROM or floppy into the user’s system,
and double-clicking to start the installation. However, if the user does not have Administrative
rights on his or her workstation, a simple MSI package could generate a host of miscellaneous
installation or runtime problems, as Figure 6.1 shows.

i WinZip Setup — =] ]
Updating System 6
The features you selected are currently being installed, ) o

i

Witing spstem registry values.

Fep HEEY_LOCAL_MACHIMESSOFTWARES | Mafinlni
Marme: win32_verzion
Walue; B.3-8.1

Time remaining: 0 seconds

i'.é'- Installer Information

Error 1406, Could nat write value wind2_wersion to key
HEEY_LOCAL_MACHIMENSOFTWARESMico Mak

=" ComputingswinZiptafinln.  Yerfy that you have sufficient
access ba that key, or contact your zupport perzonnel.

Wige [nstallation Wizard®———

Figure 6.1: Most packages require Administrative privileges.

This scenario represents most environments, in which users don’t have administrative rights on
their workstations. Thus, you will need to perform the installation on behalf of each user through
Sneakernet. To do so, you’ll need to elevate the user’s installation rights, and perform an
installation on behalf of a user by using the runas command. For information about runas, see the
following sidebar “The Runas Command.”
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The Runas Command

The runas command has the ability to allow a particular process to run in the context of another user;
say, the administrator of the local workstation. Once the rights are in an elevated state, the administrator
has the control required to accurately perform the installation. The runas command takes the following
form:

runas /user: {DOMAIN}\{username} command.exe.

After you run this command, the system then prompts you for the password of the user to elevate. If the
command you want to run has any spaces, you need to put the command into quotation marks.

To launch an MSI file in an administrative context, you can’t simply specify the .MSI file on the command
line; instead, you need to call the parent application for an MSI file—MSIEXEC. As you might recall from
Chapter 1, one of the command-line syntaxes of MSIEXEC—specifically msiexec /i—will perform an
installation. You can use runas and msiexec together, as Figure 6.2 shows.

WINNT" System32,cmnd.ex

C:swwinzip_install>dir
Uolume in drive C has no label.
Uolume Serial Mumber iz B@BA-3%766

Directory of C:owinzip_install

d1.-82-2003 11:86p <DIR> .
A1.-02-2003 11:B6p <DIR> -
d1.-082-28803 11:18p 52,392 winzip—installation changes.htm
d1.-082-2803 11:18p 5.455 winzip—installation seguence.txt
d1.-082-2803 11:22p B compile.loy
d1.-82-2083 11:18p 2,576,384 winzip.m=i
d1.-82-28803 11:22p 909,312 winzdip.wsi
5 Filed=> 3.543,.543 hytes
2 Dirds> 15,.116.588,.992 hytes free

Cwinzip_install>runas Auser:BRAINCORE“Administrator "msiexec 1 c:“winzip_installswinzip.msi"
Enter password for BRAINCORESAdministrator:
Attempting to start "msiexec ~i ciwinzip_dnstallswinzip.msi" as user "BRAINCORE-“-Administrator'...

C:swinzip_install>

i'e!rl' WinZip Setup

Welcome to the WinZip
Installation Wizard

Itiz stranaly recommended that you exit all Windows programs
before mnning this setup program.

Click Cancel to quit the setup program, then cloze any programs
yau have running. Click Mext to continue the installation.

WARNIMG: Thiz program iz protected by copyright law and
international treaties.

Unauthorized reproduction or distibution of thiz program, or any
portion of it, may result in severe civil and criminal penalties, and
will be prazecuted to the maxinum extent pozsible under law.

Cancel |

Figure 6.2: The runas command can help install packages that require administrative privileges
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Sneakernet will work best for only the smallest environments. After about the tenth workstation,
the installations will become very tedious. In addition, only the most finely tuned MSI packages
will be successful by using Sneakernet because, in general, your MSI packages will usually ask
for qualifying information, such as the directory to install to, the features desired, and so forth. If
there is more than one person performing the installation, there’s likely going to be more than
one method of installing the software. More methods equals more errors equals more problems.
Even with the best documentation, the best staff, and the best of intentions, there is still the great
chance of error during installations. Unfortunately, even with the best of intentions and direction,
when you give an .MSI file to 100 people, you could potentially wind up with 100 different
installations.

Sneakernet has the following cons:

e No guarantee that the population to which you’re distributing has the software installed in
the same manner

e No guarantee that the population has the correct hardware to run software

e No guarantee that the staff loading the software has the correct knowledge to do so
However, Sneakernet does have pros:

e Increased contact between IT staff and end users

¢ Free one-on-one training opportunities after post-load

Batch File Installation

One method that does the job of deploying MSI packages is the good ol’ batch file. Although this
technique is a bit raw in practice, many systems administrators have honed it to a fine art. The
idea is simple: modify your network logon scripts to determine whether a user is in a particular
group, and have the batch file kick off the installation for the user.

To successfully pull off this trick, you can choose from many tools that will help you determine
the group membership of the currently logged on user. One such tool is easy to find as it’s
available in the Win2K resource kit—IFMEMBER.EXE. You can call this tool in a basic batch
file or use the more powerful KiXtart, which is a full scripting language and can be substituted
for normal logon scripts.

# KiXtart 95 is located in the Win2K resource kit. For Win2K, it has been updated to allow for
conditional branching based on Win2K AD sites. For instance, if the computer that runs the batch file
is in the New York site, then perform some actions, and if the computer that runs the batch file is in
the Philadelphia site, then perform some other actions. An even newer version of KiXtart, KiXtart
2001, is available at http://www.kixtart.org/.

For an example, we’ll use IFTMEMBER.EXE, which will raise the environment variable error-
level code to 1 if the membership is met. For instance, suppose you had an NT or Win2K
domain-based group named ITGROUP with a member named John, and John logged on, then the
error-level code would be set to 1. With this little bit of knowledge, you can get much
accomplished. Listing 6.1 shows an example logon script addition that begins to achieve our
goal.
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ifmember DOMAIN\ITGROUP
if not errorlevel 1 goto NOT ITGROUP
rem load IT Group’s software
EXIT
:NOT ITGROUP
rem load other groups’ software
EXIT

Listing 6.1: Example IFMEMBER logon script addition.

In each part of the branch, you would run an MSIEXEC command with the software you wanted
to install. However, if you ran this script upon next logon, once again, MSIEXEC would kick off
and reload the software. To prevent this from happening, one option is to enhance the batch file
to place “flag files” in strategic locations of the file system for each loaded piece of software. For
instance, if you were loading DogFoodMaker5.msi, you might use the logon script to place a 0
byte DogFoodMaker5.txt file on the C:\ drive. In addition, we need one more line of code to
jump over the MSIEXEC installation if we’ve placed the file there before, and presumably we’ve
performed the installation. Therefore, we enhance our logon script a little bit by adding the lines
that Listing 6.2 shows.

If exist c:\DogFoodMaker5.txt goto BRANCH2
Echo software loaded > c:\DogFoodMaker5.txt
MSIEXEC /I \\server\share\dogfoodmaker5.msi
:Branch?2

rem check to see if next flag file exists

Listing 6.2: Additional example text to add to a logon script.

This code will use the command interface’s i f exist command construct to verify that the flag
file exists. If it does exist, then jump to another branch of the batch file or exit. If not, create the
flag file by using the echo command, and create a flag file on the fly—in this case
DogFoodMaker5.txt with the works “software loaded” inside it. Finally, execute MSIEXEC
with the /i switch to load the software.

%~ You might also choose to make the flag file a hidden file (via the attrib command) to ensure that it's
not readily seen by prying eyes.

However, if the MSI installation fails, this addition to the logon script could be a disaster because
the flag file is already written but the MSI installation didn’t fully complete. You might use other
additional checks, such as the known path to the .EXE file, or use additional tools to search the
registry for the MSI’s GUID.

As we learned in the Sneakernet section, you might run into situations in which you need to
launch the MSIEXEC command in the context of the administrator. To do so within a batch file,
you would need to expose the administrator password in the batch file with a command such as
SU (found in the resource kit), causing a security risk by having the password totally exposed.
To combat that, you might want to inspect myriad batch file compilers, which will wrap up batch
files into .EXE files, which cannot be read as the logon script goes by. Although this method
isn’t the most secure for accomplishing this task, it at least presents a deterrent.
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# Both NT and Win2K domains can optionally execute .EXE files instead of just .BAT files for the logon
process if desired.

5~ One such batch file compiler is called Winbatch + Compiler. You can find this tool at
http://www.winbatch.com/wb-compiler.html.

As you can see, the process of creating a batch file is easy but not simple. Every time a package
changes, you need to keep on top of the script or scripts that are called to do the work. You have
a new package? You change the logon script. However, most troubling, is that if something goes
wrong during the MSI installation, users might not be able to interpret the feedback to help you
assist with troubleshooting. The free nature of batch files might make them a tempting option,
but they are usually difficult to work with when you have many MSI files and many machines to
deploy to.

Batch file deployment has the following cons:
e No guarantee that the population has the correct hardware to run the software
¢ No centralized reporting to administrator if something goes wrong
¢ Batch file maintenance could be burdensome
However, batch file deployment has the following pros:
e Batch file creation is easy

e With enough elbow grease, you could have one logon script controlling all software
deployments

e Theoretically, guarantees that a specific population of users (NT/Win2K group) has the
same software
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Microsoft MSI Deployment with Group Policy

In Chapter 1, we discussed the Windows Installer service built-in to Win2K and newer clients.
As a refresher, the Windows Installer service installed in Win2K can be seen in Figure 6.3.

2 Computer Management -|O] %
&) Ele Action View Window Help A |;|g|51
‘<:= S e s
@ Computer Management (Local] | Name # Description | Status Startup Type =
E‘ﬁe System Tools 884 TCP/IP NetBIOS Helper Enables support for NetBIOS over TCP/IP (NetBT) service and NetBIOS name resolution. Started Automatic
g Event viewer s Telephony Provides Telephony APT (TAPI) support for pragrams that control telephony devices and TP based ... Started Manual
EI Shared Folders &y Telnet Enables a remote user to log on to this computer and run programs, and supports various TCP/TP ... Manual
%G Local Users and Groups |%sTerminal Services Allows multiple users to be connected interactively to a machine as well as the display of desktops... Started Manual
; Performance Logs and # s Themes Provides user experience theme management. Started Automatic
“.-&2) Device Manager %Unmterrupnble Power... Manages an uninterruptible power supply (UPS) connected to the computer. Manual
=& Storage %% Universal Plug and Pl... Provides support to host Universal Flug and Play devices. Manual
=& Removable Storage s Upload Manager Manages synchronous and asynchronous file transfers between clients and servers on the networ... Started  Automatic
W Disk Defragmenter %VMware Authorizatio... Authorization and authentication service for starting and accessing virtual machines Started Automatic
& Disk Management %VMWare DHCP Service DHCP service for virtual networks Started Automatic
=2 Services and Applications s VMware NAT Service  Network address translation for virtual networks Started  Automatic
.48 [Sarvices &y volume Shadow Copy ~ Manages and implements Volume Shadow Copies used for backup and other purposes. If this ser... Manual
£ WM Control & WebClient Enables Windows-based programs to create, access, and modify Internet-based files. If this servi...  Started Automatic
S Windows Audio Manages audio devices for Windows-based programs. If this service is stopped, audio devices an...  Started Automatic
-8 Indexing Service %Wmduws Image Acqu... Provides image acquisition services for scanners and cameras. Started Automatic
kg Windows Installer Installs, repairs and removes software according to instructions contained in .MST files. Manual
&y Windows Manageme... Provides a common interface and object model to access management information about operatin... Started Automatic
%5 Windows Manageme... FProvides systems management information to and from drivers. Manual
&y Windows Time Maintains date and time synchronization on all clients and servers in the network. If this service is...  Started Automatic
&% Wireless Zero Config... Provides automatic configuration for the 802.11 adapters Started Automatic
%% WMI Performance Ad... Provides performance library information from WMI HiPerf providers. Manual -

[E—

Extended }\ Standard

Figure 6.3: The Windows Installer service is built-in to Win2K and Windows XP.

It’s not the service itself that’s exciting, rather what can be done with the service. This service
really comes to life when the Win2K client is used within a Win2K AD. The reason is that the
service enables you to centrally deploy MSI files without having to worry about the
administrative context of the user.

To connect to and leverage the Win2K service, you’ll need to work a little bit. For small to
midsized environments, Microsoft suggests that you check out a new technology built-in to
Win2K AD. That technology is software deployment via the Group Policy mechanism. This
mechanism is part of the Win2K feature set called IntelliMirror, whose goal it is to maintain

system state from machine to machine as well as maintain overall system state health.

The software deployment features are very cut and dry—that is, they work under a very specific
set of circumstances. First, Group Policy software deployment is typically meant to work with
MSI files, though .EXE files are supported under very limited circumstances. At this point,
you’ve wrapped up your applications as MSI files, as we covered in Chapter 2. To use Group
Policy to deploy these MSI files, you must have a Win2K AD domain (this environment is likely
an uphill battle to achieve). In addition, Group Policy applies only to Win2K and Windows XP
clients—so the clients to which you want to deploy software must be running Win2K or
Windows XP. Again, this requirement might prove difficult in larger environments. However, if
all these conditions are met, you can start to experiment with Win2K Group Policy software

deployment.

For an in-depth view of how to deploy each IntelliMirror feature, learn how Group Policy works (and
how to troubleshoot it if it doesn’t), and additional helpful tips and tricks for software deployment with

Group Policy, check out Windows 2000: Group Policy, Profiles, and IntelliMirror (Sybex).
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# In this section, we won'’t explore every Group Policy option with regard to software deployment. For
your beginning practice, you'll want to start simply with a Win2K AD and a single Win2K Pro
workstation.

After you create a new Group Policy object (GPO), you can edit it. When you do, you’ll see that
there are two software installation settings sections (as Figure 6.4 shows)—one for computer
configuration and one for user configuration.

=loix|
| acion vew || & = | 0@ B[R

Name I
a Computer Configuration
8 user Configuration

—T Software Settings
) Software installation

windows Settings
[#- ] Administrative Templates
= @User Configura
-] Software Settings
i Software installation
— akting

B

[ (] Administrative Templates

Figure 6.4: You can deploy packages to either computers or users.

At this point, you need to make a determination about how you want your software to be
deployed. You can select to distribute a new Package, as Figure 6.5 illustrates.

= @ User Configuration
=] Software Settings

=+ Windows Settings m

#-_ Administrative Temp o ’
Refresh 4]
4dds a package. Export List...

Properties

Help

Figure 6.5: Choose either computer or users, and right-click to select New, Package.
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You’ll then be prompted for the star of the show—the MSI file that you created in the previous
chapters. Figure 6.6 shows this window.

open 2| x|

Look in: |*EiHy Documents j A f_"f Ed-

m | )My Pictures

Histony

Desktop

w

My Documents

=]

=
o7

ty Computer

File name: I/f—”"_____““—\ ~ Open

Files of type: W Installer packages ['.rﬂ/) :I Cancel
- 4

Figure 6.6: Select your MSI file for deployment.

For example, suppose you complete this set of tasks to deploy an MSI package to a user. In such
a case, only the icon representing the software will make its way to the user’s desktop. The icon
is representative of a component that triggers the installation of its parent feature. A single
feature can contain any number of advertised shortcuts. Once the user selects that icon, the
required components to support that feature are installed in a just-in-time fashion. This
installation usually incurs some delay from when the client clicks the desired icon and the
application starts. However, this delay is only present for the first installation of the software;
subsequent clicks of the icon result in quick loading the installed version of the software from the
hard drive.

If you deploy your MSI package through the computer option (rather than user) all features in the
MSI are loaded, and they appear loaded for each user who uses the computer. This method gives
whoever is using the machine no options about which components are to be installed.

Group Policy software deployment has the following cons:
e Requires Win2K AD
e Requires Win2K or Windows XP clients

e (Can be difficult to manage with a large user population as a result of a complex OU
structure

e No choice in which components are potentially available
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Group Policy software deployment does have its share of pros:
e Software can be deployed to either users or computers via Group Policy in AD
e Deployment is easy

e Theoretically guarantees that a specific population of users (an AD OU, for example) has
the same software

MSI Deployment with Third-Party Tools

Another option for deployment of your MSI packages is to use third-party tools. The following
sections explore how you can use the assistance of your MSI repackaging tool to hand off your
package to a third-party deployment mechanism. We’ll also discuss how to deploy packages
even if you don’t have a third-party package-creation tool to assist you.

Deploying with the Assistance of Third-Party Repackaging Tools

In Chapter 2, you learned about the various tools you could use to create your MSI packages. In
that chapter, we discussed several free or cheap options to get the job done; however, to get the
job done with finesse, I suggested that you look into purchasing a third-party tool. Indeed, the

initial cost of a third-party tool can be mitigated if you use enough of the features it has to offer.

When we discussed the tools, we talked mostly about how tools wrap the packages into proper
MSI files for future deployment. Some third-party MSI wrap-up tools have something special:
the ability to deliver that MSI in a format that’s “ready” for a third-party deployment mechanism
to pick up. In other words, the third-party MSI creation tool doesn’t directly have the ability to
deliver the MSI it wraps up; rather it can pass the wrapped file directly to your company’s third-
party deployment choice. The goal is to have a seamless transition between the tool you use to
create your MSI package and the tool you use to deploy your MSI.

To accomplish this task, you can use any number of tools, including Wise Package Studio and
InstallShield AdminStudio. InstallShield has partnered with Marimba to offer repackaging and
deployment functionality. In this example, I’'m using the Wise Package Studio to transition my
package to any number of supported third-party tools. To do so, I’ll use the Package Distribution
wizard, which Figure 6.7 shows.
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Hwisc Package Studio 4.0 - Enterprise Edition ;Iglll
File Edt View Reperts Help

I |
DO« |[EEA S

Requests | Projects

Package Distribution

|
Customization Purpose
Use the Package Distribution tool to share or deploy an installation. With the
B Windows Installer E ditor Package Distribution tool, you can copy an installation either in a compiled,

Tl ‘wiseScript Editor executable form {.MSI or .EXE) or as a project {(.WSI or .WSE) with its external
i P source files to the Wise Software Repository share point and to a network

5 |nstalT ailor directory. You can also copy the compiled, executable form of the installation to
an FTP server or install it with a Windows Installer administrative installation,

2 UpgradeSync You can even prepare your installation’s .MSI file for deployment to end users
& Palch Crealion using any of the following major distribution systems: Microsoft® SMS, Novell®

27 Command Line Buildes ZENworks®, ON Technology's ON Command CCM™ or ON Command

_— SiteManager™, and Novadigm® Radia®. e
Validation

How to Use
1, Start the Package Distribution tool by double-clicking its icon.
Conflict Reszolution The Specify File to Distribute dialog appears.
2, Specify a file to distribute and click Next.
The Distribution Method dialog appears.
3. If you chose a \'WSI file to distribute, and if it contains multiple releases, a

#® Package Validation

) 05 Snapshot
o Confhctidanager

|:[ Application |zolation drop-down list appears at the top of the Distribution Method dialog. Choose
B the release that you want to distribute from the drop-down list.
| Quality Assance 4. Mark the option for the type of distribution you want to perform.
0 Test Expert * Microsoft SMS 1.2 or Microsoft SMS 2.0. This prepares a Windows
s Installer package (.MS1) for distribution by Microsoft’s Systems
Release Management Management Server {SMS) product, LJ

'+ Description

L4l

Figure 6.7: The Package Distribution wizard hands off the MSI to any number of distribution applications.

Once launched, the Wise Package Studio automatically detects which third-party distribution
programs you have installed. It then presents you with the ability to push to the various third-
party programs or select alternative methods to get the package out the door (see Figure 6.8).

¥ Package Distribution x|

Diztribution Method

Select the specific distribution method you want to uze from the list below. Options are available
bazed on what type of file you chose and what distibution systems are installed.

Distribution Systens r— Distribution kethod Details
€ Microzoft® S5 Mowes a'windows Inztaller package [5SI1)
i & & into Movell ZEMwarks. This option is
Wavell® ZEHwarks ) available only if Hovell ZEMworks version
" ON Command MS1 Package Wizard 3w ar 4.0 iz installed on the same computer
" MNovadigm® Radia® az Wize Package Studio. Use thiz option
to deplo_l!J your finizhed inztallation to end
Other Distribution Optiohs —————— | users using ZENworks.

€ ise Software Repositary Share Paoint
 Metwark,
£ Installation arly
€ Fraject file and saurce files
= FTP Server
" Administrative [nstallation

< Back I Meut > I Cancel

Figure 6.8: Popular distribution systems and other deployment options are presented with this MSI
repackaging tool.
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For example, selecting Novell ZENworks brings up the ability to easily migrate the package to
that distribution method. This feature supports all the normal Novell features, such as Tree Name
and Context, as Figure 6.9 shows.

& Package Distribution x|

Movell ZENworks

The inztallation will be publizhed ta Movell ZEMNworks uzsing the settings specified below.

—MDS Information

Application Object M ame: |W’inZip

Tree Mame: |
Browse. ..
Context: |
Jser Mame: | Browse... |
— Transforms
Add...
[relete |
Miowe |
iove Do
< Back | Eirizh | Cancel |

Figure 6.9: One possible way to distribute your package is through a third-party tool such as ZENworks.

Other hand-off functions are similar in that they target the specific third-party tool with exactly
what’s required. Each hand off is a bit different, so be sure to test each option if you have
multiple third-party distribution methods in conjunction with an MSI repackaging tool such as
this.

Third-Party Distribution Methods

You might not have a third-party MSI creation tool to assist you in handing off to your third-
party distribution method. For instance, you might have used one of the free MSI creation
tools—such as WinINSTALL LE or the SMS Installer—that don’t offer the ability to hand off
the resulting MSI file to any distribution mechanism. In either case, you need to learn about how
to deploy your MSI file. This section examines several third-party distribution methods for
deploying MSI files.

As I talk about third-party tools, my goal is educate you about some of the possibilities available
to your for deploying MSI files. The programs we’ll explore offer myriad functionality—
software inventory, software metering, remote control, and even OS deployment features!
However, I’ll stick to discussing the MSI-centric features of these solutions.

Each tool takes a slightly different angle toward how they handle MSI file deployment and
management. Hopefully, one of the tools I discuss will give you ideas about how to best deploy
MSI packages in your organization.
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| simply don’t have enough space to cover each tool that can deliver MSI files. However, you can find
a list of deployment (and repackaging) tools at http://appdeploy.com/tools.

Microsoft SMS and MSI Deployment

SMS is Microsoft’s offering to deploy any and all files to your Windows desktop. SMS is robust
in many ways, including the ability to deploy files to any 32-bit Windows desktop. I’ve
categorized it as a third-party MSI distribution solution because it is an add-on product (you
cannot do most of what SMS does “right out the box” with just Win2K).

A little background about SMS: Out of the box, SMS 2.0 wasn’t originally intended to deploy
MSI files. Rather, it was mostly meant to deploy .EXE files. Indeed, for years, the SMS
repackaging tool (the SMS Installer tool) didn’t create MSI files, it only created .EXE files. Only
recently, as we explored in Chapter 2, did the SMS Installer repackaging tool offer MSI file
creation functionality.

& As mentioned in Chapter 2, not every MSI function works correctly when creating MSI files using the
SMS Installer tool. Therefore, you might want to consider using a full-featured third-party repackaging
tool to create your MSI files. Then you can use the information here to continue to deploy that
repackaged MSI file using SMS.

Deploying MSI files with SMS is somewhat different than deploying .EXE files with the tool.
You need to prepare a little before doing wholesale deployment of your MSI files with SMS.
First, you need to deploy the latest Windows Installer bits to your PCs, which can be a
monumental task. Like an MSI, you must deploy Windows Installer as an .EXE deployment.

Get the bits you need for Windows 9x and NT 4.0 at
http://www.microsoft.com/msdownload/platformsdk/instmsi.htm. The bits for Win2K and Windows XP
are already installed, but you can update them if you want. Check out Chapter 1 for a refresher of
which versions of Windows Installer are available.

When it comes to actually deploying your MSI files, you’ve got a little more work to do. First,
you need to set up a share point with read access to everyone. Next, you need to perform an
Administrative Installation of your MSI file into that share. Recall from Chapter 2, that an
Administrative Installation unpacks the guts of the MSI file and dumps the necessary contents to
a directory.

¥~ Recall that you can run an Administrative Installation using MSIEXEC /a such as

MSIEXEC /a myfile.msi

In the example that Figure 6.10 shows, I’ve performed an administrative install in the directory
called e:\csav_distry, and created a new package pointing at the distribution source.
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Figure 6.10: After creating your Administrative Install, you’re ready to deploy MSI packages with SMS.

Once the files are in the directory and the SMS package is defined, you can continue to leverage
your knowledge of the MSIEXEC syntax to deploy the packages to your SMS clients. You’ll
create a new program, as Figure 6.10 shows. Recall that to perform an installation of a particular
MSI file, you use the msiexec /i <filename.msi> syntax (you must also specify a transform
and/or command-line switch to automate the installation). This syntax is the same syntax that
you pump into an SMS program to perform the installation, as Figure 6.11 illustrates.

# InSMS, a “program” is defined as the command line used to kick off a package.
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Figure 6.11: Use the MSIEXEC command line to assist with your deployment using SMS.

There are many additional options at your disposal for configuring how to run an MSI file at an
SMS client. For example, if you supply an /M switch, you can generate a status MIF file, which
SMS will pick up and inventory to let you know what happened during the install. Using the
information you already know about MSIEXEC and Windows Installer, it’s a lot easier to

perform the task.

¥~ You might want to check out Microsoft’s additional notes about deploying MSI files when using SMS

and Windows Installer at

http://www.microsoft.com/smserver/techinfo/deployment/20/deployosapps/deploymsi.asp.

MSI Deployment and Management with Altiris Client Management Suite

Altiris’ Client Management Suite is another third-party method to distribute and manage your
MSI files. The Client Management Suite has many layers; we’ll focus our attention on its MSI

hot spots. Three parts of the Client Management Suite deal with MSI files:

e The deployment solution can send out an entire OS image. Once the image is deployed
and finished, the deployment solution can pull an MSI package and install it before the

user logs on for the first time.

irealtimepublishers.com"' 161



http://www.microsoft.com/smserver/techinfo/deployment/20/deployosapps/deploymsi.asp

Chapter 6
|

e The software delivery solution is the suite’s main software delivery mechanism. It’s
similar to SMS in functionality and terminology. For instance, to deploy MSI files, you
use the MSIEXEC command when you set up your packages and programs.

e The application management solution lets administrators scan machines to determine the
health of their distributed packages (either distributed via Altiris or some other
distribution mechanism). This process can perform a scan of the machine, then report
about the general MSI health of the system, as Figure 6.12 shows.

# Altiris also offers an MSI/EXE repackaging tool similar to the SMS Installer that creates both .EXEs
and MSI files. This tool is called Rapid Install, and similar to earlier versions of the SMS Installer, it
requires an external .EXE to .MSI conversion utility.
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Figure 6.12: Altiris’ suite can help manage and fix MSI files once you deploy them.

If the deployment of one package has broken another package, the Windows Installer might not
know about this mishap and won’t fix it until the original program is launched. The suite’s
application management solution can scan the system and learn which MSI packages are
currently installed on the machine. It can then run through all the MSI interdependencies and
links to determine what is broken. Finally, it can trigger the Windows Installer service to perform
an automatic repair. Either quick or full scans can be chosen, as Figure 6.13 shows. A quick scan
examines the MSI’s key path and attempts a fix. A full scan tracks down all associated
components and DLLs of an MSI and attempts to ensure that every bit is back in order.
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Figure 6.13: The suite’s repair option allows for “Quick” or “Full” MSI scans.

Also available is the ability to create a baseline of a known good local machine, then do
comparisons against a broken machine. You can compare which MSI components are registered
in the registry. Simply find the broken component, and you’re off to the troubleshooting races.

Altiris also provides several reports that can help explain how packages are interacting with the
Windows Installer service on each client system, as Figure 6.14 illustrates. For instance, you can
get a quick view of Most frequently broken products or All repair attempts in the last N days.
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Figure 6.14: Altiris has facilities to run reports about the status of the Windows Installer service.
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Altiris’ suite continues with a rigorous MSI inventory. For instance, it can obtain a list of all MSI
features not installed. For example, perhaps when a user loaded an MSI file, the user chose not to
install a particular feature—say, the Help file. Altiris can examine which machines are missing
the MSI feature, then simply send a new job to the client computers to pull the feature from the
source to ensure that all clients are the same.

MSI Deployment and Management with ON Technology’s ON Command CCM

Another third-party technology that has the ability to push MSI files is ON Technology’s ON
Command CCM (change and configuration management). This product provides unique MSI
deployment functionality. For instance, CCM has the unique ability to bypass the entire
requirement for an Administrative Installation and lets you distribute complex MSI packages
directly from the source.

For example, in the windows that Figure 6.15 shows, I’'m telling CCM to deploy Microsoft
Office XP with FrontPage. The MSI file is called PROPLUS.MSI (in this example, I’'m grabbing
it directly off the CD-ROM).

ﬁDN Command MSI Package Wizard =l

|Weicome fo the ON Command MSf Package Wizard ‘

Ca

‘fou have a choice of creating a new CCM package
fram an MS1-compliant installation program provided by
3 software vendor, or of modifying a CCM kS| package
that you have previously created.

% Create a new package

" Modify a previously created package

Inztallation package [M5I database] :

tach"Ology [HNPROPLUSMS| Browss . |
Tranzform file (MST file] -
I Browse .. |
Yersion 2.0

< Back I Mext > I Cancel | Help |

Figure 6.15: CCM allows for you to bypass the administrative installation step.

CCM goes one step further: It has the ability to add a transform file you create right into the
definition as well as essentially create customized transforms on the fly! If you do not choose an
MST file, CCM will crack open the MSI file and locate the changeable variables. Instead of
going through the lengthy customized MST creation process for your application (or by using a
third-party MST creation tool), you can bypass it all and use CCM (see Figure 6.16).
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Figure 6.16: You can tap directly into an MSI’s properties and change them on the fly.

In my example, I’ve changed the value of Office’s ARPHELPLINK, which defines the location
of online Help. Usually, it has a link to Microsoft. However, using CCM, I’m changing the
location to my own company’s internal support Web site.

When it comes time to target the package to your client systems, CCM has an additional notable
feature. That is, it allows you to target the machines you want, and, in spreadsheet fashion,
simply select which systems will get which MSI features once they hit the target machines. As
Figure 6.17 illustrates, each of these three systems (gx150x, nx1, and MINI) will have the Office
XP features in one of the MSI potential installation states.
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Figure 6.17: You can specify which computers get which options on the fly in spreadsheet form.

MSI Deployment with ONDemand Software’s WinINSTALL

Another product that can help deploy your MSI packages is ONDemand Software’s
WinINSTALL (formerly owned by VERITAS). As we saw in Chapter 2, WinINSTALL has a
companion product called WinINSTALL LE that can help create MSI packages, which you can
then deploy via any distribution mechanism you desire—not just through WinINSTALL. Like its
companion product, WinINSTALL has gone through a long history of ownership. It was
developed by ONDemand Software, then Seagate bought WinINSTALL and WinINSTALL LE,
then VERITAS bought Seagate. Because VERITAS wanted to focus more on backup and
recovery, WinINSTALL and WinINSTALL LE were sold back to a newly reformed ONDemand
Software—and the products are back in development. WinINSTALL’s strength with MSI
packages is that you are able to view and manipulate all the features and components of an MSI
package that you create, as Figure 6.18 shows.

b realtimepublishers.com”

166

ise



Chapter 6

ile  Edit Actions View Help

HPLe=*=8 00D @dEHE|?W|

Motification Methods ;I — -
-8 Sample Applications Summary |Advanced Install Modesl Sharedl Cnndltlonsl Heportsl Scheduling | Replication
=
E1-5, Complete ARP leon:

E% Hidden shortcut feature
i @ {EFEAG24E-E0S5-4CE2-A209-C8B1278892B5}

E‘ % Hidden shorteut feature il Support [nformation... |
o @ {99463AA7-7394-4339-8E48-B30C3CCC03RT, [ Show Change bultan =

EI 2&: Hidden shortcut feature ¥ Show Remove button

These properties represent general product information and can be viewed by the
D uzer in Add/Remove Programs [ARFP) following installation.

= 0 {F7E74453-15945-4DEA-BC4E- 17AEE4T40EEE T M5! Schema: et ez

% Hidden shortout feature [z08 [Engish [Urited States) =]
@ {ATAEFDZD-3AES-4664-81D9-0096050891 CA}

[]---% Hidden sharteut Feature Yersian: Product |D:

. @ {DFDAETFD-18ED-4613-0507-ECHEC1 ACICTE) IEA] Jnane

: {561 D0AEE-AEES-4404-E720-637094FAZE 4} Erclvet Gl i

B e [{42B7E 456 D52 41FF-S014-47F457%EE .. | [Nicomac

- @ {B101294C-DATC-47FI-BCE3-BA0C0CSTEE02}

- @ {DE5E3495-3004-4E24-9D84-442F02 1 EBCDC) Package Code: Manufacturer's URL:

. @ {E0CTD444-060E-4D02-BIF9-E 7S ASTFISE} |{FBIEL DE-636E-47E B-B7EF-126B 4D 0546 .. ||

- @ {34AA3FEA-055E-4584-51E7-SEAFFFEFEALF} ) )

- @ JF9EAD4C-BE5E-45891-9DA5-FODESEZSDEES} ¥ Use global setting (Do not automatically update package code]

- @ {09479535-E770-4E60-900 1 -4FAEFSISSEDA} Comments :

- @ {SD4BS63E-0EFI-4505-BI5C-FIEZA4DL SDES =l

- @ {FIFOP4D7-B574-4680-A429-03BA2ETEES46}

@ {C326C20A-7AMD-48B7-9531-FO605 1 3DAIBEE

-
B (A2ATATON COOD ASTM ANSE A8ETEAAT1 2]
4 »
-

Tile [add [ FRemove |

. General nfa n'a
Bl Files " 1
Eﬁ Shortcuts g n'a
gﬁo‘a Regiztry 126 1]
Services 1] nia
150 Edits 0 0
A Advertizing néa néa
ﬁ! Patches and Transforms héa n'a

Figure 6.18: WinINSTALL displays all features and components of each deployable MSI file.

Once an MSI file is loaded into the WinINSTALL Console, you can see each of the features
(represented in Figure 6.18 with the little DNA-type icon) and each component (represented with
a green dot). In addition, at the feature level, you can easily make the initial determination
whether a feature should be installed on first use, loaded and run from the hard drive, or an
alternative option (see Figure 6.19).
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----- @ {E9ERD04C9-8655-4891-9D65-FODEZEZSDAES}
----- @ {09479635-E770-4E60-90D1-4FAEFSISEEIAY -
LI B (CrADocos NEEN ASMS DA ENETAAR ARDET I R I_I
Title [4dd  [Remove |
. General n'a néa
H Files 2 ]
m Shartcuts 1 néa
ﬁ‘“ Registry 0 ]
Services 1] n#a
& Edits 0 0 XS
A Bidvetizing nia ria

Figure 6.19: You can easily control the MSI installation state.

You can even dive in and take it a step further by determining which features and components
are going to be installed in what manner. For instance, you might only decide to install the
component related to the Help file (for example, to save space or eliminate confusion) of an
application if the ProductLanguage was English and if the machine was at SP1 or higher. By
drilling into the component and specifying the criteria you want to match, you can determine
which components will be installed (see Figure 6.20).
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----- @ {5D4BE636-06F3-4508-BI5C-FOE2A4D AdminProperties
""" @ {FOF074D7-ES74-4650-04929-83652E7] ServicePackLevelMinor AdminT oolsFolder
----- @ {C326C204-TAAD-48E7-9531-FO60512 Sharedwindows Adminl zer
----- @ {A3ATITSI-SFEE-4670-993F-AM5E 194 gn%l;‘%\;ﬁtgfmm i QE%’EEHF‘FT"ESBEDDT
o @ [4ERACERZ-2ERE-488E-B505-S0CA000 SourceDir ALLUSERS
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4
ServicePackLevel y= | [
Title [add [P I I =
General néa nd Add ith thi i 2 IAND 'l
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Bl Files 1 ]
Ea Shortouts 1 n ServicePacklevel >=1
gﬁo‘d Registry 1] u] 4 _>|
Services 1] nd oK | C | |
EEdis 0 0 anee
Advertizi / /
A tubvetising na " |The wersion number of the operating system service pack,
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Figure 6.20: You can control how each feature and component is installed.

In addition, WinINSTALL can do a compression upon your MSI file based on the features you
chose to install, as Figure 6.21 shows. That way, you’re only sending the necessary data to the
clients that need it; not the entire package.

=R : Save iy
E| Save As
Rename 27339285}
B Delete
BCCCDEES)
El Replace...
Add Feature F47406EE}
- viewEdit Tables...
rDSDS‘:—JlCF\}-
“"w
I s
W Cocan)
Export... 4 3E 34}
Expand... &705}
Schedule. 72802}
Send... FBCDC)
Merge:, . FFZ5E}
Replication 3 ZBMF}
EDGES)H
Transforms 3 H—
File Hash » | SDBS}H
Signing Tahles, .. ES46)
Upgrade Schema Yersion. .. DATEE]
Rl
Propetties. .. »

Figure 6.21: You can compress your MSI file before shipping it off to destination servers.
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MSI Deployment with Mobile Automation 2000

Mobile Automation 2000’s claim to fame is that it was the first kid on the block to perform a
“trickle down” deployment, through which users on slow links can download a package to install
in “drips and drabs,” then once fully downloaded, the job kicks off and runs. Imagine trying to
download, say, Office XP over a 56k modem in one fell swoop, and you can understand how this
feature might come in handy. Mobile Automation 2000 also has the ability to send software to all
sorts of Microsoft and non-Microsoft devices, such as Windows CE, Palm, and Blackberry, in
addition to standard Windows-based PCs. Mobile Automation 2000 builds upon its history and is
now a robust MSI package deployment mechanism.

Mobile Automation 2000 allows for a full script of any sort of install—including MSI files. In
the example that Figure 6.22 shows, the Execute MSI Package command is pulled off the
Command List as a possible first command to start an MSI deployment.

el B

: Wew PC Task Package - Mobile Automation Command List

: TODO: Add new bask commands here Add Log Entry &
Agent Configuration
Avithmetic:
Comment
Copy File
Execute M5I Package (Install) EDEﬁ fiom Package
Create Shortcut
General | MSI Package Files | Destination | Properties | U1 | Loget| > Create Snapshot
Delete File
Choose which action you are going totake: [ Use MsiEvec.exe Edit/Read INI File
Edit/Read MIF File
Install | Install or configure the product Execute MSI
Execute
Exit
Fil Exists:
Find File
FTP Connect
FTP Delete File
FTP Disconnect
FTP Get Fils
FTP Get Mult. Files
FTP Put File
FTP Put Mult. Files
Mame Origird Gather Files
[ GetFreeSpace
Get lnwentory

Gola

Identity Softwars

If, Then.

Impersonate Ussr Begin
Impersonate User End

OK Cancsl Help [ﬂ;é:lment “ariable

Messags Box
Palm - Copy/nstall
Parse Te File
Flay Sound
Power Off

RS Connect

RAS Disconnect
Registry Edit

Fegisty Get Value .

UM

Figure 6.22: Mobile Automation 2000 allows for pre and post scripting during an MSI installation.

Note that the Use MsiExec.exe check box is clear by default. The reason is that Mobile
Automation 2000 has the unique ability to install packages in two ways. When the check box is
selected, Mobile Automation 2000 will use MSIEXEC to install the application. With the check
box clear, Mobile Automation will use the direct Windows Installer APIs to perform the
installation.

Mobile Automation 2000 also has the ability to grab the state of certain attributes of the package,
such as if the package requires a reboot. In the example that Figure 6.23 shows, if the package
requires a reboot, you could make some additional changes before actually going forth and
performing that reboot. Doing so could save time during each and every deployment. Imagine
how much time you could save if you could squelch every MSI reboot until absolutely necessary,
perform the changes you wanted (which could also require a reboot), then reboot just once when
you’re ready.
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liw'|test1. pkg - Package Editor
File Edit Wiew Tools Help

DEH B2 avwX

: Mew PC Task Package - Mobile Automation

: TODO: Add new task commands here
Install MSI Package alexc.msi
If <msireboot> = 1 Then...
: Insert commands here bo execute when IF evaluates TRUE
EndIf

If, Then... Command

Comparizan
0K

[ B [

Cancel

Help

el

Figure 6.23: You can inspect the state of several MSI variables, such as whether a reboot is needed.

Finally, because Mobile Automation 2000 has the ability to use the direct Windows Installer API
calls (instead of just calling MsiExec.exe) to install the package, there is a huge jump in the level
of detail provided about precisely what happens during the install time of a package. Every
possible status code result is directly returned from the API function call and handled as a branch
condition, as Figure 6.24 shows. (The API error code list is quite long and only a fraction can be
seen in the drop-down box in the figure.)

est1.pkg - Package Editor

File Edit ‘iew Tools Help
NS E BE «vX
: Mew PC Task Package - Mobile Automation

: TODO: Add new task commands here
Install MSI Package alexc.msi
If <msireboot> = 1 Then...
: Insert commands here to execute when IF evaluates TRUE

EndIf
If, Then... Command
— Comparison
_DK
IF |<msitesulty ~ |- = |
succesz (] ~ Cancel !
invalid data 1 =3
irali el Help ’
call_nat_imple (120
Tame —rrar T T ® already_initialized [1247)
alexc.msi 738k 225K 0% | apphelp_block [1259)
install_service_failure (160
install_userexit [1602) M

Figure 6.24: Mobile Automation 2000 can branch on the precise error returned from the Windows Installer
API function for installation.
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Once you know the error code, you can conditionally branch to handle specific conditions or
simply make note of the error in a log file to help with MSI deployment troubleshooting. In the
example that Figure 6.25 shows, I’'m adding a warning flag to my Mobile Automation 2000 log
file if the error condition known as <msiresult> is anything other than “success (0).”

NS H B awX

s Mew PC Task Package - Mobile swtoration

' TODD: Add new task commands here
Install MSI Package alexc. msi
If <msireboot> = 1 Then..,
¢ Insert commands here to execute when IF evaluates TRUE
EndIf
If <msiresult > = install_notused (1634) Then...
! Insert commands here to executs when IF evaluates TRUE
EndIF
Registry Edit (Set Key): HELMSAM
IF <msiresult> |= success (03 Then...
Add entry to log, Text; "MSI reported result <msiresult=, Please check MSI source.”
: Insert commands here to execute when IF evaluates TRUE

EndIf
If, Then... Command
— Carmparizat 1
)4
If Li J!= L] isuccess[D] LJ _
Cancel
Mame
alexc.msi % B ﬂ

Figure 6.25: You can customize the error logs to demonstrate specifically what went wrong with an MSI
installation.

Additionally, Mobile Automation 2000’s inventory function can grab MSI data directly from the
desktop—such as how often certain MSI packages are being used (see Figure 6.26). Finally,
when the package is ready for uninstall, it can be uninstalled with a proper MSIEXEC uninstall
string.
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#- L] FaIMIPA Usage Unknown: 2 [%
L) Fantasia cm—
Total Machines: 2
+-[2] Fantasia
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+ [ 13600FERIO Frequently Used means that the software has been used 11 or mora Himes in the last month
+-[) 13600FERTO Occasionally Used means that the software has been used 3 or more times and less than 71 times in
%) 13600FERTO the last month
& g ICECHEST Rarely Used means that the software has been used less than 3 times in the last maonth
ICECHEST

{4 Reqistered Software
+ (3) Detailed Software
crobat 5.0 unatkende
ek Detaled Software
et System Inventory
nstall Status MIF.pkg
P Subnet Calculator.
olumz Game:. plig
B Koluma Tmage.rka

+ @7 setup.dat
+1-L5 ICECHEST
#- L] IT-ICURRIES ~
| >

I~

Figure 6.26: You can find out how popular the packages you deployed are by inspecting the usage statistics.

Summary

In this chapter, you learned about the free, the cheap, and the third-party ways to get your MSI
files out the door and onto your users’ plates. If you have a small environment, it’s possible you
can get away with Sneakernet or batch files. Midsized environments could make decent use of
Win2K’s Group Policy deployment features. However, the largest environments will likely need
an industrial-strength solution to get those MSI files out the door and fully managed day to day.

Windows Installer technology has been out and about for several years now, and much has been
written about it. Administrators leverage Windows Installer from a unique perspective, and they
need resources that directly address their IT management concerns with sensitivity to their
learning styles. To that end, we’ve tried to address Windows Installer technology management
issues with practical tips and techniques you can apply immediately to your packaging efforts.

It is our hope that this book will be such a valuable resource that it will become very “virtually”
worn and tattered as you reference it again and again.

Sincerely,

Jeremy Moskowitz and Darwin Sanoy
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