@
realtimepublishers.com®

The Definitive Guide To

Securing Windows
in the Enterprise

Don Jones




Chapter 6
|

Chapter 6: SeCUring SErvers and SEIVICES .......c.ciuiiieriirie et sie e sie et see e 127
LLOCK TE DO <.ttt b bbbttt ettt b et b et n e 127
Security TOr Mere IMOIAlS........ccueiiii et 128

How Big IS This ProblemM?.........ccvviieice e 129

RUNNING SCW ..ttt st 130

THE RESUITLS ...ttt 143

BeYONd the SCWW ... ..ottt be et e 144
SBIVICE SECUNLY ©..vvitieteesieetie sttt st et e e s te e e et e s te et eeseesseesteeseesseesaeeseesaeeseasseaseeseeneenneeseanee e 144
AACCESS CONLIONS ...ttt b et e et e s et e e be e st e sbeebeeneesbeeee s 149
FINAING PEIMISSIONS......ctiiiiiieie ettt re e e e teaneesneeaenneenns 150
PermissioNS REPOITING .....ocueiiiiiiiie ittt et sreesee s e 153
BaCKiNg UpP PerMISSIONS ........veiuieieiieiieeiesieesieseesteeste e staeste e staesae s e staenaesnaesneeaesneenns 154
SUMIMAIY .ttt etttk ekttt e e bt e e st £ e b e e e Rt £ e b e e e ab £ e ke e oAb e e b e e eRb e e ke e ambeenbeenmneebeeanneaneens 155

i
i realtimepublishers.com®




Chapter 6

Copyright Statement

© 2005 Realtimepublishers.com, Inc. All rights reserved. This site contains materials that
have been created, developed, or commissioned by, and published with the permission
of, Realtimepublishers.com, Inc. (the “Materials”) and this site and any such Materials are
protected by international copyright and trademark laws.

THE MATERIALS ARE PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND,
EITHER EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE,
TITLE AND NON-INFRINGEMENT. The Materials are subject to change without notice
and do not represent a commitment on the part of Realtimepublishers.com, Inc or its web
site sponsors. In no event shall Realtimepublishers.com, Inc. or its web site sponsors be
held liable for technical or editorial errors or omissions contained in the Materials,
including without limitation, for any direct, indirect, incidental, special, exemplary or
consequential damages whatsoever resulting from the use of any information contained
in the Materials.

The Materials (including but not limited to the text, images, audio, and/or video) may not
be copied, reproduced, republished, uploaded, posted, transmitted, or distributed in any
way, in whole or in part, except that one copy may be downloaded for your personal, non-
commercial use on a single computer. In connection with such use, you may not modify
or obscure any copyright or other proprietary notice.

The Materials may contain trademarks, services marks and logos that are the property of
third parties. You are not permitted to use these trademarks, services marks or logos
without prior written consent of such third parties.

Realtimepublishers.com and the Realtimepublishers logo are registered in the US Patent
& Trademark Office. All other product or service names are the property of their
respective owners.

If you have any questions about these terms, or if you would like information about
licensing materials from Realtimepublishers.com, please contact us via e-mail at
info@realtimepublishers.com.

realtimepublishers.com®


mailto:info@realtimepublishers.com

Chapter 6
-

[Editor’s Note: This eBook was downloaded from Content Central. To download other eBooks
on this topic, please visit http://www.realtimepublishers.com/contentcentral/.]

Chapter 6: Securing Servers and Services

The previous chapter showed you ways to make securing file servers a bit easier; this chapter
will focus on security for all servers: Web servers, domain controllers, application servers,
database servers, and more. Of course, all of these topics apply to file servers, too.

The crucial consideration to recognize about any server—regardless of OS, although I’ll focus on
Windows—is that the OS contains bugs. Some of those bugs will create security vulnerabilities.
Thus, the best practice for any server’s security is to try to shield those potential bugs and
vulnerabilities, which is much of this chapter will focus on.

Lock it Down

Many administrators spend hours locking down their servers—removing unnecessary services
and applications, blocking unnecessary TCP and UDP ports from external access, and so forth.
As the Windows OS has matured, these tasks have become easier for administrators. For
example, Windows 2000 (Win2K) Server includes the Internet Connection Firewall (ICF), which
allows you to block access to unnecessary ports if it is difficult to disable or uninstall the
software that is using these ports. As Figure 6.1 shows, Windows Server 2003 (WS2K3) Service
Pack 1 (SP1) upgrades the ICF to the full Windows Firewall, providing more granular control
and the ability to open ports based on tasks (such as file sharing) rather than forcing you to look
up port numbers.

%= Windows Firewall x|

General  Exceptions | Advanced

Windows Firewall is turned off. Y'our computer iz at risk of attacks and intrugions
from outside sources such az the Internet. We recommend that you click the
General tab and select On.

PFrograms and Services:

Mame

File and Printer Sharing
Remote Desktop

[ UPHP Framewark

Add Program... Add Part... Edi... Delete

[V Display a natification when Windaws Firewall blocks a program

()8 I Cancel |

Figure 6.1:Configuring the Windows Firewall.
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Unfortunately, all of Windows’ new capabilities are significantly hindered by the fact that much
of Windows functionality requires multiple services to be running, necessitates multiple ports be
opened, and are too poorly documented for administrators to accurately lock them down. Over
the years, Microsoft has amassed a series of articles (such as the one at
http://support.microsoft.com/default.aspx?scid=kb;en-us;287932 that covers Microsoft SQL
Server) that attempt to detail the ports needed for various services; however, these efforts have
never really come together into one comprehensive resource.

Security for Mere Mortals

Such was the case until WS2K3 SP1, which introduces the new Security Configuration Wizard.
SCW is, in many respects, one of the best arguments for upgrading at least one server in your
environment to WS2K3 SP1 (you must upgrade to SP1 in order to access SCW). As Figure 6.2
shows, SCW is based upon a set of XML-formatted configuration files that detail the various OS
dependencies associated with specific server tasks or roles.

4} ¢\ WINDOWS' security',msscw' kbs' Exchange.xml - Microsoft Internet Explorer ==
||
I

File Edit Miew Favorites Tools Help

DEack ~ 63 - [x] [ @ | ) Search 7 Favorites 421 | - B
Address I CHW INDOW S securityimssowikbs\Exchange. xml j a Go | Links *

%

| v

=7xml version="1.0" encoding="UTF-16" 7>
- «5CWEnowledgeBase Schemaversion="0.8" Functionalversion="0.8">
- =Roles>
- =Role Type="Server" Name="ExchangeBackEnd">
=Selected Yalue="CUSTOM" FunctionMame="8ATIsNotExchangeFrontEndServer"
DLLMame="scwhlp.dll" /=
- =DependsOn:
- =Roles>
<Role Mame="wWeh" />
<l-- IIShdwin iz reguired by Exchange Routing Engine =
<l-- W3SVC is regquired for communication with OWAL and OMAL Servers =
<l-- W3isVC depends on HTTPFilter =
</Roles=
=/DependsOn:=
- =Services>
<l-- MTA iz a task since MTA iz disabled by default on 3IBES =
=Service Mame="MSExchangelS" />
=Service Mame="MSExchangeMGMT" />
<Service Mame="MISExchangeSA" />
<Service Mame="RESvc" /=
<Service Mame="SMTPSYC" /=
<Service Mame="lanmanworkstation" /=

<l-- Required by System Attendant =

<Service Mame="lanmanserver" />

<l-- Required by System Attendant = _ILI
4| | »
|@ Dane l_l_l_l_l_l 4 My Computer
ct‘start| ey | B security Configuration w| 7 CUWINDOWS securityl, . ||@ C\WINDOWS securit... 10:54 AM

Figure 6.2: The SCW XML configuration file.

In Figure 6.2, for example, you can see a role named ExchangeBackEnd, which is an Exchange
Server back-end server. This role has several dependencies: It depends on the presence of the
role named Web, for example, as well as on a set of services and a series of TCP and UDP ports.
The XML shipping with WS2K3 SP1 includes role definitions for most Microsoft server
products as well as for common core roles such as domain controller, file server, and so forth.
This XML file finally consolidates all of Microsoft’s previously scattered knowledge about
which applications need which services and ports in order to function properly.
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# Because the XML file is well-documented and fairly easy to understand, you can easily update it to
include dependency information for your own internal applications, and other software vendors can
provide configuration information for their applications, as well.

All of this functionality allows SCW to lock down servers more accurately, providing what some
experts refer to as “security for mere mortals.” If you’re running WS2K3-based servers in your
environment, you can finally—with some confidence—lock them down to prevent yet-to-be-
discovered bugs and vulnerabilities from being as big a problem.

How Big Is This Problem?

It’s easy enough to determine which ports are currently opened by your Windows servers.
Simply run

netstat —a
from a command-line (or run
netstat —a —o

to see ports and their associated processes). As Figure 6.3 shows, a freshly installed standalone
server opens quite a number of ports.

¢+ Command Prompt

C:xDocuments and Settings“Administrator’netstat —a

Active Connections

Local Address Foreign Address State
standalone:http standalone:@ LISTENING
standalone epmap standalone:@ LISTENING
standalone:microsoft—ds standalone:@ LISTENING
standalone 1825 standalone :8 LISTENING
standalone: standalone :8 LISTENING
standalone: standalone :8 LISTENING
standalone: 1 standalone : 8 LISTENING
standalone: ios—ssn standalone:@ LISTENING
standalone:microsoft—ds

standalone :isakmp
standalone :1827
standalone :ms—sgl-m
standalone:ipsec—msft
standalone:
standalone:
standalone:
standalone:
standalone inetbhios—dgm I3

KEEXRREXX
I EEEEEREY
%

C:xDocuments and Settings“Administratorl>

Figure 6.3: Checking open ports on a Windows server.

It is a good practice to document which ports should be open on each of your servers and check
each server periodically to see which ports are actually open. For that task, netstat—which is
designed to be run locally—isn’t the best tool. Instead, you might find an inexpensive (or even
free) IP port scanner to be more effective, as it can scan entire subnets full of computers at once,
reporting on open ports. Figure 6.4 shows the interface for a free scanner called Angry IP
Scanner, available from http://www.angryziber.com/ipscan/.
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'g'.nngry IP Scanner 2.21

File Goto Commands Favorites ©Options Utls Help

Prange: | 192 . 168 . 0 . 1 1o | 192 . 168 . 0 . 255

W tart
1Po| B9 & & theass 0

Hostname: ID on-Laptop

ml ¥ Scanports ;|1-‘|D24

=10l ]

CoE 1 I Comp. Ma... & il Group Ma...

CX 1 I User Marme

i

IP CoE 1 I Fing L1 | Hostnamme
@ 5216201 ams N/,
Open ports: M4

. 192168.0104  Oms Dion-Laptop.dor....
Open ports: 21,25,80,135,139

[REE

N2 [REE N2

DOMN-LARTOP WORKGROUP AR

@ 1321680105 Oms N2 [REE N2

Open ports: M4

. 192.168.0.106 wwwy scriptingan...  SERVER2 WORKGROUP A&

O'ms
Open ports; 21,80,135.133

D'ms [REE N2 [REE N2

Open ports: 80

@ 1321680107

. 1921680111 Oms STAMDALOME STANDALOME WORKGROUP MAA
Open ports; 21,80,135.139

1] |

s

[Ready |

Figure 6.4: The Angry IP Scanner interface.

Getting to know which ports are open on your servers, as opposed to which ones should be open,
can help you understand the criticality of open ports: Every open port represents a potentially
undiscovered security vulnerability. Although the tasks performed by a server certainly need to
be accessible to clients, ports not related to those official tasks should be locked down to help

prevent them from becoming a vulnerability.

Running SCW

SCW starts as Figure 6.5 shows, by asking you which computer will be the baseline for a new
policy. SCW is designed to create multiple policies, with one policy assigned to each similar
class of computers. For example, if you have five Web servers that perform substantially the
same tasks, one of those could serve as your baseline for the Web server category of server.
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Security Configuration Wizard

Select Server
The configuration of the server you select will be used as a baseline For this security policy,

x|

server of to any other server with a similar configuration,

Server {use DNS name, NetBIOS name, or IP address):

does not have administrator privileges on the selected local server, click Cancel, rerun the
wizard using Run As, and specify another account,

& The II5 6.0 common files are required on the local machine when remaotely scanning an 115
SErVEr,

Learn more about selecting and confiquring groups of servers,

Select a server bo use as a baseline for this security policy. ¥ou can apply this policy to the selected

Browse.., |

& ‘fou must have administrator privileges on the selected local server, IF your current user account

6.0

< Back I Next = I

Cancel

Figure 6.5: Specifying a baseline server in SCW.

SCW will scan the baseline server and present a screen similar to the one that Figure 6.6 shows,
listing all the roles currently installed on that server. A role is a business-level set of tasks, such
as Web server, Telnet server, SQL Server, print server, and so forth. Notice that not all of the

roles are selected, meaning the software supporting the role—such as print server—is installed,

but the role isn’t enabled or in use (perhaps meani

ng no printers are actually shared).

Security Configuration Wizard

Select Server Roles

These server roles are used ko enable services and open ports, & server can perform multiple
roles,

x|

Wiew: IInstaIIed roles

=

Select the server roles that the selected server performs:

¥ [» ASP.MET session state server

[~ [» DFS server

W [ File server

¥ [» Middle-tier application server (COM+/DTC)
[~ [# Print server

[T [» Remote access/VPN server

W [» SoL Server 2000

W [» 5oL Server 2000 Reporting Services

[~ [ Telnet server

W [ web server

Learn more abouk server roles,

L]

< Back I Mext = I

Cancel

Figure 6.6: Listing currently installed roles in SCW.

By making a different selection from the View drop-down list box, you can instead view
currently selected roles (as Figure 6.7 shows) or all available roles (see Figure 6.8).
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Security Configuration Wizard =
Select Server Roles
These server roles are used to enable services and open ports, A server can perform multiple
roles,
Wiew:

Select the server roles that the selected server performs:

v [+ &pplication server

¥ [» ASP.MET session state server

W [ File server

W [» Middle-tier application server (COM+/DTC)
W [# S0L Server 2000

W [ SGL Server 2000 Reporting Services

W [» Web server

Learn more abouk server roles,

< Back I Mext = I Cancel

Figure 6.7: Viewing selected roles.

Viewing selected roles allows you to work with only the roles that are installed and in active use
on the server; as any unselected roles aren’t in use, it is most likely safe to disable or uninstall
them without negatively impacting your production environment. In contrast, by viewing all
available roles, you can potentially use SCW to prepare a server for future roles that you know it
will hold, but doesn’t currently. For example, if you know the server is going to become a
member of a cluster in the future, you can prepare it for that role now, even though the necessary

software hasn’t yet been installed.

Security Configuration Wizard =
Select Server Roles
These server roles are used to enable services and open ports, A server can perform multiple
roles,
Wiew

Select the server roles that the selected server performs:

¥ [» &pplication server j

¥ [» ASP.MET session state server

I~ [+ Audit collection server

[~ [» BizTalk 2004 Business Activity server

[~ [» BizTalk 2004 EDI Inteqgration server

I~ [» BizTalk 2004 Human Workflow server

[~ [» BizTalk 2004 Messaging and Orchestration server

[~ [» BizTalk 2004 Rules Engine

[~ [# Certificate server

[~ [+ Cluster server

[ [ Commerce Server 2002 LI

Learn more abouk server roles,

< Back I Mext = I Cancel

Figure 6.8: Viewing all available roles.

# The all roles view lists all roles defined in SCW’s XML configuration file.
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SCW has a great deal of intelligence built in with regard to role dependencies. For example, the
SQL Server 2000 Reporting Services role has a dependency on the Web server role. As Figure
6.9 illustrates, if | clear the Web server role check box—thus disabling it and blocking access to
it—the SQL Server 2000 Reporting Services role check box automatically clears because it can’t
function without the now-unavailable Web server role.

Security Configuration Wizard =
Select Server Roles
These server roles are used ko enable services and open ports, & server can perform multiple
roles,
Wiew: IInstaIIed rales j

Select the server roles that the selected server performs:

I~ [+ Application server

[~ [» ASP.MET session state server

[~ [» DFS server

W [ File server

¥ [» Middle-tier application server (COM+/DTC)
[~ [# Print server

[T [» Remote access/VPN server

W [» SoL Server 2000

[~ [» 5oL Server 2000 Repaorting Services

| v

Learn more abouk server roles,

< Back I Mext = I Cancel

Figure 6.9: Automatic support for interdependent roles.

This support for role dependencies allows you operate SCW with more confidence. If you
disable a role because you think you don’t need it, SCW will respond by disabling any dependent
roles automatically. This action informs you that you did, in fact, need the role you disabled and
prevents you from making a mistake.

Servers are also clients, so SCW next allows you to work with installed client features (see
Figure 6.10). Again, you can choose to work with installed features, selected features, or all
possible features, just as when working with server roles. In this step, you will decide whether
the server will support Dynamic Host Configuration Protocol (DHCP), DNS, automatic updates,
and so forth. Clear the check boxes of client software that isn’t used by the server.
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Security Configuration Wizard

Select Client Features
Servers also act as clients, These client features are used to enable services, A server can
support multiple client Features,

iew: IInstaIIed Features j

Select the client features that the selected server performs:

W [» DHCP client

¥ [» DMS client

¥ [» DNS reqgistration client

[~ [» Domain member

[~ [» FTP client {normal mode)

[~ [» Group Policy administrative client
W [» Microsoft networking client

I~ [» Remote access client

I~ [» 50L client

[ [» ‘webDAY client

Learn more about dient features,

< Back I Next = I

Cancel

Figure 6.10: Selecting client features in SCW.

SCW is also aware of administrative capabilities and other services, such as Alerter, audio
services, and so forth. By selecting the appropriate options, you can ensure that the server is
properly configured and that the software needed to administer or maintain the server will be
enabled. Again, you can choose to work from a list of installed options (as Figure 6.11 shows),
only those options currently in use, or all available options recognized by SCW.

Security Configuration Wizard

Select Administration and Other Dptions
These administration and other options are used to enable services and open ports,

x|

Wiew: IInstaIIed options j

Select the options used to administrate the selected server:

[+ Alerter

[+ Application Experience Lookup Service
I~ [» Audio

[~ [» Background Inteligent Transfer Service (BITS)
W [ Backup (NT or 3rd party)

W [# Backup to local hardware

[~ [» Browse master

I~ [» Browser

[~ [» Content indexing

[~ [» Distributed transactions over RPC

[ [+ EMS cammand prompt channels

Learn mare about administration options.

< Back I Mext = I

Cancel |

Figure 6.11: Selecting administrative and maintenance options.

SCW may also detect other services that don’t fit into the categories of server roles, client
abilities, or administration and maintenance options. These last services will be displayed in a list
(see Figure 6.12). For this list, you will often need to conduct extra research to determine what
these services are doing, and decide whether you actually need them to be running on the server.

realtimepublishers.com®
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Security Configuration Wizard

Select Additional Services
There are services installed on the selected server that were found while processing the
security configuration database,

x|

Select the additional services that the selected server requires:

[~ [» DTS Server

W [» msfresqgl

W [» S0L Browser

W [ 0L writer

W [ WMware Tools Service

Learn more about additional services.

< Back I Mext = I

Cancel

Figure 6.12: Configuring additional services in SCW.

Next, SCW will ask how you want to handle any services that haven’t been explicitly selected in
the prior lists. The default setting is not to change anything; however, | recommend configuring
SCW’s policy to disable unknown services. Doing so will handle any services currently installed

or any services installed in the future, ensuring that

only those roles the server is supposed to be

fulfilling will operate. Figure 6.13 shows the selection screen.

Security Configuration Wizard

Handling Unspecified Services

Unspecified services are services that are not installed on the selected server and not listed in
the security configuration database,

x|

This security policy might be applied to servers with services not specified by the policy. When an
unspecified service is found, perform the Following action:

" Do not change the startup mode of the service

Learn more about unspecified services,

< Back. I Text = I Cancel
Figure 6.13: Choosing to disable unspecified services.
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Remember, however, that this policy is being constructed by looking at a baseline server. Say
your baseline server is a Web server, and you’ve configured the policy appropriately. You have
four other Web servers to which you plan to apply this completed policy. If one of those servers
is also acting as a domain controller (for example), selecting Disable the service in this step of
the SCW configuration process will disable the domain controller services when the policy is
applied to that server. The reason is that the baseline server wasn’t a domain controller, so the
domain controller services weren’t specified in the policy created by SCW. Thus, you need to be
sure when applying a policy to any server that the server is identical in purpose to the server that
was used as the policy’s baseline.

Near the end of the configuration process, SCW will display a list similar to the one that Figure
6.14 shows, detailing every service and which changes will be made by the policy. Notice the
Current Startup Mode and Policy Startup Mode columns, which list the current state of each
service as well as the state of each service once the policy is applied.

Security Configuration Wizard =

Confirm Service Changes
Before continuing, confirm that the service changes resulting from your role and other Feature
selections are correct.

Wiew:

If applied to the selected server, this security policy would use the Following service configuration:

Service | Current Startup Mode | Paolicy Startup Mode | Used B -
Application Layer Gateway 5., Manual Disabled Internet Connection Sk
Application Management Manual Disabled Application installation |__|
ASP.MET State Service Manual Disabled ASP.MET session state
Background Inteligent Transf... Manual Automatic 5MS Management Point
Computer Browser Automatic Disabled 5MS Logon Paint, Brow
Distributed File System Manual Disabled DFS server, Domain col
File Replication Manual Disabled Domain controller (Actis
115 Admin Service Automatic Disabled FTP server, NNTP {Use
IPSec Services Aukomatic Disabled IPsec Services T
4 3

To undo any of the above changes, go back to the previous pages and change the selection listed in the
Used By column,

Learn more about confirming service changes,

< Back I Mext = I Cancel

Figure 6.14: Listing the changes to each service.

Many services previously set to Manual startup will be set to Disabled once the policy is applied.
This list provides you with the opportunity to perform a “sanity check” on the changes
implemented by the policy. Until now, you’ve been dealing with roles and features, this list is the
first time SCW has displayed its configuration in terms of direct changes to services. Similarly,
the next screen (see Figure 6.15), provides a list of changes that will be made to TCP and UDP
ports.
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Security Configuration Wizard =
0Open Ports and Approve Applications
The inbound ports listed below are used by the roles and administration options that you
selected, Selected ports are opened, unselected ports are blocked,
Wiew

Select the ports to open:

¥ [ 123 (NTP) -
W [» 135 (RPC endpoint mapper/DCOM)

¥ [ 139 (MetBIOS session service)

¥ [ 445 (SME)

W [+ 1433 (S0L over TCF)

[~ [# 1434 (S0L Server Resolution Service)

W [» 3339 (Remote Desktop Prokocol)

W [» Ports used by DCOM {dihost. exe)

[~ [» Ports used by \NET Runtime Optimization Service v2,0.50215_%86 (mscorsyiw,exe) LI

Add... | Edit, .. Remayve Advanced, ., |

Learn more about opening ports and approving applications,

< Back I Mext = I Cancel |

Figure 6.15: Examining port changes.

SCW will enable the Windows Firewall and will only create exceptions for ports that are
selected in this list. You usually won’t need to make any changes, but it is useful to document
this list as the approved list of ports for the server. You can also make adjustments to the port
policy. For example, double-clicking a port allows you to modify its restrictions. As Figure 6.16
illustrates, you can allow a port to be completely open, restrict access to the port to a range of IP
addresses, or require IP Security (IP Sec) actions—such as encryption or authentication—to port
access. For example, you might configure the policy to leave port 21 (FTP) open only to clients
that can successfully establish an encrypted IPSec connection, thus protecting the FTP traffic—
which transmits passwords and data in clear-text—from electronic eavesdropping.

Security Configuration Wizar ﬂl
4 icki x
Open Ports and App Port 1433 (SOL over TCP) Restrictions _|

The inbound ports

ctlotted, Salctey | Emote Address Restrictions |L0cal Interface Restrictions |

‘fou can reskrick access o this port based on remote IP addresses and subnets using
Internet Protocol Security (IPsec),

Wiew: IAII arts
P Remote address restrictions:

Select the ports to opel % Do not restrick access ko this port based on remote addresses!

W [+ 123 (NTF) " Restrick remote access ko this port bo only the following remote addresses:
W [» 135(RPC endr
¥ [ 139 (NetBIOS
¥ [ 445 (SME)

W [ TEEE oY
™[> 1434 (5QL Ser
W [+ 3339 (Remote
W [+ Ports used by
[~ [+ Ports used by

IP Addresses and Subnets | Security Options |

Add.., Remayve

Add... Er

Learn mare abouk restricking remote access using IPsec,

Learn more abouk open

[8]4 I Cancel |

< Back | Mexk = | Cancel |

Figure 6.16: Configuring advanced port restrictions.
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This additional flexibility in SCW allows you to work with complex IPSec policies in a simpler,
more intuitive fashion. Many companies like the idea of IPSec, but quickly become intimidated
when they dive into Windows’ rather complex and unintuitive IPSec management interface;
SCW helps make IPSec more approachable for those organizations. For example, you can
restrict traffic based on a simple-to-configure drop-down box, requiring signing, encryption, or
other options for incoming traffic on the specified port (see Figure 6.17).

x|

Open Ports and App

QR Rl Add IP Address or Subnet |

selected, Selected
Select Format:

lIP address j
e |A" ports How to allow traffic (signing and encryption options require IPsec):
Select the ports to opel I i i
W [+ 123 (NTP)
W [» 135 (RPC endr
¥ [+ 139 (NetBIOS
W [ 445 (SME) =
[Pl 1433 (S0L ov I—
[ [+ 1434 (SQL Ser
¥ [+ 3389 (Remate  Besureto select statically allocated IP addresses,
W [» Ports used by
[~ [» Ports used by

Request signing
Require encryption
Reqguest encryplion
Fadare H

Add... Er

Learn more about gper,  Learn more about selecting IP addresses and subnets.

ancel
164 | Cancel | _I

Back | THERE | Cance

Figure 6.17: Easily configuring IPSec options within SCW.

Next, SCW tries to get a feeling for the spare processor power your server has so that it can
recommend additional security options. As Figure 6.18 shows, you can specify that the server
doesn’t have any really old clients (really old being defined as Windows NT 4.0 before SP6a,
Windows 95 without the Directory Services client, and so forth), and you can indicate that the
server has some spare processor power. If you select both options, SCW will configure the
policy to digitally sign all file and print traffic, helping to prevent traffic spoofing. This setting
consumes about 20 percent extra processor power, so only select this option if your server is
running at 70 percent capacity or less.
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Security Configuration Wizard =

Require SMB Security Signatures
The Following information determines whether Server Message Block {SMB) security signatures
are enabled or required.

The selected server has the Following attributes:

v Al computers that connect ta it satisFy the Fallowing minimum operating system requirements::

+ Windows MT 4.0 Service Pack 6a or later

* Windows 95 with the Directory Services Client Pack installed

* Windows 93 or Windows Millennium Edition

+ Windows CE JMET 4.2 {for example Windows Mobile 2003 Second Edition) or later

[V 1t has surplus processor capacity that can be used to sign file and print traffic
This option digitally signs all file and print traffic, This signing is processor inkensive, so it is

recommended only if the server does not normally exceed 70% processor utilization,

These settings affect the RequireSecuritySignature value in
HELM\SystemiCurrent ControlSeth ServicesiLanManServer Parameters,

Learn more abouk SME security signabures.

< Back I Mext = I Cancel

Figure 6.18: Configuring traffic signing in SCW.

SCW isn’t just asking whether you want to digitally sign traffic; by asking you whether the
computer has spare processor power and whether it needs to support older clients, SCW is
alerting you to the requirements of digital signing, and helping prevent you from making a
decision that isn’t suitable for your environment. Similarly, as s Figure 6.19 shows, SCW will
ask which types of accounts are used by the server to authenticate with remote computers. Your
answer will help configure the Local Security Authority to the highest possible level of

authentication.

Security Configuration Wizard =

Outbound Authentication Methods
The Following information is used to determine the LAN Manager authentication level used when
making outbound connections,

Select the methods the selected server uses to authenticate with remaote computers:

r Domain Accounts

v Local Accounts on the remate computers:

" File sharing passwords on Windows 95, Windows 98, or Windaws Millennium Edition

These settings affect the Imcompatibilitylevel value in
HELMSystemtCurrentControlSetiContraliLSA,

Learn mare about outbound authentication methods,

< Back I Mext = I Cancel

Figure 6.19: Configuring outbound authentication.
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SCW isn’t simply asking to which level outbound authentication should be set (which is what
you would need to decide if you configured this setting in, for example, a Group Policy Object—
GPO). Instead, SCW is helping you make a decision based on information you’re more likely to
know and understand, such as which user accounts are utilized.

# Not sure when a server would make an outbound connection? When the server is talking to domain
controllers, for example, perhaps sending data to a network-attached printer, copying files from other
servers, and so forth.

Another example of this more intuitive approach is when SCW gathers additional information to
fine-tune local security (see Figure 6.20). In the previous screen, | indicated that remote local
accounts are used, so SCW needs to know if those remote computers are at least running NT 4.0
SP6a and whether they synchronize their clocks (remember, Windows’ Kerberos authentication
requires synchronized clocks). This information helps SCW select an appropriate authentication
scheme.

Security Configuration Wizard =

DOutbound Authentication using Local Accounts
The following information is used ko determine the LAN Manager authentication level used when

making outbound connections,

all computers that the selected server connects to using local accounts have the Following
attribukes:

[~ windows NT 4.0 Service Pack 6a of later operating systems

[V Clocks that are synchronized with the selected server's clocki
Computers running Windows 2000 Service Pack 4 or earlier must have clocks within 30 minutes of

the selected server’s clock, Computers running Windows XP must have clocks within 36 hours of
the selected server’s clock.

These settings affect the Imcompatibilitylevel value in
HELM SystemtCurrentControlSetiControli LS4,

Learn more about authenticating using local accounts,

< Back I Mext = I Cancel

Figure 6.20: Fine-tuning the security settings.

%~ You might have noticed small blue text links at the bottom of many of SCW’s screens. These links
open a Help file to help you learn more about the settings being configured by that screen of SCW.
This link is a great way to learn more about the actions that SCW is performing based on each
screen’s selections.

SCW isn’t limited to securing ports and services, however. As Figure 6.21 shows, the prior few
screens affect registry-based configuration settings.
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Security Configuration Wizard

Registry Settings Summary
Before continuing, confirm that your registry settings are correct,

If applied to the selected server, this security policy would use the Following registry settings:

Redqistry Value Current Data Palicy Data

Send LM & NTLM
Mak Defined
Enabled

Send MTLMy1 re.
Mak Defined
Disabled

LAMN Manager authentication
Require LDAP Signing
Require SMB Security Signat...

Imcompatibilitylevel
ldapserverintegrity
requiresecuritysi,.,

1 |

selections that determined the setting.
Learn mare about confirming registry settings.

& Tao change any of the above settings, go back to the previous pages in this section and change the

Regiskr

1]
HEEY Lo
HKEY_LOC
HKEY_LOC

|

< Back I Mext = I

Cancel

Figure 6.21: Checking registry settings in SCW.

Just as SCW allows you to review its low-level decisions in services and ports, it now allows you
to review proposed changes to registry settings before continuing. This process is all part of
Microsoft philosophy reflected in SCW of asking you higher-level questions, but still allowing
you to review the final low-level configuration decisions.

Next, SCW will configure auditing (see Figure 6.22). The default setting is to audit successful
activities, providing what Microsoft calls a high signal-to-noise ratio, meaning you’ll get a lot of
good auditing data without a lot of garbage. You can (as shown) change this setting based on

your organization’s requirements.

Security Configuration Wizard

System Audit Policy
Determine an audit policy based on your auditing objectives.

x|

Select your auditing objective:

" Do not audit
This option does not perform any auditing.

" audit successful activities
This option audits successful changes to system and configuration files, allowing you to

deqgrade system performance slightly,

& audit successful and unsuccessful activities:
This option audits both successful changes and Failed attempts to system and configuration

to make unauthorized changes. It will degrade system performance more than auditing just
successful activities,

Learn more about auditing policy.

reconstruct events after the Fact to determine who changed system or configuration files, It wil

allowing wou to determine who changed system or configuration files, as well as detect attempts

files,

< Back I Mext = I

Cancel

Figure 6.22: Configuring auditing.
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As always, SCW takes your decision and proposes a number of configuration changes, which it

then shares with you as Figure 6.23 shows.

Security Configuration Wizard

Audit Policy Summary
Before continuing, confirm that your suditing selections are correct,

If applied to the selected server, this security policy would use the Following auditing configuration:

Audit Event T

Account Management Mot audited Success, Failure
Directory Service Access Mot audited Success, Failure
Logon Events Success Success, Failure
Object Access Mot audited Success, Failure
Palicy Change Mot audited Success, Failure
Privilege Use Mot audited Mot audited
Process Tracking Mot audited Success, Failure
System Events Mot audited Success, Failure

in order to audit access of the file system

& Once applied, these SCWaudit.inf SACLs cannot be removed using the SCW rollback action.

Learn more abouk confirming suditing changes.

¥ also include the SCWaudit.inf security template, SCWaAudit.inf sets System Access Control Lisks (SACLS)

< Back I Mext = I Cancel

Figure 6.23: Reviewing the changes to the audit policy.

Finally, as Figure 6.24 shows, you’ll be asked to save the policy in an XML file. You should
provide a detailed description indicating for which type of server this policy is intended; a
detailed description will help prevent confusion and error when finally applying the policy.

Security Configuration Wizard

Xl

Security Policy File Name
The security policy File will be saved with the name and description that you provide,

Security policy File name {a ' xml' file extension will be appended if not provided):
I CUWINDOWS securibyimsscowtPolicies\MySecurityPolicy . ml Browse. .. |

Description {optional):

Standalone file and SCL server only; disables 115, See document BIR44575-DEC. doc For full ;I
description. |

‘Wiews Security Policy Include Security Templates, ..

Learn more about 5aving Security QDlICIES.

< Back I Next = I Cancel

Figure 6.24: Saving the new policy.
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SCW is not necessarily configuring the server on which it is running. Remember, you specified a
baseline computer at the start of SCW, and the policy is built for that server. The final screen of
SCW (see Figure 6.25), you can choose to simply have the policy saved to a file or you can go
ahead and apply it now. You can always re-run SCW later, load in a previously saved policy, and
apply it to another computer.

é Applying a policy typically requires a server restart because changes to services’ startup modes won't
take effect until the server is restarted and those services all stopped.

Security Configuration Wi ll

Security Policy File Name
The security policy file will be saved with the name and description that you provide,

% apply later

Run this wizard again to apply this security policy at a later time,

" apply now
‘Wwhen you click Mext, the wizard applies this security policy to the selected server,
Security Configuration Wizard =

t Applying this security policy to the selected server
! will require a reboot after the policy is applied.
This is required For the configured applications
or services ko run propetly.

Learn mare about applying security policies.

< Back I Mext = I Cancel

Figure 6.25: Choosing when to apply the policy.

The Results

As Figure 6.26 shows, SCW does have an effect. | chose to apply the policy immediately, and
you can see by the netstat —a command output that fewer ports are now open. For easy
comparison, this figure shows the ports open before SCW was run (on top) as well as after (on
the bottom).
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¢+ Command Prompt

Local Address Foreign Address State

standalone:http standalone:B@ LISTENING

standalone epmap standalone:B@ LISTENING

standalone:microsoft—ds standalone:8 LISTENING

standalone 1825 standalone:8 LISTENING
standalone:8 LISTENING
standalone:8 LISTENING
standalone:8 LISTENING

standalone:@ LISTENING

standalone:

standalone:

standalon

standalone:

standalone:

standalon

standalone:

standalone:

standalone nethios—ns H

standalone netbhios—dgm %

LEREEERE
XEE KR KKK X
%

C:xDocuments and Settings“Administrator’netstat -a
Active Connections

Local Address Foreign Address State
standalone epmap standalone:B@ LISTENING
standalone:microsoft—ds standalone:8 LISTENING
H standalone:8 LISTENING
standalone:8 LISTENING
standalone:8 LISTENING
gl standalone:@ LISTENING
standalone: standalone : 8 LISTENING
standalone 183 SERVER2 :nethios—ssn TIME_MAIT
standalon . L
standalone :1827 HE
standalone:
standalon
standalone
standalone nethios—ns H
standalone netbhios—dgm %

C:xDocuments and Settings“Administrator>

Figure 6.26: Comparing ports from before and after applying the SCW-created policy.

SCW provides an effective way to configure multiple servers in a more locked-down fashion,
while helping you to avoid typical mistakes that arise from Windows’ inherent complexity.
However, although SCW offers a great start to configuring high-level security, it doesn’t attempt
to deal with a number of crucial details.

Beyond the SCW

SCW is primarily intended as a one-time operation, meaning you’ll apply a policy to a server and
then let it sit. SCW doesn’t attempt to handle what you might call day-to-day security tasks, such
as managing service identities and passwords; managing registry, file, and folder security; and so
forth. Unfortunately, although these tasks are more immediately comprehensible than locking
down ports and services, they’re made more difficult by the sheer size of the task. I’ll cover them
in the next two sections.

Service Security

This guide has previously declared the critical need to maintain service security: ensure services
aren’t running under accounts that have excess authority (running every service on a server under
a domain administrator account is an all-too-common scenario) and that services’ passwords are
changed on a regular basis. Both of these tasks are difficult to accomplish across a number of
servers. For example, changing the password used by a service is easy on one server; it’s time-
consuming and error-prone when you’re faced with a dozen or more. Scripts can help automate
the process; for example, the script that Listing 6.1 shows is from the Microsoft TechNet Script
Center and changes the password of a single service on single computer.
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strComputer = ".
Set objWMIService = GetObject("'winmgmts:""

& "{impersonationLevel=impersonate}!\\" & strComputer &
"\root\cimv2™)

Set colServiceList = objWMIService.ExecQuery _
("'Select * from Win32_Service Where StartName = ".\netsvc"')

For Each objService in colServicelList
errReturn = objService.Change( , , , , , , , ''‘password"™)
Next

Listing 6.1: Changing the password of a single service on single computer.

It’s a simply process to convert this script into one that runs against multiple computers, and
many administrators use techniques such as this to automate their environments. What a script
can’t readily do, however, is ensure that it has caught every single service that needs its
password updated. If you miss one, it won’t start the next time it needs to, and you’ll wind up
with a Help desk call and upset users. Similarly, a script can easily be used to list all services
running with a particular user account, provided you point the script to every server. Miss one,
and you’ll have incomplete information. In short, scripts are great for well-maintained, well-
documented environments—but you may not have one of those.

You'll find other services-related scripts at
http://www.microsoft.com/technet/scriptcenter/scripts/os/services/default. mspx and
http://www.scriptinganswers.com.

Commercial tools are often a better way to work with services in larger environments. For
example, Lieberman Software’s Service Account Manager (see Figure 6.27), provides a single
view of all services on all systems, allowing you to make changes and check services more
easily.
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Hs+ Group: New Group E@

File View Jobs Systems Get Set Security Help

System R.. | V..| SwcMame B S D Startup | State Useriame IntAct  Pass.. Status ™
;L PAT WS |51 |* E E i : * * o 0K
*-55# PAT WS |51 |abouttime FireD... Manual Mot running | LocalSystem M (Mong) |«OK>
‘-55# PAT WS |51 |Alerer Alerter |Motifi... | Auto Running NT AUTHORITY ... [M (Mong)  [<OK:
s PAT WS |51 |ALG Appli... [Provi... |Manual | Not onning |[MT AUTHORITY ... [N (Mong)  [=Ok>
mJ-r PAT WS |51 | AppMagmt Appli.. [Provi_. |Manual | Running Local System M (Mone)  [=0K=
"'?b PAT WS |51 |aspnet state |ASP.. |Provi. |Manual |Mot mnning | NT AUTHORITY . | (Mone}  [<OK>
'e':b PAT WS |51 |ATI Smart ATIS.. Auto Mot running | Local System ¥ (Nong)  [<OK=
s PAT WS |51 |AudioSre Wind... [Mana...| Auto Running LocalSystem M (Mong)  [=Ok>
mJ-r PAT WS |51 |BITS Back. . |Uses . |Manual | Running Local System M (Mone)  [=0K=
*-55# PAT WS |51 |Browser Comp...|Mairt...| Auto Bunning | LocalSystem M (Mong) |«OK>
'e':b PAT WS |51 |cisvc Index...|Index... |Manual Mot running | Local System M (Nong)  [<OK:
¢ PAT W5 |51 |ClipSre ClipB... [Enabl.. |Manual | Not running | Local System M (Mong)  [<Ok>
mJ-r PAT WS |51 |Cold Fusion A |Cold .. Manual _[MNat running | DMNMNTPat [NAAT  |iPwdl1)  |=0OK=
*-55# PAT WS |51 |Cold Fusion E... |ColdF... Manual Mot running | LocalSystem M (Mong) |«OK>
'e':b PAT WS |51 |Cold Fusion B...|CaldF... Manual Mot running | Local System M (Nong)  [<OK:
‘-J# PAT W5 |51 |ColdFusion Gr...|CaoldF... Manual Mot running | Local System M (Mong)  [<OK: w
3 3 |
Status: Infa Highlight Highlight Lists

| m m (ar ] | Exit Highlights i Select | | Delete
Progress :

At — 4 Save Mew

( v | (L lsee J| Lbece )] | e
Log:

4 >

Figure 6.27: Security Account Manager.

Another product, ScriptLogic Service Explorer, provides similar capabilities. As Figure 6.28
shows, you can easily view all the services on any remote system, make changes to services’
configurations, and so forth. Service Explorer also handles the management of Scheduled Tasks,
which also often run under a user’s security credentials.
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§ Service Explorer 2.0 -- Unregistered Company - |ﬁ' |1|

File Service Task Tools Window Help

g,):,)(;\,ﬂ (S BT T G =] aﬂ =AE ANEIRE N "] 5‘5

| Select Computer 2] 8 Services r %) Scheduled Tasks l
Browse Metwork for Computer
E-ﬂé Service Explorer 2.0 | Display Marne | Statuz | Startup | Logon Account Mame AI
' J My Computer [STANDALOME] B | ogical Disk Manager &dministrative Servi..  Stopped  Manual LocalSystem
E’ Metwork Meighborhood b Logical Disk Manager Stated  Automatic  LocalSystem
E--Qiﬂd WwORKGROUP b DNS Client Stated  Automatic  NT AUTHORITY4Net
: " J DON-LAPTOP ¥ Emor Reporting Service Stated  Automatic  LocalSystem
MINERW AP b Ewventlog Stated  Automatic  LocalSystem
- SERVERZ b COM+ Event System Stated  Automatic  LocalSystem
! !;T'ﬂ'r"][:"&"l‘ljr"]E »  Help and Support Stated  Automatic  LocalSpstem
@ Active Directary B Human Interface Device Access Stopped  Dizabled LocalSystem
P HTTPSSL Stated  Manual LocalSystem
b IS Admin Service Stated  Automatic  LocalSystem
B |MAPI CD-Burning COM Service Stopped  Disabled LocalSystem -
Meszages n |
4 Computers ] Search | ¥ Results | 21 Security Messages

Service Explorer 2

& Startl J @ ) JI{”_ Service Explorer 2.0 -... 11:12 M

Figure 6.28: Listing services with Service Explorer.

Effective in large environments is the product’s built-in search capabilities. For example, as
Figure 6.29 shows, you can right-click any service and add it to current search criteria (the “add
to search” option is at the bottom of the context menu). This feature makes it easy to quickly find
all servers running that particular service, making it easier to then change the password or
account used by the service, or even to change its startup type or other configuration parameters.
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§ Service Explorer 2.0 -- Unregistered Company - |ﬁ' |1|

File Service Task Tools Window Help

g,):,)(;\,ﬂ [ BT [N ) ‘95 = (e EF g x| a8 5‘5

| § Select Computer ks | % Services r ) Scheduled Tasks l
Browse Metwork for Computer
=H{E} Service Explorer 2.0 | Display Mame | Status | Startup | Logan Account Name AI
' J My Computer [STAMDALOME] B DTS Server Stopped  Disabled MT AUTHORITYSMET
E’ Metwork. Meighborhood B msftesgl Stopped  Manual LocalSystem
E‘"(.x\: WORKGROUP B windows Installer Stopped  Manual LocalSystem
: -1 DON-LAPTOP % COL Server (M5S0 Cpmune i ey P
B i MINERVAXR ®  M5SOLServeitDHel] P St
- EHVEH2 B Network DDE B Stop
o EUANDATRE ®  Network DDE DSDM
@ Active Directary ®  HNetlogon Il Pause
b Metwork Connections| Bk Restart: =
:l Mot I_L" o fﬁ Properties... _»l_l
) Security X Remove jl
| [ Tope [Domain | & Refresh
'.{5 Allaw  NT AUTHOR % Add"SQL Server (MSSQLSERVER)" ta Search Criteria ey Stalt
T4 Allow  BUILTIN
:ﬂ Allow  MT AUTHORITY  INTERACTINVE Query, Status, EnumDep, Interr
:ﬂ Allow  MT AUTHORITY  SERVICE Query, Status, EnumDep, Interr
:ﬂ Allow  NT AUTHORITY  Authenticated Users UserDefControl
:ﬂ Allow  BUILTIM Power Uzers Start, Stop, Pausze, Query, Staty
| | i

Edit Security |
4 Computers ] Search | ¥ Results | | 1 Security Messages

Service Explorer 2

& Startl J @ ) JI{”_ Service Explorer 2.0 -... 11:13 M

Figure 6.29: Adding a service to search criteria.

Searches can be performed against any scope, such as a manually constructed list of servers,
your entire network neighborhood, a workgroup, or even—probably the most useful scope—an
entire domain. Search capabilities are broad: you can specify search criteria (shown in the
window’s upper-left corner) that includes service names, account names, and so forth. As Figure
6.30 shows, the search process will even include detailed error messages indicating servers that
couldn’t be reached, ones for which you haven’t specified valid logon credentials, and so forth.
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§ Service Explorer 2.0 -- Unregistered Company - |ﬁ' |1|

File Service Task Tools Window Help
Ay m npFx Rl o®IEFEx R 5H
j Search % Services r ) Scheduled Tasks l

S |
I Domain Mame I Computer Na... | Display Marne | Statuz | Sta
b WORKGROUP STAWDALOME SOL Server (MSSOLSERVER) Started At
) Service Mame
L Containe "S08 Sanver (WS35
_‘[ Task Criteria
E’ SearchScope
-5y Domain Name =
4 | »
20 =2l B 8] \glllﬂl 4 Search |
K — i
SavedSearches Messages o |

Predefined Sets SERVERZ: Start search: Logon failure: unknown uzer name or bad password,

[Z] Find All Tasks (Search for all tasks withi MIMERYAXP: Search Computer: Failed Ping Test

5 Mon-Microsoft Services (Search for all = DOM-LAPTOP: Start search: Logon failure: unknown uzer name or bad password,
5 Stopped Automatic Services [Displays a
5 Uszer Account Search [Displays a list of
€ UserDefinedSets

4 3
| =] x|®|=]
4 Computers ] Search | ) Results | 1 Security Messages
Q,‘Startl J @ ) “ﬁ Service Explorer 2.0 -... 11:16 AM

Figure 6.30: Searching includes detailed messages to help you spot any problems.

Products such as Service Explorer and Service Account Manager make it easier to manage
services and their security across a large number of servers. You can easily change service
passwords on a regular basis, reconfigure services to run under the right user accounts, locate
services using a particular user account, and so forth. As many of these tasks—especially
updating services’ passwords—qgo ignored in most environments, these tools are effectively
enabling a much higher level of server security than you likely already have.

Access Controls

The previous chapter spent a lot of time on techniques to better manage file and share
permissions. Of course, access control isn’t limited to file servers; all servers have files and
folders that need to be secured. They have registries, too, which are an often-overlooked area of
security that can lead to significant security compromises. Keep in mind that most Windows
software stores all its configuration settings in the registry; a compromised registry can lead to
seriously compromised applications and servers. With that in mind, let’s explore access control
as a general topic, focusing on tools and techniques that can address both files and folders as well
as the registry.
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Finding Permissions

Windows’ built-in security tools—including its graphical access control list (ACL) editor and
command-line tools such as Cacls.exe—provide effective basic capabilities for working with
access controls. However, these tools lack any kind of search capability. For example, if you
want to find all files on which the special Everyone account has permissions, doing so is difficult
without finding a third-party tool. Fortunately, third-party tools are readily available to handle
this task. For example, Figure 6.31 shows such a tool being used to construct a search. As shown,
the permissions from and existing folder are displayed, and the Everyone group—which has
permissions on that folder—is selected. Clicking Begin Search starts the search for other files
and folders with that group assigned.

7 Security Explorer (UNREGISESASGSEOET o[]S
A iSSions... X
Fle View Security Tock opt Search for a group or user's permissions. =
@ ﬁ‘g Falders: IC:'l, j j
Grant Revoke Clone - Choose a Group/User port
Lisk Marnes Fram: ICurrent Directary Permissions j Show Users | Refresh |
MTFS Permizssions |@" Fet
5 Mame | Description
[cay EPBUILTIN Administratars Full Contral (Al (Al Go |
=& Wy Compter %BUILTINIUsers Sp:ual (Rxl) (T) " T cesend r
© =) 3% Fleppy (8) CREATOR COWHER Full Cantral (a0 (Al
@ Everyone List {R%) Mot Specified)
@ SYSTEM Full Contral (Al (Al
Iy Metwork Places 4 | | »
- Preferred Servers _I _ILI
GroupfUser; IEveryone L4
™| Include &l group memterships j

™ Include the "Authenticated Users" group
™ Include the "INTERACTIVE" user

™ Include the "Everyone” group
[ Include the "NETWORK" user

CWNEr. ., IIUserHightinUse

Choose where to search

— Choose the permissions to search for —
ISearch For Any Permissions j [ Search permissions of files: hject Permissi... | Inheritable |
. W [¥ Search permissions of directories ull Contral (ANl (Al (Al
) - ¥ Recurse across subdirectories i C.ontrol (Al (Al (Al
File Permissions: I(Any) & Recurse all subdirectories pec!al (Mot sp... (AN AN
' above permissions or higher " Recurse to depth I 1 pecial (R¥Cs) (RMCSCR) (R
o pecial (Rx) (Mot specific
€ Exact petmissions sbove ™ search Owner ¥ Search DACL
r Invert the result set ) —
{has no perms above) Wwildcard I .
| i
Beqin Search. .. | Close | Help |
Help |
& Startl J @ ) JL@J Security Explorer {(UN... 11:25 aM
Figure 6.31: Searching for the built-in Everyone group.

The results of the search, which Figure 6.32 shows, quickly identify files and folders where that
selected group has permissions, and shows you which permissions are assigned. For example,
D:(RX) F:(RX) indicates that the group has Read and Execute permissions on a folder and on

files within that folder.
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Figure 6.32: Permissions search results.

J I,@J Security Explorer {UN...

11:26 AM

If you find permissions you don’t like, third-party tools make it easier to get rid of them. As
Figure 6.33 shows, for example, you can easily get rid of the Everyone group throughout a
directory tree. I’ve selected the special Everyone group and indicated that | want to Revoke All
Permissions for the user. This action will—and here’s where Windows’ security terminology can
become confusing—remove any “allow” and “deny” permissions, effectively erasing the

Everyone group from the ACLSs.
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Figure 6.33: Revoking permissions for the Everyone user.

Because server permissions are a bit simpler on non-file servers (typically, a single set of
permissions suffices for entire volumes), you can use third-party tools to fix the permissions on a
server fairly quickly. Plus, certain tools manage registry permissions as well (see Figure 6.34,
which shows an almost-identical screen to Figure 6.33 in which you can correct registry

permissions for an entire registry hive or key).
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Figure 6.34: Correcting registry permissions.

Many enterprise environments focus on file and folder security on file servers but don’t worry
about it much on their other servers. After all, users aren’t usually given access to the file system
on non-file servers, so why bother? In addition, managing file, folder, and registry permissions
can be time-consuming. However, with the right tool, permissions can be set up much more
effectively with much less effort; taking the time to do so also provides an additional layer of
defense in case the wrong person does gain access to the file system or the registry.

Permissions Reporting

Being able to report on permissions is a useful capability, especially in today’s audit-heavy
world of legislative compliance issues. Third-party tools offer the capability to export
permissions to an Open Database Connectivity (ODBC) database, such as Microsoft SQL Server.
Once in the database, you can create customized reports using standard reporting tools such as
Crystal Reports or SQL Server Reporting Services. Figure 6.35 shows the export process.

 d ScriptLogic makes another product, Enterprise Security Reporter, which is better-suited for large-
scale permissions reporting. Other companies such as NetlQ and Ecora also offer security-reporting
solutions.
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Figure 6.35: Exporting permissions to a database.

Backing Up Permissions

Any backups you make should also back up your permission sets. Windows Backup and most
third-party backup utilities are all capable of backing up permissions along with files, and

usually handle the registry and its permissions, as well.

Sometimes, however, you might want to restore only the permissions on a file, folder, or registry
key. Most backup software can only do so if you’re also restoring the file, but you may have
occasions where you want to restore the permissions—because, perhaps another administrator
configured them incorrectly—Dbut not the file, folder, or registry key (perhaps it has changed
since the last backup was made). Conveniently, effective third-party tools provide this capability
by allowing you to back up and restore only permissions (see Figure 6.36).
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Figure 6.36: Backing up permissions on the C folder.

Summary
Server security boils down to a few basic areas:
e Access controls
e Service management
e Lockdown (of services, applications, and ports)
e Authentication security

Unfortunately, these areas are either large and difficult to manage or complex and difficult to
accurately configure (or both). By using tools the tools that this chapter introduces, however,
you’ll be able to more easily deal with mass-security reconfigurations, service management, and
server lockdown.

Although locking down unnecessary services is a great step to take toward server security,
unauthorized or unnecessary software—not just services—is one of the biggest problems facing
today’s enterprises. The next chapter will talk about software management, software
maintenance, and software filtering, techniques guaranteed to help make your Windows
enterprise more secure.
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Content Central

Content Central is your complete source for IT learning. Whether you need the most current
information for managing your Windows enterprise, implementing security measures on your
network, learning about new development tools for Windows and Linux, or deploying new
enterprise software solutions, Content Central offers the latest instruction on the topics that are
most important to the IT professional. Browse our extensive collection of eBooks and video
guides and start building your own personal IT library today!

Download Additional eBooks!

If you found this eBook to be informative, then please visit Content Central and download other
eBooks on this topic. If you are not already a registered user of Content Central, please take a
moment to register in order to gain free access to other great IT eBooks and video guides. Please
visit: http://www.realtimepublishers.com/contentcentral/.
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